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Abstract

Data breaches and privacy violations have raised global concerns about the
protection of personal information. To address these concerns, cryptographic
protocols known as Multi-Party Computations (MPC) have been developed to
enable multiple parties to jointly compute on their private inputs without revealing
them. These protocols have found applications notably in tax fraud detection,
healthcare, and machine learning. However, existing MPC protocols remain
insufficient for many real-world scenarios, particularly when dealing with high-
dimensional or structured data.

This thesis focuses on sparse data; datasets containing mostly zero values, which
naturally arise in applications such as recommender systems and healthcare.
While plaintext algorithms for sparse data are well established, few cryptographic
protocols are optimized for this setting, limiting the practicality of MPC in
domains where sparsity is the norm.

The core contributions of this thesis introduce new cryptographic protocols tailored
to sparse computations. We propose MPC protocols for secure sparse matrix
multiplication, enabling performance gains that make previously impractical
applications feasible. We also design new Function Secret Sharing (FSS) schemes
able to efficiently aggregate sparse data.

Beyond these protocols, the thesis makes several orthogonal contributions that
question key assumptions and practical aspects of privacy-enhancing technologies.
We study the role of leakage in sparse computations by analyzing access-pattern
leakage in searchable encryption, providing new attacks and statistical insights
into its risks. We present Fedivertex, a new graph dataset based on decentralized
social media, to benchmark decentralized machine learning. Finally, we evaluate
the energy consumption of several privacy-enhancing technologies.

Taken together, these contributions both advance the design of cryptographic
protocols for sparse data and provide a broader perspective on the challenges of
deploying privacy-preserving computations in practice.



Résumeé

Les fuites de données et atteintes a la vie privée soulevent des inquiétudes crois-
santes relatives a la protection des informations personnelles. Pour répondre a ces
préoccupations, des protocoles cryptographiques appelés calculs multipartites, ou
en anglais, Multi-Party Computations (MPC) ont été développés afin de permettre
a plusieurs entités d’effectuer conjointement des calculs sur leurs données privées
sans les révéler. Ces protocoles ont trouvé des applications notamment dans la
lutte contre la fraude fiscale, la santé et ’apprentissage automatique. Cependant,
les protocoles MPC existants demeurent insuffisants pour de nombreux scénarios
réalistes, en particulier lorsqu’il s’agit de traiter des données de grande dimension
ou présentant une structure particuliere.

Cette these se concentre sur les données éparses; des jeux de données contenant
majoritairement des valeurs nulles, qui apparaissent naturellement dans des ap-
plications telles que les systemes de recommandation, la santé ou la génomique.
Alors que les algorithmes pour traiter les données éparses en clair sont bien établis,
tres peu de protocoles cryptographiques sont optimisés pour ce cadre, ce qui limite
I'utilisation de MPC dans les domaines ou les données éparses sont la norme.

Les contributions centrales de cette these introduisent de nouveaux protocoles
cryptographiques adaptés a ces données. Nous proposons des protocoles pour la
multiplication sécurisée de données éparses, permettant des gains de performance
qui rendent possibles des applications jusque-la irréalisables. Nous concevons
également de nouveaux algorithmes de Function Secret Sharing (FSS) capables
d’agréger efficacement des données éparses.

Au-dela de ces protocoles, la these apporte plusieurs contributions transversales qui
interrogent des hypotheses fondamentales et des aspects pratiques des technologies
de protection de la vie privée. Nous étudions le role des fuites d’information dans
les calculs sur données éparses en analysant les fuites dans le chiffrement cherchable,
en proposant de nouvelles attaques et en apportant un point de vue statistique
sur leurs risques. Nous présentons Fedivertex, un nouveau jeu de données de
graphes basé sur les réseaux sociaux décentralisés, con¢u pour I’évaluation de
I’apprentissage automatique décentralisé. Enfin, nous évaluons la consommation
énergétique de plusieurs technologies de protection de la vie privée.

Prises dans leur ensemble, ces contributions font progresser la conception de
protocoles cryptographiques optimisés pour les données éparses et offrent une per-
spective plus large sur les défis liés au déploiement pratique des calculs préservant
la vie privée.
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Introduction

Context

Privacy is about being able to keep certain intimate things to yourself.
[...] Privacy protects us from unwanted pressures and abuses of power.
We need it to be autonomous individuals, and for democracies to function
well we need citizens to be autonomous.

— Carissa Véliz in her book Privacy is Power [Vé121]

Privacy is a value intuitively recognized by most people. We all have a general sense
of what it means, yet few can provide a precise definition. The attempt to define
privacy and its importance has been the subject of long-standing debates, from
ancient Greek philosophers [Swa94] to contemporary scholars [Moo08,NW18].

Despite these ontological debates, societies have already taken concrete measures
to preserve privacy. As early as 1890, Warren and Brandeis [WB90] wrote a
foundational text establishing the right to privacy. Their work has since inspired
much of the legislations on privacy. In the 1970s, European countries such as
France, Germany, and Sweden adopted the first laws on data privacy (e.g., the “Loi
Informatique et Libertés” in France). These regulations were enacted years before
the invention of the World Wide Web and decades before the rise of “Big Data.”
At that time, computer systems were only beginning to spread in administrations
and companies, but concerns about the risks of automation had already emerged.

With the development of the Web and its associated digital services, potential
privacy risks grew. Companies and governments gained the ability to collect
data on millions of individuals, with or without consent. As these surveillance
capabilities were deployed, several global scandals followed, including Snowden’s
disclosures [Lyo14] and the Facebook-Cambridge Analytica scandal [Wy119].
These events marked the beginning of a new era, in which personal data could
be exploited by both companies and governments to serve political or economic
interests. Zuboff [Zub19] named it surveillance capitalism.

To address the major concerns raised by these scandals, some governments updated
their regulations to control the new risks that emerged during the last decades.
For example, the European Parliament adopted the General Data Protection
Regulation (GDPR) [GDPR16], and the State of California passed the California
Consumer Privacy Act (CCPA) [Buk19]. These regulations introduced new rights
and obligations; for instance, the GDPR requires data processors to minimize the
amount of data collected.

While such regulations represent major progress, a weak link remains in the
privacy protection chain: enforcement. For example, although the principle
of data minimization is clear, how can we determine the minimal amount of
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information necessary for a specific operation? This question has since inspired
a vast body of research and engineering projects aimed at building Privacy-
Enhancing Technologies (PETS); technologies designed to minimize the information
revealed by their users. The goal of this thesis is to contribute to this field by
introducing new features to existing technologies and by improving their efficiency.

Scope

Since the 1980s, cryptography has become an essential tool to fight any form
of surveillance [Rogl15]. It has been first applied to secure communications via
encrypted emails or more recently via secure messengers like Signal. However,
interpersonal communication is not the only context in which sensitive information
may be revealed. With the growing reliance on cloud services, more and more
computations are outsourced to third-party servers. These servers often process
massive amounts of data. While such computations can provide valuable benefits
to society (e.g., detecting tax fraud or improving rare disease diagnosis), they also
raise significant privacy concerns.

Unfortunately, “classic” cryptographic schemes used for securing communications
are insufficient to protect privacy during outsourced computations. To address
this, the cryptography community developed new primitives capable of performing
secure computations directly on encrypted data. These primitives are generally
grouped under the term Multi-Party Computation (MPC). MPC protocols enable
multiple parties to jointly compute a function f over secret inputs {x1,...,x,},
revealing only the result f(xi,...,z,) while keeping the inputs private.

Depending on the definition, MPC encompasses a wide variety of primitives,
including secret sharing, homomorphic encryption, and zero-knowledge proofs.
This thesis focuses in particular on secret-sharing-based protocols. In such schemes,
a secret value s is divided into p shares {[s]i,...,[s],}, each distributed to a
different party. Individually, the shares reveal no information about s. Over the
years, cryptographers have developed many protocols that allow computations on
shared secrets [EKR18]. For example, it is possible to sum or sort a list of shared
values. During these protocols, the parties exchange randomized messages that,
by design, reveal no more information than the final output.

MPC protocols have found applications in diverse domains such as fraud detection
[SvHA*19], machine learning (ML) [MZ17], healthcare [vDTT*24], and aggregate
statistics [CB17]. In these applications, input data is highly sensitive, but the
outputs are valuable to improve public or private services. MPC thus preserves
the utility of the computation output while ensuring the privacy of the inputs.
However, existing protocols remain impractical for many real-world applications,
particularly when the data involved is sparse; i.e., containing a large majority of
zero values.

Sparse data arises naturally in many applications. For example, consider a
recommender system for a video streaming platform such as YouTube, Netflix,
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Figure 1 / Simplified example of sparse data in a movie recommender system

or PeerTube. Each user watches only a small fraction of the entire catalog. We
can represent a user’s watch history as a binary vector, where the i-th entry
is 1 if the video has been watched and 0 otherwise. As shown in Fig. 1, this
results in very long vectors with mostly zeros. In real-world datasets, sparsity
can be very high [LLW17]: around 99% zeros in the Netflix dataset (containing
user ratings about 18K movies), 99.9% in Tox21 (containing binary chemical
information including the toxicity of various chemical compounds), 99.99% in
Bookcrossing (containing user ratings about 271K books), and 99.999% in Flickr
(representing user-photo relations on the social network Flickr). With such levels
of sparsity, specialized algorithms are essential. Without sparsity-aware techniques,
computations become inefficient, or even infeasible if the dataset cannot fit in
memory using dense storage.

Storing sparse datasets in a dense format (one value per cell) requires excessive
memory and quickly becomes prohibitive in practice. As a result, computations
may be infeasible due to performance or memory constraints. Over the past 50
years, many efficient algorithms for plaintext sparse data have been developed
[BGS11,Duf77], integrated into widely used software libraries [DHP02], and
become indispensable for fields such as ML. In contrast, very few MPC protocols
have been designed to exploit sparsity, leaving a major gap in the literature. This
gap makes MPC impractical for many valuable applications.

The goal of this thesis is therefore to design new MPC protocols, or
extend existing ones, to enable the efficient and privacy-preserving
processing of sparse data.

Contributions

This thesis addresses the challenge of processing sparse data in privacy-preserving
computations from complementary angles. Together, these contributions provide
a broad perspective on the topic, which we categorize into four main themes.

Risks of Access Pattern Leakage Before designing any protocol, it is essential
to establish what information can be safely revealed. Some MPC protocols can
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trivially support sparse data if data owners reveal the positions of non-zero entries
[YCF*25]. This information leakage corresponds to the access pattern leakage
well known in the encrypted search literature.

While prior work on sparse matrix multiplications has suggested avoiding such leak-
age [YCF'25], its concrete risks in sparse computations have not been studied. To
address this gap, we examine access pattern leakage in searchable encryption, which
(as explained in Chapter 4) can be interpreted as a form of sparse data computa-
tion under encryption since the search index can be represented as a sparse matrix.
Because many searchable encryption schemes [BHJP14,CGK0O06] intentionally leak
access patterns for efficiency, a large body of work has investigated risk associated
to this leakage through leakage-abuse attacks [CGPR15,IKK12,PW16,0K21].

We conceive a new leakage-abuse attack against searchable encryption and revisit
existing ones using statistical methods to better assess their practical impact.
These results demonstrate the real risks of leakage and highlight the dangers of
similar leakage in sparse computations more broadly (i.e., not only in searchable
encryption). This motivates the need for MPC protocols that minimize leakage.

MPC protocols for sparse matrix multiplications Second, we design MPC pro-
tocols for sparse matrix multiplication that avoid the access pattern leakage whose
risks were demonstrated in the previous part. We focus on matrix multiplication
because it is a central operation in many ML algorithms, making it crucial for
PPML applications on sparse data. For example, sparse matrix multiplications
are essential to implement efficient recommender systems. Our contribution builds
on prior work in secure sparse vector aggregation [AHI*22,BGG*22]. Specifically,
we extend their sorting-based approach to perform sparse matrix multiplication
efficiently over secret-shared sparse data.

Improving Function Secret Sharing schemes for sparse aggregation Following
our matrix multiplication protocols, we also address gaps in sparse data aggregation
through new Function Secret Sharing (FSS) schemes. FSS generalizes secret
sharing to functions: instead of splitting a secret value, a party splits a function into
multiple keys. Much of the literature has focused on point functions (i.e., functions
that are zero everywhere except at one point) because of their many applications,
including private information retrieval, anonymous communication, and PPML.
Most relevant to this thesis, recent work [AFK*25,BGH*25] has highlighted their
potential for sparse data aggregation.

While existing two- and three-party F'SS schemes are highly efficient, extending
them to an arbitrary number of parties is challenging. Some schemes, for example,
require keys whose size grows exponentially with the number of parties. To support
applications in sparse computations, we design new multi-party schemes that
overcome such bottlenecks. Our contributions focus on constraints that directly
affect sparse data applications, such as the ability to aggregate shared secrets.
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Towards Real-World Deployments Finally, we explore two auxiliary contribu-
tions that address practical aspects of real-world deployment. These contributions
concern privacy-enhancing technologies in general; not only those operating on
sparse data.

On the one hand, we curated a new graph dataset called Fedivertex, which models
interactions between servers in decentralized social media platforms. This dataset
is particularly relevant for benchmarking decentralized PPML algorithms, which
until now have mostly been tested on graphs unrepresentative of real-world PPML
settings. Because decentralized social media is naturally suited for decentralized
PPML, our dataset challenges existing assumptions and enables new applications
in this domain. This contribution has an indirect connection to sparse data, since
graphs are commonly stored as (usually sparse) adjacency matrices. Moreover,
decentralized PPML algorithms can involve sparse data or models. However, our
main intention here is not to study sparsity but to highlight new application
domains for decentralized PPML.

On the other hand, we analyze the energy consumption of three cryptographic
PETs: TLS, searchable encryption, and fully homomorphic encryption. While
privacy is often seen as a value to protect at all costs, cryptographic techniques can
incur significant performance overheads. As societies try to reduce their carbon
footprint, replacing standard technologies with PET-based alternatives could be
counterproductive, as it increases energy consumption. We assess the additional
energy consumption induced by three PETSs, and discuss orthogonal questions to
outline promising directions toward sustainable PETs. This contribution concerns
PETs in general, with no direct focus on sparse data. Some of the evaluated
technologies (e.g., searchable encryption) happen to involve sparse data, but our
analysis is broader. Our goal is to initiate a discussion about the environmental
costs of PETs as a whole, which naturally includes (but is not limited to) PETs
involving sparse data.

Outline of the manuscript
Part I. Background
e Chapter 1 introduces definitions of privacy.
e Chapter 2 presents the MPC primitives used in this thesis.

e Chapter 3 presents the concept of sparse data, existing MPC protocols
supporting sparse data, and their applications to ML and statistics.

e Chapter 4 examines the need for leakage in MPC protocols optimized for
sparse data, drawing parallels with related cryptographic primitives (notably
searchable encryption and Oblivious RAM).

e Chapter 5 formalizes the concept of secure shufflers, surveys the existing
cryptographic implementations and their applications to privacy-preserving
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computations, and provides guidelines to choose adequate shufflers. This
chapter is based on [DHPR25c].

Part II: Risks of Access Pattern Leakage

e Chapter 6 presents a new attack based on access pattern leakage against
searchable encryption. While existing attacks all required a partial knowledge
of the encrypted data, our attack is the first to achieve high attack accuracy
based on similar (but different) attacker’s knowledge. This chapter is based
on [DHP21].

e Chapter 7 revisits leakage-abuse attacks through a statistical analysis, clari-
fying the conditions on the attacker’s knowledge under which attack accuracy
degrades in real-world deployments. This chapter is based on [DLHP25].

Part I1I: MPC protocols for sparse matrix multiplications

e Chapter 8 designs MPC protocols for secret-shared sparse matrix multipli-
cation using oblivious sorting. These protocols provide performance gains
of up to x1000 and enable applications previously impractical with classic
protocols. This chapter is based on [DHPR25d].

Part IV: Improving Function Secret Sharing schemes for sparse aggregation

e Chapter 9 modifies the PRG-based multi-party scheme of [BGI15]. Thanks
to the honest-majority assumption, we replace the exponential factor ¢” of
their key size with a factor (mil)' This chapter is based on [DHPR25b] .

e Chapter 10 introduces DDH-based multi-party schemes with O(W ) key size,
improving over existing O(v/N) schemes. In practice, our construction yields
keys up to 10x smaller. This chapter is based on [DHPR25a].

e Chapter 11 introduces noisy FSS, a relaxation preserving the standard privacy
guarantees but allowing noise in the output. We build a first noisy scheme
adapted from [CBM15] and present how to leverage the noise in differentially
private computations. This chapter is based on [DMH*25].

Part V: Towards Real-World Deployments

e Chapter 12 presents Fedivertex, a new graph dataset modeling interactions
between servers on decentralized social media. This dataset is designed to
benchmark decentralized ML. This chapter is based on [DC25b].

e Chapter 13 assesses the energy consumption overhead of three cryptographic
PETs. This chapter is based on [DPP25].

e Chapter 14 concludes the thesis with a summary of contributions and per-
spectives for future work.
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During my Ph.D., T had the chance to collaborate with different researchers,
including my supervisors, and other fellow Ph.D. students. These collaborations
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proofs and definitions.
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Part I
Background

This first part provides wide background knowledge that is necessary to understand
the thesis. We start with general knowledge about privacy and cryptography and
gradually dive into more specific concepts, notably existing cryptographic works
involving sparse data. We conclude this part with a survey on secure shufflers, a
cryptographic protocol that has found many applications in privacy-preserving
computations including on sparse data.



Privacy

Discussions about privacy date back to Ancient Greece [Swa94] and have long
been part of political and philosophical debates. In 1890, [WB90] introduced the
right to privacy, a key idea that shaped many modern privacy laws.

Recently, The development of large-scale computer systems has changed the
privacy debate. Companies and governments can now collect vast amounts of
personal data. This uncontrolled collection and use of data has raised concerns
worldwide and led to regulations such as the California Consumer Privacy Act
(CCPA) [Buk19] and the European Union’s General Data Protection Regulation
(GDPR) [GDPR16]. This thesis supports these regulations by developing methods
that allow useful computations without revealing private information.

Even though privacy has been discussed for centuries, there is still a lot of research
to build a single holistic definition [Moo08,NW18]. As reference, we remind the
definition from Parker [Par73]:

Definition 1.1 (Privacy [Par73]). Privacy is control over when and by whom
the various parts of us can be sensed by others.

This thesis does not aim to settle philosophical questions about privacy; it “simply”

designs cryptographic tools that enhance privacy in digital services. In computer
security, privacy is often defined in simpler, more practical terms so that it can be
measured and analyzed. Our work focuses on privacy for computations on personal
data. The rest of this chapter explains what privacy means in this context.

1.1 Threat modelling

Definition 1.1 gives a constructive definition of privacy: control over who can
sense something. In contrast, computer security research often takes a defensive
approach, focusing on who cannot access data. Here, privacy is defined in terms
of the threats a protocol must resist, ensuring that data remains private or
confidential against those threats. To compare protocols, the research community
has established a standard terminology for threat modeling.

Threat models characterize agents or behaviors that threaten a desirable security
property of a protocol (e.g., correctness or privacy). When defining a secure
protocol, it is necessary to specify a threat model against which the security
properties are guaranteed. In other words, the desirable property of a protocol
holds as long as no adversary is more powerful (i.e., has more knowledge or
computational power) than what is defined in the threat model. This subsection
reminds the terminology commonly used in security literature [EKR18].
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Agent behavior Threat modelling distinguishes three types of agents: honest
agents (following the protocol), semi-honest agents (who follow the protocol but
try to infer some private information passively), and malicious agents (who do
not follow the protocol and can perform actions to disrupt the protocol and
gain additional information). A malicious agent can notably be a corrupted
device or server. While semi-honest agents may compromise only the privacy of a
computation, malicious agents also threaten the correctness of the computation.

Majority behavior Secure protocols typically guarantee data privacy against a
proportion of dishonest agents (i.e., malicious or semi-honest depending on the
protocols). For instance, Clarion [EB22] is secure as long as one out of p servers
(involved in the protocol) is honest. On the other hand, RPM [LK23] is secure as
long as there is a majority of honest servers involved in the protocol.

More formally, secure protocols are characterized by the tuple (m,p), with p the
number of parties involved and m the maximum number of parties corrupted by
the adversary. The security of an (m, p)-secure protocol is guaranteed only if the
number of dishonest parties is below than or equal to m. The literature creates
two main sub-categories of protocols: honest-majority protocols (m < p/2) and
dishonest-majority protocols (m > p/2).

Collusion Two agents sharing their information (outside the protocol) are referred
to as “colluding” agents. Threat models usually consider a unique adversary
composed of all the corrupted parties (to be as conservative as possible in the
security analysis).

Computational power Threat models also characterize the adversary computa-
tional power. Assuming a computationally unbounded adversary provides maxi-
mum security, referred to as information-theoretic security. Even an adversary with
infinite computational power cannot break the security of information-theoretic
schemes.

Unfortunately, it is not always possible to build efficient information-theoretic pro-
tocols (e.g., secure communication channels [Mau99]), so cryptographic protocols
commonly rely on computational hardness assumptions. In such computationally
secure protocols, an attacker would be able to break the scheme if and only if
they manage to solve a computational problem assumed to be hard. This thesis
will notably use the PRG, DDH, and LWE assumptions [BBC*13].

Due to the recent advances in quantum computing, the cryptography community
has developed an interest in “quantum-safe” hardness assumptions (like LWE) that
also hold against adversaries with quantum computational power. On the contrary,
problems like DDH or RSA can be efficiently solved by quantum computers. The
focus of this thesis is not specifically post-quantum cryptography, so we will not
discuss this topic further.
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Global adversary While most secure protocols restrict their threat model to the
agents actively involved in the protocol, some works also include in their threat
model a “global adversary” able to observe the network traffic of the agents. This
concept is motivated by anonymous communication protocols that are sensitive to
traffic analysis attacks [MDO5]. In such protocols, a global adversary is typically
a state or an internet service provider.

1.2 Privacy-preserving computations

Defining privacy-preserving computations requires more than just specifying a
threat model. While threat models describe the adversary’s capabilities, they
do not capture precisely what information must remain hidden. To address this,
researchers rely on formal privacy definitions that specify what an adversary is
prevented from learning. Two main approaches have emerged, originating from
different research communities: cryptography and differential privacy.

1.2.1 Cryptography

In cryptography, privacy definitions often rely on the ideal-real paradigm. Consider
a protocol 7 that computes a function f(z) on input x. The protocol 7 is said to
be private if it does not reveal any more information about x than what would
be revealed by a trusted curator who computes f(z) and only outputs the result.
Here, the execution of 7 corresponds to the real world, while the trusted curator
represents the ideal world. In other words, the protocol is private if no adversary
can learn more from interacting with 7 than what can be inferred from the output
f(z) alone.

We can formalize this intuition as follows:

Definition 1.2 (Privacy via Ideal-Real Paradigm). Let f: X} x --- x Xy — Y
be a function and 7 a protocol computing f(z1,...,z4) for any z; € &;.

The protocol 7 is private if, for any adversary interacting with the real-world
execution of 7, there exists a simulator interacting only with the output f(x)
in the ideal world such that the adversary’s view (i.e., everything the adversary
knows and observes) in the real world is computationally indistinguishable

from the simulator’s view in the ideal world.

Definitions based on simulators [Lin17] are widely used in cryptography. By
proving the existence of a simulator that can reproduce an adversary’s view
using only the protocol’s output, one shows that the protocol leaks no additional
information. Our contributions build upon such definitions to prove the security
guarantees of the protocols we introduce in this thesis.
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1.2.2 Differential Privacy (DP)

While cryptographic definitions focus on limiting what an adversary can learn
during protocol execution, information can still be leaked through the output itself.
For example, if n voters participate in an election and the result is unanimous,
the output reveals every voter’s choice with certainty.

To address such information leakage from public outputs, differential privacy (DP)
offers a complementary framework. Introduced by Dwork [Dwo06], DP quantifies
the privacy loss induced by any computation with public outputs:

Definition 1.3. (e-Differential Privacy) A randomized algorithm M : XV —
7 is e-differentially private if for any datasets D and D’ that differ on a single
element and for all subsets S of Z:

Pr[M(D) € S] < e - PrIM(D') € S|

The space X corresponds to the secret value space (i.e., each data owner P; owns a
private value z; € X). The parameter ¢ € [0, 00) controls the privacy loss: smaller

¢ implies more privacy.

Definition 1.3 focuses on datasets X and X' differing on a single element [DR14].
This concept has link with a highly important concept in DP: sensitivity. Sensi-
tivity bounds the influence of a single input on the algorithm output. Sensitivity
can be expressed using different metrics, notably the I norm:

Definition 1.4. For any function f : X™ — ), the l-sensitivity A, is:

_ /
Ay = o 1F(X) = X
X, X'differ on one element

Definition 1.3 is referred to as “pure” or “exact” DP; it corresponds to the historical
DP definition. Pure DP is sensitive to highly unlikely events [SU21] that can
complicate the analysis. Instead of pure DP, recent DP works commonly rely
on approximate DP; a variant allowing failure for highly unlikely events. In this
variant, the failure rate is defined by a second parameter §:

Definition 1.5 ((g, §)-Differential Privacy). A randomized algorithm M :
XN — Zis (e, 6)-differentially private if for any datasets D and D’ that differ
on a single element and for all subsets S of Z:

PrIM(D) € S] < ¢ - PrM(D') € S] +
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To simplify the mathematical analysis, the literature has described other DP
variants such as Concentrated DP. Chapter 11 uses this variant, so we detail its
definition below:

Definition 1.6 (Concentrated DP [BS16]). A randomized algorithm A : X" —
Y is %52—concentrated DP if, for any datasets X, X’ € X" differing of a single
element, we have

2

sup + Do(M(X)||M(X") < ~ ¢

ag(l,00) &

N —

with D, the Rényi divergence.

Privacy-utility trade-off To reduce the £, DP works commonly add noise during
the computation [DR14]. This added noise creates a privacy-accuracy trade-off
(sometimes called privacy-utility in the literature). The goal of DP works is to
optimize this trade-off.

Definition 1.5 is called “central” DP because it was originally intended for setups
with a trusted curator collecting all data centrally and publishing a privacy-
preserving output. Central DP provides the optimal trade-off because the trusted
curator can simply add a small noise at the end of the computation. However, it
requires a trusted curator to process the data, which is not necessarily possible.

If there is no central trusted curator, local differential privacy (LDP) is an option
that requires adding more noise but privatizes the data before it leaves the data
owner (see Fig. 1.8). In particular, LDP introduces a local randomizer R : X — Y.

Definition 1.7. The local randomizer R is (g, )-local differentially private if
for any two data samples z, 2’ € X and all subset S of Y:

Pr[R(x) € S] <€ - Pr[R(2') € S]+ 6

If R is (g,0)-local differentially private, then M(zy...2,) = (R(x1) ... R(z,)) is
(¢,0)-DP.

The local randomizer used in LDP induces noisier results than central DP, but
LDP makes no security or trust assumptions; less trust requires higher noises.

Several papers have proposed strategies to “amplify the privacy”; i.e., reducing the
amount of noise needed to reach a certain privacy level. These solutions include
iterative protocols [FMTT18], decentralization [CB22], random check-ins [BKM*20]
and shuffling [EFM"19] (detailed in Section 5.4.3).
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Figure 1.8 / Simplified representation of central and local DP deployments

Alternative definitions Over the years, several privacy definitions related to
or inspired by differential privacy have been proposed, including k-anonymity
[Swe02], t-closeness [LLVO7], Pufferfish [KM14], and the Bayes security measure
[CCPT23]. Despite these alternatives, differential privacy remains the gold stan-
dard in the privacy community due to its strong mathematical foundation and
ability to support rigorous proofs of complex properties.

1.3 Privacy preservation

Building upon these privacy definitions, researchers have developed algorithms and
protocols that satisfy them. This section presents three main approaches to privacy
preservation: the cryptographic approach, the differential privacy approach, and
hybrid methods combining both.

1.3.1 Cryptographic approach

Encryption schemes are defined by the algorithms (KeyGen, Enc, Dec). The key
generation algorithm KeyGen(1%) is a randomized algorithm taking as input a
security parameter A and outputting one key (for symmetric encryption) and two
keys (for public-key encryption). The encryption function Enc takes as input
a key kgne and a plaintext m: Enc(kgne, m) = c¢. The decryption function Dec
takes as input a key kpe. and a ciphertext ¢: Dec(kpec, ¢) = m. When an agent
possesses the correct keys, we have Dec(kpec, Enc(kgne, m)) = m.

Cryptographers usually rely on cryptographic schemes (or related schemes like
secret sharing presented in Chapter 2) to preserve privacy. The intuition is to
perform the computation on encrypted (or secret-shared data) and to only reveal
the final output. Through encryption, it is then possible to only reveal the output,
as expected in Definition 1.2.
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Security parameter The security parameter \ is a fundamental concept in cryp-
tography that quantifies the security level in a cryptographic scheme; determining
notably the size of the keys. A PPT (Probabilistic Polynomial-Time) adversary is
a computationally bounded attacker whose runtime is polynomial in A. Secure
cryptographic schemes must ensure that the probability of a PPT adversary to
break it is negligible in A; i.e., it decreases faster than any inverse polynomial
function of \.

1.3.2 DP approach

DP works commonly add noises to enforce a certain level of privacy [DR14]. The
noise addition is performed via (sub-)algorithms called “mechanisms.” Our work
is particularly interested in the Gaussian mechanism described in Proposition 1.9.
This proposition details the relationship between the privacy level € and o2, when
an algorithm output is noised using a Gaussian with variance o2.

Proposition 1.9 (Gaussian Mechanism [DR14]). Let f : X" — R? be an
arbitrary d-dimensional function and A, be its [, sensitivity. Let F : X" —
R? be a randomized algorithm such that Vz, F(x) < f(z) + e with e &
N(0,0%1,), with I; the identity matrix of size d.

For any ¢ € (0,1), if 0? > w, F is (e,6)-DP.

Unfortunately, the Gaussian mechanism is only compatible with classic Gaussian
noises in R. As observed in [KLS21], private computations relying on crypto-
graphic protocols require discretizing the noise distribution, because the operations
are commonly performed in Abelian groups (e.g., F,). This discretization has an
important impact on the distribution properties. For example, while the sum of
continuous Gaussian distributions is a continuous Gaussian, the sum of discrete
Gaussian distributions is not exactly a discrete Gaussian [KLS21].

Thus, [CKS22,KLS21] redeveloped the DP results for discrete Gaussian distribu-
tions. The continuous and discrete Gaussian distributions provide close (but not
equal) privacy guarantees [KLS21]. For our work, we are particularly interested in
the privacy guarantees provided by a sum of discrete Gaussians. Proposition 1.10
reminds a key result of [KLS21]. In this proposition, they rely on an alternative
DP definition: concentrated DP (see Definition 1.6). This relaxed definition
provided a better framework to obtain a tighter privacy bound.

Proposition 1.10 (“Sum of discrete Gaussians” mechanism [KLS21]). Let
f: X" — R? be an arbitrary d-dimensional function and A, be its 1,
sensitivity. Let F': X" — R? be a randomized algorithm such that Va, F(x) <
f(z) + P, e;, with each e; drawn independently of a discrete Gaussian
Nz(0,02ld).
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Privacy parameter To ensure strong privacy, € is usually chosen to be below
1 [ACG"16]. The parameter 6 € [0,1) relaxes the definition and allows for rare
cases where the privacy loss would be higher than €. To ensure strong privacy,
the probability ¢ should be below 1/|D| (with D € XV a dataset) [ACG*16].

1.3.3 Combined Approaches

Finally, some works like [KLS21] combine cryptographic schemes with DP tech-
niques to build protocols that offer an optimal trade-off between privacy and
utility. Cryptographic protocols enable the secure implementation of the central
DP model without relying on a trusted third party; the protocol itself simulates the
role of a trusted curator while ensuring privacy through cryptographic guarantees.
This hybrid approach leverages the strengths of both fields making it particularly
suited for practical applications involving sensitive data.
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Multi-Party Computations (MPC)

To perform computations on private data, cryptographers have designed a wide
range of protocols known as Multi-Party Computation (MPC). MPC protocols
allow several parties to jointly compute a function over their inputs while keeping
those inputs secret, without the need for a trusted third party. This thesis builds
on several well-established MPC protocols and introduces new ones tailored to
operations on sparse data. This chapter then provides an overview of the MPC
literature, with particular emphasis on Function Secret Sharing (FSS), as three of
the contributions presented in this thesis are directly related to this primitive.

2.1 Secure computations on shared data

Depending on the context and definitions, MPC can encompass a variety of
cryptographic primitives. Among these, secret sharing [Sha79] is one of the most
fundamental and widely used. This section introduces secret sharing and the
operations that can be performed on shared data. The protocols developed in this
thesis rely primarily on these techniques. For completeness, Section 2.3 finishes
this chapter with additional primitives that are sometimes used in MPC protocols
and that are mentioned in other chapters of this thesis.

2.1.1 Secret sharing

Secret sharing enables a secret to be split into multiple shares, which are distributed
among different parties in such a way that the secret can be reconstructed only
when a sufficient number of shares are combined. This simple but powerful idea
underlies many MPC protocols, as it allows computations to be carried out directly
on shares without revealing the underlying values.

A share is a value that, by itself, reveals no information about the underlying
secret. When all (or a sufficient subset of) shares are gathered, they can be
combined to reconstruct the secret. Formally, a secret value x is considered shared
when each party P; holds a corresponding share [z];.

A secret sharing scheme is defined by two algorithms:

e Share(z) : G — G” generates p shares {[z]i,...,[z],} of a secret value x.
e Decode([z]i, ..., [z]:) : G* = G reconstructs x from any set of at least ¢ valid
shares.

Such schemes are typically characterized by the tuple (¢, p), where ¢ is the minimum
number of shares required for reconstruction, and p is the total number of shares
generated. A (t,p)-secret sharing scheme is secure against up to ¢t — 1 colluding
(corrupted) parties; i.e., m =t — 1.
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Standard secret sharing schemes do not rely on a security parameter because
they achieve information-theoretic security; meaning that even an adversary with
unbounded computational power learns nothing from fewer than ¢ shares.

Additive secret sharing In an additive secret sharing scheme, a secret z € G is
split into p shares {[z]1, ..., [#],} such that z = >="_, [«];.

The shares are chosen uniformly at random (under the constraint mentioned
above), ensuring that any subset of fewer than p shares reveals no information
about z.

Shamir’s secret sharing Shamir’s scheme is based on polynomial interpolation.
To share a secret x with threshold ¢, the dealer samples a random polynomial r of
degree t — 1 such that r(0) = =, and gives share r(j) to party P;. Any set of ¢ or
more shares can reconstruct r(0) via Lagrange interpolation, while fewer than ¢
shares reveal nothing.

Replicated secret sharing This last scheme generalizes additive secret sharing
to support arbitrary decoding threshold ¢. Each share is itself a set of additive
shares given to different parties. The shares are distributed so that every subset
of t — 1 parties collectively misses at least one additive component of the secret,
preventing reconstruction.

Share conversion As each scheme has its own strengths and weaknesses, some
MPC protocols also switch between schemes [CDI0O5] to always use the most ap-
propriate scheme for the desired operation. Protocols relying on share conversions
are called “mixed-mode” protocols. They are appreciated in recent works like
[MR18,PSSY21] because they enable a wide range of operations, but they induce
significant conversion costs.

2.1.2 Basic operations

When p parties share two values x and y (i.e., each party P; holds the shares [z];
and [y];), they can execute secure algorithms; protocols that compute functions
on these shared values without revealing them. The exact implementation of
these operations depends on the underlying secret-sharing scheme; we therefore
do not present their detailed protocols here. For a comprehensive description of
these primitives, we refer the reader to [EKR18]. Instead, we list the operations
commonly supported and briefly comment on their efficiency.

Notations In this thesis, any operation involving shared values corresponds to a
secure variant; e.g., [a] + [b] is the secure addition of a and b and [sort(()] is the
oblivious sort of [. Secure algorithms are executed jointly by all shareholders.
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Arithmetic operations In common schemes such as additive and Shamir’s secret
sharing, addition can be performed locally:

[z + yli = [z]: + [y

This makes addition (and subtraction) extremely efficient, as no interaction
between parties is required.

Multiplication, in contrast, typically requires communication among the parties,
making it more expensive. Division is often even costlier, sometimes requiring
approximations, which can further impact efficiency.

Comparison operations Comparison operations (e.g., testing whether x < y)
are also possible in MPC, but they are generally more communication-intensive
than multiplication. They therefore increase both the communication cost and the
number of communication rounds, and must be used carefully in protocol design.

2.1.3 Comparing MPC protocols
MPC protocols are usually compared based on security and efficiency.

The security dimension considers the threat model in which a protocol is secure
and the hardness assumptions conditioning its guarantees. While the strongest
security is achieved when a protocol remains secure against p — 1 malicious parties,
such guarantees can come at a high performance cost. As a result, many protocols
are designed for weaker adversary models, such as honest-but-curious adversaries
or the assumption of an honest majority of parties, to achieve better efficiency.

Efficiency can be evaluated using the following criteria:
e Communication cost: volume of data exchanged between the parties.
e Computation cost: amount of computation performed by the parties.
¢ Round complexity: the number of communication rounds required.
e Storage cost: memory needed to execute the protocol.

In the literature, communication cost and round complexity are often the most
regarded factors, because they directly influence execution time in practical
deployments. However, this thesis pays particular attention to computation and
storage costs, since these can become prohibitive when operating on sparse data,
rendering an MPC protocol impractical even when its communication complexity
is acceptable.

2.1.4 Matrix multiplication

As Chapter 8 presents novel MPC protocols for multiplying sparse matrices, we
first briefly review the literature on secure matrix multiplication.
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Let Z be the product of an n, x n, matrix X and an n;, x n. matrix Y. The result
Z is an n, X n. matrix whose entries are given by

ny
Zij =Y i ykj, Vie{l,....n.}, jE€{L,....n.}. (2.1)
k=1

This definition applies to all matrices, but the concrete implementation of the
multiplication may vary depending on the structure of the matrices involved
(e.g., vectors, diagonal matrices, or triangular matrices). Most existing MPC
works [CKR*20,MR18,MZ17,MG23,PS20,WTB*21] focus on standard matrices, with-
out exploiting special structural properties. This subsection then concentrates on
secure multiplication for standard matrices, and Chapter 3 will introduce secure
operations (including multiplication) that leverage the data sparsity.

Secure multiplications on generic matrices Software libraries usually imple-
ment matrix multiplication via a triple nested loop, resulting in an O(n,nyn,.) cost.
While this cost has long been considered the lower bound for matrix multiplica-
tion, several works described algorithms with a sub-cubic cost [CW87]. [DLL*19]
described an MPC protocol to execute this matrix multiplication with sub-cubic
cost. These algorithms have constant factors limiting their practical interest (even
in plaintext), so software libraries favor algorithms with a cubic cost.

The cubic-cost matrix multiplication (i.e., the naive implementation of Equation
(2.1)) can easily be imported to MPC. However, recent works [CKR*20,MR18,MZ17]
[MG23,PS20,WTB*21] described more efficient protocols under honest or dishonest
majority assumptions. These works reduce the communication costs, but the
computation cost remains asymptotically cubic. Moreover, the storage costs
remain asymptotically equivalent to the plaintext algorithm, so they cannot
support larger matrices than the plaintext algorithm.

Dishonest majority Beaver’s multiplication triplets are a popular building block
to speed up secure multiplications via preprocessing steps [EKR18]. [MZ17] gen-
eralized this concept to matrices: matrix multiplication triplets. These triplets
make the communication costs proportional to the input and output size. For
example, the multiplication of an n, x n, matrix with an n; x n. matrix re-
quires O(ngny + nyne + ngn.) communications (instead of O(ng,nyn.) with the
naive algorithm). This approach reduces the asymptotic cost for matrix-matrix
multiplications, but the communication costs of the vector-vector and matrix-
vector multiplications remains asymptotically equal to the naive costs. Matrix
multiplication triplets with malicious security were later described [CKR*20,MG23].

Honest majority Using the honest majority assumption, several recent works
[KPPS21,LZLR23,MR18,PS20,WTB*21] designed protocols with a communication
cost proportional to the output size. Hence, a square matrix multiplication only
requires O(n?) communications, and a vector multiplication O(1) communications.
Before these recent protocols, De Hoogh [Hoo12] had already described a matrix
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multiplication with equivalent costs based on Shamir’s secret sharing (SSS). The
recent protocols [KPPS21,LZLR23,MR18,WTB*21] are more complex to understand
than the SSS-based algorithm of [Hoo12] because they rely on share conversion
protocols. Moreover, these protocols only support 3 parties, while the SSS-based
solution supports an arbitrary number of parties. Nevertheless, the SSS-based solu-
tion only has honest-but-curious security, while [KPPS21,LZLR23,PS20,WTB*21]
support malicious security.

To understand the gain provided by the honest-majority assumption, let us detail
the optimized vector multiplication under SSS [Hoo12]. In SSS, each shared value
is represented using a polynomial of degree t. To multiply two shared scalars
in SSS, the parties locally multiply their local shares (obtaining a polynomial
of degree 2t) and then execute a degree reduction protocol (via a “resharing”
protocol). For vector multiplication, we can delay the degree reduction and add
all local multiplication results together. The addition is possible because all local
multiplication results are shares of equal polynomial degree (i.e., 2¢). Then, a
single degree reduction is done on the sum result.

2.1.5 Sorting and shuffling

“Oblivious sorting” designates MPC protocols for sorting shared values without
revealing information about the values. Sorting networks [HICT14] are straight-
forward oblivious sorting solutions, as their execution is data-independent. Their
cost is O(nlog®n) for a list of size n. The oblivious radix sort [HICT14] is the
state-of-the-art honest-majority protocol, with its optimal complexity of O(nlogn)
(and low constant factors). Recent papers optimized this protocol in a three-party
setting [AF0*21,AHI™22].

“Oblivious shuffling” protocols randomly permute lists of secret values without
revealing the permutation. [LWZ11] proposed an honest-majority protocol with
linear costs, used in many recent protocols [AF0*21,AHI*22,HICT14]. A recent
work [LK23] also described dishonest-majority protocols, but with supra-linear
costs.

2.2 Function Secret Sharing (FSS)

[BGI15] extended the concept of secret sharing from values to functions, intro-
ducing Function Secret Sharing (FSS). An FSS scheme allows a function f to be
shared among multiple parties in such a way that each party holds a key that can
be used to obtain shares of f(z) without interaction between the parties.

F'SS has been applied in a wide range of applications, including private informa-
tion retrieval (PIR) [GI14], anonymous communication systems [CBM15,NSD22],
blockchain [ZYP24], privacy-preserving machine learning [KPM24,RTPB22], MPC
precomputations [BGI19], and Oblivious RAM [DS17].
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Figure 2.2 / Algorithms of an FSS scheme

Recently, several works [AFK*25,BBC*21,BGH*25] have explored FSS in the con-
text of statistics and sparse data aggregation. Since sparse operations are central
to this thesis, multiple chapters will present new FSS protocols optimized for such
tasks. This chapter then provides an overview of the state of the art and of the
applications to privacy-preserving statistics.

2.2.1 Definitions

We define p-party F'SS schemes using three algorithms (illustrated in Fig. 2.2):

e Gen: F x N — KP: takes as input a function f € F (all functions in F have
the same domain X)) and a security parameter 1* € N and outputs p keys
ki,...k, € K. This algorithm is executed by the secret holder.

e Eval : K x X — G: takes as input a key k; € K and a point x € X and
outputs a value y; € G. This algorithm is executed by each shareholder.

e Decode : G — Y. takes as input p shares {y; ...y, } and outputs f(x).

Gen is a probabilistic algorithm and Decode a deterministic algorithm. While in all
existing schemes Eval is deterministic, our noisy schemes have a probabilistic Eval
algorithm. The decoding algorithm is not systematically included in the scheme
definition by existing works [BGI15], but we include it to have self-contained
definitions (e.g., the correctness definition relies on it).

Definitions in the literature commonly use the notation G to refer to the share
space, but the thesis is particularly interested in schemes efficient with G = F,.
Indeed, we focus on applications to statistics and ML that usually require share
in [F, to aggregate several functions. Section 2.2.3 details these applications and
motivate their need for efficient schemes in F,,.

Function families A function family F [BCGI22] is a pair (Pr, Ex) where
Pz C {0,1}* is an infinite collection of function descriptions f, and Ez: Pz x
{0,1}* — {0,1}* is a polynomial-time algorithm defining the function described
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by f . In other words, each function description f € Pr describes a corresponding
function f such that f(z) = Ex(f,x).

For example, many FSS works focus on point functions; functions f such that
f(x) =B if 2 = a, and f(x) = 0 otherwise. A description f for such functions is
the tuple (a, 8, X,)), with X the function domain and ) the output space. Note
that all functions of a given family must share the same function domain and
output space.

There exist schemes for various function families including point functions [BGI15]
[BGI16,GI14], intervals [BGI16], and decision trees [BGI16]. Recently, there is
also a growing interest in schemes supporting comparison functions: functions such
that f(x) = 8 when = < a, 0 otherwise. These schemes called “Distributed Com-
parison Functions” (DCF) have applications notably in MPC pre-computations
[BGI19] or private statistics [BMR25]. Like most FSS works [BCGI22], we focus
especially on Distributed Point Functions (DPF) [GI14]; i.e., F'SS schemes for
point functions.

Security [BGI15] introduced two security definitions for FSS schemes: correct-
ness (of the output) and privacy (of the input function).

Definition 2.3 (Correctness). Let £ = (Gen, Eval, Decode) be an F'SS scheme
for the function family F. For any function f € F, for any point z € X', we
have ki, ..., k, + Gen(1*, f) and

Pr[Decode(Eval(ky, x), ..., Eval(k,,z)) — f(x) = 0] = 1.

Definition 2.4 ({Game-based} Privacy). Considering the following indistin-
guishability game for an adversary A composed of m corrupted parties:

(1) The adversary provides two functions fy, f1 € F.

(2) The challenger samples a bit b € {0,1} and (ky, ..., k,) < Gen(1*, f).
(3) The adversary picks any subset K 4 of at most m keys from {ky,...,k,}.
(4) The adversary guesses b < A(K 4, fo, f1).

A scheme is (m, p)-private if there exists a negligible function negl such that
for all non-uniform PPT adversaries:

|P[b=b] - 1/2| < megl(\)

Existing works mostly relied on this game-based privacy definition given by
[BGI15]. Section 11.2.2 formalizes a new security notion (function-private output)
which is more naturally approachable via a simulation-based definition. For
consistency, we then rely on a simulation-based definition for privacy. We propose
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the following simulation-based definition:

Definition 2.5 ({Simulation-based} Privacy). Let F be a set of functions
with a common domain X. Let £ = (Gen, Eval, Decode) be an F'SS scheme.
Let m,p € N with m < p. We say that £ is private against a semi-honest
adversary corrupting up to m of p parties if for any A C {1,...,p} of size
at most m, there exists a PPTA S such that for all PPTA D, there exists a
negligible function negl, such that for all f € F and for all A € N

|Pr[D({ki}ica, f) = 1, (k1, ..., ky) < Gen(1*, )] —
Pr[D(S(A, F), f) = 1]| < negl()) .

This simulation-based definition is a refined version of the definition proposed by
Boyle [BCGI22]. This refinement is necessary to our work because we extend this
definition to formalize the notion of function-private output.

2.2.2 State-of-the-art schemes

Two-party DPF  [BGI15] presented the reference 2-party scheme; O(log N log q)
key size (for evaluation shares U(+) in F,). This scheme has been further
optimized by various works: key size optimization [BGI16], “incremental” DPF
[BBC*21], reusable keys [BGIK22], MPC-based key generation [DS17], verifiable
DPF [dCP22]. Thanks to its logarithmic key size, this scheme is used in many
application papers including in anonymous communications [NSD22], private
statistics [BBC*21], and access control [SBYP23].

Three-party DPF  [BKK020] described a dishonest-majority scheme with O(\/N )
key size. [BK022,ZYP24] later built honest-majority schemes with logarithmic
key sizes.

Multi-party DPF Now that 2-party and 3-party schemes reached a logarithmic
key size, improving general multi-party schemes is the natural next step. As
this thesis proposes several new multi-party schemes, we thoroughly survey ex-
isting schemes, their advantages and disadvantages. Table 10.3 of Section 10.2
summarizes this overview.

The first multi-party DPF schemes was proposed by [BGI15]. They rely on a
PseudoRandom Generator (PRG) to build a scheme with O(v/N¢?) key size ;for p
parties and evaluation shares in IF,. The exponential factor ¢” makes it impractical
for ¢ # 2. This issue was highlighted by [BCGI22,KPM24]. [BCGI22] proposed a
solution based on the Chinese Reminder Theorem to replace ¢ with 3, ¢ ({¢;}:
being the prime factors of ¢). Chapter 9 shows that this optimization significantly
improves the key sizes, but the scheme remains impractical for any ¢ > 210.
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Over the last ten years, several directions have emerged to build multi-party
schemes outperforming the PRG-based scheme proposed by [BGI15].

The first direction was DDH-based schemes [CBM15,KPM24]. These schemes have
the best asymptotic key size O(\/N log ¢) with small constant factors. However,
the secrets are encoded using elliptic curve points, so they require a non-linear
share decoding limiting the applications (as detailed in Chapter 10).

Second, [BK022] leveraged the honest-majority assumption to build more efficient
schemes. They proposed two schemes: a PRG-based scheme with O(W q*) key
size built upon [BGI15], and an information-theoretic DPF with O(v/ N ( k4 ) log q)
key size. As the PRG-based scheme inherits the exponential factor from [BGI15],
only the information-theoretic scheme is practical.

Third, some works [ABG"24,CKY25,DHRW16] used homomorphic secret sharing
(HSS) to build FSS schemes. In particular, [CKY25] designed an HSS-based multi-
party DPF with logarithmic key size. HSS is tightly related to FSS as it focuses
on generating shares on which parties can evaluate functions without interactions
between them. These schemes have significant constant factors in the key size,
that limit their practicality. Existing FSS works [CBM15,BK022,KPM24,GWW25]
usually cite them, but do not compare to them.

Fourth, [GWW25] recently relaxed the privacy definition via a new definition called
“e-privacy” (which has no link with differential privacy). This relaxation enables
them to modify the scheme of [BGI15] to obtain a key size of O(v/ NA?p?logq).
Due to the factor A\3p?, this scheme is highly inefficient for realistic problem sizes;
as shown in Chapter 10.

Finally, Krips and Pullonen-Raudvere [KP25] introduced two new hardness as-
sumptions to build a multi-party scheme with logarithmic key size. While their
work represents a promising approach to build multi-party schemes with loga-
rithmic key size, the introduction of two new assumptions still requires further
research to estimate the parameters under which these assumptions hold.

DCF [BGI15] adapted their 2-party DPF to build a two-party DCF scheme
with O(log N log q) key size. They also adapted their multi-party DPF to build a
multi-party DCF with O(v/ N q% log q); suffering from the same scalability issues
as their DPF. Recently, [KPM24] proposed multi-party DCF inspired by the DPF
of [CBM15]. The literature describes no other DCF; the DCF baselines are then
weaker than those in DPF.

2.2.3 FSS Applications to Privacy-Preserving Statistics

While FSS has been initially designed for private information retrieval [GI14],
several works have described over the years applications to statistics. In these
applications, FSS enables the aggregation or analysis of sensitive data without
revealing individual contributions, making it particularly relevant for scenarios
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Algorithm 1 Simple DPF-based histogram-making protocol
1: Let & = (Gen, Eval, Decode) be a p-party DPF scheme.
2: Let {Py,... P,} be a set of n data owners, each owning a value ¢; € {1... N}.
Let {S1...S,} be a set of p servers.

// Secret value sharing (Client side)

for each data owner P, € {P,...P,} do
Define f; a point function s.t. fi(e;) = 1, 0 otherwise.
Generate the DPF keys {k;1,..., kip} < Gen(fi, \).
Send one key k; ; to each server §j.

*

// Share aggregation (Server side)
9: for each server S; € {S;,...5,} do

10: Initialize the vector share [h]; € GV with zeros.
11: for each key k; ; € {k1j,...,kn;} do

12: for each x € {1,..., N} do

13: Evaluate the share [f;(z)]; < Eval(k; ;, x).
14: Update [A[z]]; < [n[z]]; + [fi(=)];-

15: Send the vector share [h]; to the other servers.

// Result decoding (Server side)
16: Decode the histogram h <— Decode([A]1, - .., [A],)-

such as distributed surveys [BBC*21]. This subsection surveys these applications,
and identify their common requirements.

Histograms Histograms are a basic statistical method to represent data distri-
butions. These statistics are popular in many research fields, and can sometimes
be applied on sensitive data; e.g., to represent a body weight distribution in
healthcare or a salary distribution in sociology.

Private histograms are a straightforward application of DPF mentioned in some
existing works [BBC*21,DWA*24]. Algorithm 1 describes a basic DPF-based
histogram-making protocol. Moreover, DPF can implement other related opera-
tions such as heavy hitters [BBC*21] or secure maximum [CMZH24].

Empirical cumulative distribution function (ECDF) ECDF is an estimation of
the cumulative distribution function of a random variable. They are an essential
building block in many statistics and ML computations.

For example, [BMR25] used them to compute ROC curves (to assess the accuracy
of a classifier) or to perform a Hosmer-Lemeshow statistical test (to calibrate
medical instruments). Their work proposed to compute private ECDF more
efficiently via DCF'.
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Sparse vector aggregation [AFK*25] have proposed a sparse vector aggregation
based on DPF. A sparse vector is a vector containing a minority k£ of non-zero
values. Thus, such vectors can be represented as the aggregation of k point
functions (one for each non-zero element in the vector). To build an FSS-based
sparse vector aggregation, we can then use DPF (like in private histograms).

Common requirements All these statistics applications follow the same structure
as Algorithm 1: (1) secret sharing, (2) value/share aggregation, (3) result decoding.
The second step is particularly interesting because it requires aggregating shares
locally (see Line 14).

This local aggregation induces two requirements. First, the F'SS schemes must
be efficient with output in a generic field F, (for ¢ > 2) because they need to
aggregate private values up to a value ¢. This requirement was not present in
historical F'SS applications like PIR for which bit fields Fy were sufficient. Second,
it requires a share homomorphism:

Decode(Z[[fi(x)]]h e 7ZHfz<x>]]p)

= Decode([Y fi@)ls.-.... [ £i)],) = ¥ fia)

While these requirements seem trivial several multiparty schemes do not satisfy
them. For example, PRG-based multi-party schemes [BGI15,BK022] are expo-
nential in the field size, making them impractical for such applications. These
requirements will guide our contributions in Part IV to improve FSS schemes,
specifically for applications to statistics and sparse computations.

2.3 Other cryptographic primitives

While our core contributions design new FSS protocols or build upon secret-sharing
protocols, some chapters also mention or discuss other cryptographic primitives
that we present below. These primitives are useful building blocks for MPC
protocols under different threat models than those of secret sharing protocols. For
example, zero-knowledge proofs are the basis of many protocols secure against
malicious attackers.

Homomorphic encryption Homomorphic encryption is a special form of en-
cryption that supports arithmetical computations over encrypted values; e.g.,
additive schemes guarantee that Enc(k,a) + Enc(k,b) = Enc(k,a + b). Fully
Homomorphic Encryption (FHE) [Gen09] schemes support at the same time
multiplications and additions. These algorithms can be particularly expensive for
some operations (e.g., comparisons [MEHP25]), and the handling of the decryption
key can sometimes require MPC protocols to spread the trust and avoid a trusted
decoder.
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Zero-knowledge proofs (ZKP) ZKPs [G094] are techniques to prove properties
about ciphertexts (e.g., that two encrypted values are equal or that an encrypted
value is in a given range) without disclosing anything else. A ZKP involves two
agents: the prover (who provides the proof) and the verifier (who verifies its
correctness).

Trusted Execution Environment (TEE) A trusted execution environment (TEE)
[SAB15] (sometimes called “secure enclave”) is a secure section of the processor
in which confidentiality and integrity for the processed data and code are ensured.
Even the hardware owner cannot read or modify the data processed in the TEE.
Anyone can audit the code executed in the environment, and the hardware design
ensures that the data processed inside remains confidential.

They require no trust other than in the manufacturer. Many major chip manufac-
turers have already designed such environments; e.g., Intel SGX [Int15].

While they are attractive due to their minimal requirement for significant in-
frastructure changes, they are not without their limitations. Indeed, TEEs are
theoretically secure, but their practical security can be compromised through
side-channel attacks. Section 5.6.6 details these security shortcomings.
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Sparse data in Privacy-Preserving
Computations

The main objective of this thesis is to design new MPC protocols that can process
sparse data efficiently. Such datasets arise naturally in many privacy-preserving
applications, making their efficient processing a key challenge. This chapter first
introduces the concept of sparse data, then presents existing MPC protocols for
sparse data, and finally skims through their applications in statistics and ML.

3.1 Sparse data

The term sparse data refers to data containing a large proportion of zero values.
If stored using the default dense matrix format, these zeros occupy significant
memory. When the proportion of zeros is high, using sparse data representations
can drastically reduce storage requirements. Let nnz(z) (resp. nnz(X)) denote
the number of non-zero values in a vector x (resp. matrix X).

Algorithms that leverage sparsity are called “sparse algorithms”, while classical
algorithms are referred to as “dense algorithms”.

Sparse data representation Several sparse data representations exist [BGS11],
each optimized for different operations. In other words, there is no perfect sparse
data representation.

In this thesis, we focus on the tuple representation [BGS11]: each sparse vector
is stored as a list of non-zero tuples t = (i, v;), where i is the coordinate and v;
the value. We denote coord(t) = ¢ and val(t) = v;.

Sparse data in practice Sparse data is prevalent in many real-world applications,
such as recommender systems, text analysis, drug discovery, and social network
analysis. Some representative datasets are shown in Table 3.1.

Why sparse algorithms matter One might consider using dense algorithms
and simply allocating more memory, but this quickly becomes impractical. For
instance, multiplying 10% x 10° matrices in Python would require roughly 19 TB of
memory with dense algorithms, while sparse algorithms only need a few gigabytes
(using NumPy and SciPy). The first motivation of sparse algorithms is to avoid
the memory issues caused by dense algorithms. Furthermore, they often provide
significant performance gains because their cost is proportional to the number of
non-zeros. Thus, sparse algorithms are essential not only for memory efficiency
but also for performance gains in high-dimensional datasets.



Chapter 3. Sparse data in Privacy-Preserving Computations 23

Dataset Domain Sparsity (%)
MovieLens 1M [HK16] Recommender 95
Netflix [BL*07] Recommender 99
Yahoo Movies Recommender 99.7
Tox21 [HXN*16] Drug discovery 99.9

20 Newsgroups [RLO08] Text analysis 99.9
Bookcrossing [ZMKLO5]  Recommender 99.99
Flickr [CMGO09] Social network 99.999

Table 3.1 / Example sparse datasets and their sparsity rates

Sparsity-size correlation Real-world sparse datasets show an interesting phe-
nomenon: the sparsity is correlated to the matrix size. Indeed, larger sparse
datasets have in average a larger sparsity. Thus, the larger datasets are, the
more beneficial the sparse algorithms become. The real-world datasets
that we arbitrarily selected from [LLW17] satisfy the same trend: MovieLens 1M
has 95% sparsity for 1.7K columns, Yahoo Movie has 99.7% sparsity for 12K
columns, Bookcrossing has 99.99% sparsity for 340K columns, and flicker has
99.999% sparsity for 500K columns.

To understand this phenomenon, let us take the example of recommender systems
on a marketplace (e.g., Amazon): the matrix quantifies the interaction of each
consumer with each product. The dataset is sparse because each consumer only
interacts with a small subset of all possible products. If the marketplace increases
its number of products by a factor 1000, the consumer will not consume 1000
times more products. Even if the consumption increases a bit, existing datasets
show that it does not follow the matrix growth; i.e., the sparsity increases.

Theoretical point of view The correlation between sparsity and matrix size is
observable analytically. Sparse datasets can often be represented as graphs: e.g.,
a recommendation dataset is a bipartite graph linking n customers to m products.

The literature [ACLO1] showed that, in many application domains, graph data
follows a “power law” distribution. In particular, if we take a random vertex
v € V(G) of a graph G, then the probability distribution of the degree d(v) of v
is given by:

f(z) = Pld(v) = z) = (3.2)

for some v > 1 where Z(y) = Y%, 477 is a normalization constant. Typically,
we have 2 <~ < 3 [ALPHO1], but application domains exist where other values
of v are adequate. Practical applications may deviate a bit from Equation (3.2),
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especially for small degrees, as this equation is mainly intended to describe
asymptotic behavior.

In a dataset with n rows (i.e, vertices) where every vertex has degree at most m,
one can use a corrected normalization constant Z(y,m) = Y1, i~7. Remember
that, in our case, the degree of a vertex corresponds to the number of non-zeros
in a row. The expected degree of a vertex is:

1—

E, [d(v)] = i Fa

We can bound Z(y,m) > 1+ [Fz77dz = 1+ 1/1(1 —~) and 7,177 <
[Pxde = (1—=m*7)/(y—2) < 1/(2—7). Therefore, we can bound the average
degree by a constant K depending neither on n nor on m. We can rewrite the
number of edges in graph G as |E| = nK = O(n). Hence, the sparsity of the
adjacency matrix of the graph G decreases with n:

18] _
nm

O(m™1). (3.3)

This formalizes the observed correlation: larger datasets are often sparser.

3.2 Secure operations on sparse data

While most MPC research has focused on dense data, several works such as
[BGH*25,SGRP19] have proposed protocols specifically tailored for sparse data.
These protocols aim to leverage sparsity to reduce communication, computation,
and memory costs compared to their dense equivalent. In particular, they describe
methods for secure sparse vector addition and sparse matrix multiplication. This
section reviews the state of the art for these operations.

3.2.1 Addition

Secure vector addition is one of the most basic building blocks in privacy-preserving
statistics and machine learning. Given n private vectors v;, the goal is to compute
>, v; without revealing information about any v;. This operation is often
referred to as secure aggregation [MJOC23]. These protocols typically generalize
to matrix addition.

Three main approaches have been proposed for secure sparse aggregation: sorting-
based, F'SS-based, and shuffling-based.

Sorting-based Several MPC works [AHI*22,BGG*22,KCY23] propose protocols
based on secure sorting. While each paper includes specific optimizations, Algo-
rithm 2 shows the basic protocol that most of them build upon. In this approach,
the secret sparse vectors x and y are shared in tuple representation. For example,
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Algorithm 2 Secure sparse vector addition

Input: [z] and [y]: two secret-shared sparse vectors
Leakage: Number of non-zero elements in each vector

1: function SPARSEVECTORADD([z], [y])
2 Let [z] <= CONCATENATE([x], [y])
3 Let [z] <= SORTBYINDEX([z2])

4: AGGREGATEEQUALINDICES([2])

5 REMOVEPLACEHOLDERS([2])

6 return [z]

a vector x with k non-zeros is represented as [z] = [([i1], [vi,]), - - -5 (k] [vi ])]-
The oblivious sorting is used to match (privately) the elements from = and y with
equal coordinates and multiply them.

This algorithm has a communication and computation cost of O((nnz(z) +
nnz(y)) log(nnz(x) + nnz(y))), but requires O(log(nnz(z) + nnz(y))) rounds of
interaction.

FSS-based As discussed in Section 2.2.3, [AFK*25,BGH*25] used FSS to perform
secure vector addition. Here, a sparse vector is represented as a multipoint function
with k£ non-zero points. Shareholders evaluate these functions on the entire domain
and locally sum the results.

This method requires only two communication rounds: one to distribute the
function shares, and one to reconstruct the output. However, it incurs O(n)
evaluation cost over the domain, and reconstruction requires sending shares of
the entire output vector. This approach reduces the load on data owners, but
increases the computation for the computation parties. In practice, FSS-based
approaches are effective for moderately large vectors, while sorting-based methods
scale better for extremely large vectors.

Moreover, observe that Algorithm 2 leaks the number of non-zeros in each vector.
This leakage is also present in the FSS-based approach because the FSS key size
is proportional to the number of non-zeros. Chapter 4 explains why leakage is
necessary to build secure protocols efficient on sparse data.

Shuffling-based A third option is to use secure shufflers to aggregate sparse
vectors. Since secure shuffling is a special cryptographic primitive not introduced
yet in this thesis, we defer a detailed discussion to Chapter 5, which surveys secure
shufflers and their applications.
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3.2.2 Multiplication

A few papers [CZW'21,CCL*21,SGRP19] studied secure sparse multiplications in
a two-party setting. However, these protocols require the data owners to actively
participate because one of the computation parties must know the plaintext sparse
data. Hence, they do not support more than two data owners simultaneously,
which is too limiting, as modern ML applications involve thousands of data owners.

Typical ML applications require a more generic MPC setup: outsourced training
(presented in Section 3.3.2). In outsourced MPC, data owners simply share their
data with computation parties and then disconnect. The computation parties
are commonly assumed to have more computational power (and reliability) than
average data owners. Once the computation parties have received shares from all
parties, they can execute the MPC protocol (e.g., a multiplication).

This outsourced setting supports arbitrary number of data owners, contrary to
existing works [CZW*21,CCL*21,SGRP19]. However, the adaptation of these works
either results in an inefficient construction or is not straightforward because they
require a shareholder to know the plaintext data. The secure multiplication of
sparse matrices in the outsourced setting is then a significant open problem
(addressed in Chapter 8).

Other related works Recently, [FGD*25,YCF*25] have described a sparse matrix-
vector multiplication under FHE. As our thesis focuses on secret-sharing-based

protocols, we cannot compare to them because the threat models significantly
differ.

Some information-theory works [EXWB23,XBW22] studied the multiplication of a
secret-shared matrix with a public matrix. Due to the public input, their setting
differs from classic MPC where all inputs are secret.

Finally, [NWI*15] presented secure graph computations (a problem closely related
to sparse operations due to the sparse adjacency matrices), but they do not present
multiplication protocols.

3.3 Applications to statistics and machine learning

These MPC protocols have found several applications notably in privacy-preserving
statistics and privacy-preserving machine learning (PPML). This section presents
these applications, and the secure sparse operations that they can require.

3.3.1 Privacy-preserving statistics

Many statistical computations naturally exhibit sparsity when expressed in vector
form. In this context, secure sparse additions are especially useful. The best
example is histogram computation [AHI'22,AHI*22]: each party’s input can be
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represented as a sparse vector with a single non-zero entry corresponding to the
observed category, and the global histogram is obtained by summing these vectors.

When the histogram domain is very large (e.g., tracking counts over millions
of possible items), algorithms optimized for data sparsity—such as those of
[AHI*22] —become not only more efficient, but sometimes the only feasible ap-
proach. The same reasoning applies to related tasks such as heavy hitters, where
the goal is to find the most frequent elements without revealing the full dataset.

Beyond histograms, other statistical measures can benefit from secure sparse
operations. For instance, performing private set intersection cardinality when the
universe of possible elements is large, but each party holds only a small subset.
In all these cases, leveraging sparsity reduces memory usage, bandwidth, and
runtime; making privacy-preserving statistics practical at scale.

3.3.2 Secure Outsourced Training

Many PPML works (including [MZ17,WTB*21,WGC19] and Chapter 8) focus on an
“outsourced” computation setup: each data owner shares their secret data with
a group of computation servers. These servers build a secret-shared matrix [X]
containing all data owners’ inputs (e.g., one row per data owner!) and perform
secure computations on this matrix. For example, the servers can execute a
protocol to train an ML model [#] on the dataset X, as in Fig. 3.4. In this setting,
the data owners share their secret data and disconnect. Outsourced protocols
support an arbitrary number of data owners because they separate input parties
(i.e., data owners) from computation parties.

In these applications, MPC protocols optimized for sparse data become essential
whenever the training dataset X is sparse. As existing works on secure sparse
multiplications do not support this setting, this represents an essential gap in the
PPML literature which is filled by Chapter 8.

While we are particularly interested in ML training, the outsourced setting can

IThis is sometimes referred to as “horizontal” data partitioning in PPML literature.
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also be useful for secure ML inference (i.e., evaluation of an ML model on a
private input). Some MPC protocols [JGB*24,KMY*24] have been applied to
such operations, but FHE-based solutions such as [FSB*24] are usually preferred
because their threat model fits nicely the “inference-as-a-service” architecture
adopted by Al companies. Indeed, secret-sharing protocols require multiple parties
to execute the secure computations, while FHE-based protocols can outsource all
the computation to a single (untrusted) server.

3.3.3 Federated Learning

Federated Learning (FL) [KMA*21] is a PPML paradigm enabling to collaboratively
train an ML model without exchanging (private) training data. While there exist
several FL variants, the most popular setup is “horizontal FL:” each data owner
owns a small dataset over the same set of features.

Traditional FL protocols are iterative decentralized algorithms with each iteration
having the following structure: (1) Each data owner trains a local ML model on
its private dataset, (2) Each data owner sends its local model to a server, (3) the
server aggregates the local model and sends back a global model. Fig. 3.5 sketches
a high-level representation of FL.

Such aggregation-based FL protocols enable to train a wide variety of ML mod-
els: any model which training relies on gradient descent [KMRR16] (e.g., neural
networks or linear regression), k-means protocols [ZLH"22,LWCQ23,KKN20], Sin-
gular Vector Decomposition [CWZ'22], random forests [dSAC*20,LLL*20], and
Gradient Boosted Decision Trees [CFJ*21].

Even though FL does not require training data exchanges, the ML models
(or gradients) exchanged during these protocols can leak private information
[NSH19,vDDH25]. To enhance privacy, many works [KMA*21] have relied on
cryptographic protocols [MJOC23] referred to as secure aggregation.

Recently, gradient sparsification techniques [SCJ18] were proposed to reduce
communications in FL. To preserve privacy while benefiting from these efficiency
gains, secure sparse aggregation protocols [BAT21] have become necessary.
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Decentralized Learning While efficient, FL. protocols can encounter scalability
issues when the number of data owners grows, due to the bottleneck created by
the aggregation step. This step requires either a trusted party or a cryptographic
protocol to aggregate all gradients. Because aggregation is centralized, it can
create a performance bottleneck.

To address this, some works consider a fully decentralized setting, known as
decentralized ML [CB22]. Gradients are exchanged in a peer-to-peer manner
without a central coordinator, eliminating the need for centralized aggregation.
This paradigm is closely related to FL and is sometimes referred to as fully
decentralized FL. Figure 3.6 presents this setup, with comparison to FL.

As in FL, gradient exchanges raise privacy concerns. However, deploying cryp-
tographic protocols in a fully decentralized network is more challenging. Conse-
quently, most existing approaches rely instead on differential privacy techniques
[CB22,CEBM22] to preserve privacy.
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Leakage in sparse computations: a
sense of déja vu

In MPC, the word leakage refers to any information revealed by the protocol that
would not be revealed by an ideal trusted curator. When computing f(x), any
additional information beyond f(z) revealed by the MPC protocol is considered
leakage. In the MPC community, leakage often carries a strongly negative conno-
tation, perceived as a side effect that must be avoided at all costs. Some works
instead use the term public knowledge to refer to this notion, without raising the
same negative concerns as the term leakage.

From this definition, it is natural to view leakage as undesirable. Yet this
perception is not universal across cryptography. In encrypted search, for instance,
leakage has long been acknowledged (and even accepted) as a necessary condition
for efficiency [BGW24]. This chapter examines the role of leakage in secure sparse
operations, making parallels with encrypted search to argue that leakage is essential
for practical MPC protocols on sparse data.

The goal of this chapter is to show that MPC protocols for sparse data do not
constitute an entirely new cryptographic problem. Related primitives have already
been studied extensively, and the insights gained from those works can be leveraged
to better understand and design MPC protocols optimized for sparse data.

4.1 Necessary leakage in secure sparse operations

The issue of leakage has appeared (sometimes explicitly, sometimes implicitly) in
most works on sparse data in MPC. Several protocols, including [CCL*21,FGD*25]
[SGRP19], explicitly require some form of leakage. For example, [SGRP19] assume
that “the sparsity metric of the input is public,” where the definition of this metric
varies across their algorithms (e.g., the total number of non-zeros, or the number
of non-zero rows or columns). Although acknowledging its presence, these works
do not discuss why such leakage is inherent to sparse operations.

On the contrary, [YCF*25] recently proposed an FHE-based sparse-dense multipli-
cation without identifying the leakage in their own construction. Their algorithm
relies on Low Diagonal Decomposition to split a large sparse matrix into smaller
ones, which are then encrypted and uploaded to an untrusted server. They
compare their “secure” algorithm to a “leaky” algorithm that reveals non-zero
positions. Yet, their decomposition still leaks information because the number of
output matrices is correlated with the number of non-zeros in the input, indirectly
leaking sparsity information.

In short, leakage has been a recurring source of confusion in the community. Some
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papers [SGRP19] briefly acknowledge it without examining its necessity, while
others fail to identify the leakage present in their own algorithms. Part of this
reluctance may come from the negative connotation the term “leakage” carries.
We argue instead that leakage is unavoidable, and in fact necessary, for
efficient MPC protocols on sparse data.

The reason is straightforward: in both plaintext and secure settings, algorithms
on sparse data are considered efficient when they exploit sparsity to reduce cost.
If the runtime or communication complexity of a protocol scales inversely with
sparsity, then its execution necessarily reveals some information about that sparsity.
In other words, any efficient sparse MPC protocol must leak (at least partial)
information about the sparsity. The only way to avoid leakage entirely is to ignore
sparsity and fall back on generic dense protocols, sacrificing efficiency. Thus,
leakage is not a side effect to be eliminated, but the inherent cost of achieving
efficient sparse computations.

We identify four typical leakage profiles in existing protocols (illustrated in Fig. 4.1).
For each profile, we list algorithms/papers that rely on them:

e Number of non-zeros in the matrix: e.g., matrix-vector multiplication
(Algorithm 6) in Chapter 8, vector addition (Algorithm 2) in Chapter 3, and
the “non-leaky” scheme of [YCF*25].

e Number of non-zeros per row: e.g., matrix-matrix multiplication (Algo-
rithm 9) in Chapter 8, and ELLPACK-based sparse-dense multiplication in
[FGD*25].

e Number of non-zero columns: e.g., the schemes of [SGRP19] and the
privacy-sensitive variant of [CCL*21].

e Positions of non-zeros: e.g., the “leaky” scheme of [YCF*25], the privacy-
insensitive variant of [CCL*21], and CSR-based sparse-dense multiplication
in [FGD*25].

Fig. 4.1 illustrates well that each leakage profile induces different privacy guar-
antees. Leaking the exact positions of non-zeros reveals far more than leaking
only their count. Yet minimizing leakage is not always the right goal: additional
leakage can often enable much more efficient protocols. Hence, the design of MPC
for sparse data should not aim to eliminate leakage, but rather to obtain the best
privacy-efficiency trade-off.

While new to MPC on sparse data, this trade-off is well established in encrypted
search, where different leakage profiles have been standardized and analyzed. By
drawing parallels to this literature, we can better understand the risks of leakage
in sparse MPC and import existing insights into our problem.

The next section therefore introduces relevant primitives from encrypted search,
together with their leakage profiles. We then return to connect these with our
own leakage taxonomy in sparse computations.
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Figure 4.1 / Leakage profiles in MPC protocols for sparse data

4.2 Relation to encrypted search

This section first introduces several encrypted search protocols, their definitions,
and their connections to sparse computations. Such parallels suggest that insights
and results from the encrypted search community can help design secure and
efficient computations on sparse data. At the end of the section, we discuss the
leakage taxonomy commonly used in the encrypted search literature.

Although the literature proposes many protocols for secure search, we focus on
three representative ones: Private Information Retrieval, Searchable Symmetric
Encryption, and Oblivious RAM.

4.2.1 Private Information Retrieval (PIR)

As more and more data becomes publicly available online, accessing it can raise
significant privacy concerns for users. Even if documents are public, querying
them may reveal sensitive information, such as political views, religious beliefs, or
sexual orientation. PIR was introduced to address this problem by allowing users
to query public databases without revealing the subject of their query. In a PIR
system, the user generates an “encrypted query” from a document identifier, and
the server responds with an encrypted document that the user can later decrypt.
Fig. 4.2 illustrates the general structure of PIR protocols.

The literature usually defines PIR protocols through four algorithms [BMwW24]
[HHC*23,MW22,PSY23]:
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e Setup(1*, DB): takes as input a security parameter 1* and the database DB.
The output depends on the protocol (e.g., cryptographic keys [MW22] or a
preprocessed database [BMW24]).

e Query/(id[, gk): takes as input a document identifier id and (for some protocols
[(MW22]) a “query key.” It outputs a query g.

e Answer(q, DB[,pp]): takes as input a query ¢, the database DB, and (for
some protocols) public parameters or a cryptographic key. It returns an
encrypted document dgye.

e Decrypt(dgne, k[, pp]): takes as input an encrypted result dg,., a decryption
key k, and (for some schemes) other parameters. It returns the requested
document.

This description mainly applies to single-server PIR protocols. There also exist
multiserver PIR schemes [GI14,K0R19] that rely on MPC primitives such as DPF.
In these settings, the client receives shares of the result from different servers and
reconstructs the output locally.

Link with sparse computations Interestingly, the PIR problem can be reformu-
lated as a sparse multiplication. The database can be seen as a dense vector of
n entries, while the query is a binary vector with a single non-zero value (repre-
senting the one-hot encoding of the document identifier). The Answer algorithm
consists of an element-wise multiplication of the two vectors, followed by a sum of
the results (see Fig. 4.3). Since the query vector is sparse by construction, the
computation is essentially a sparse-dense multiplication.

This perspective is made explicit in works like Spiral [MW22]. In Spiral, the client
sends an encrypted identifier, and the server “unpacks” it into a sparse vector.
In fact, their work indirectly provides an efficient way to encode and transmit a
homomorphically encrypted sparse vector. Although this sub-protocol was not
originally presented in those terms, it can be seen as a building block for efficient
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sparse multiplications under FHE.

The notion of sparsity has also been addressed explicitly in recent PIR papers
[PSY23] studying the problem of keyword PIR. Unlike standard PIR, where the
database is a dense array of n documents, keyword PIR deals with sparse query
spaces where most identifiers do not map to any document. While standard PIR
corresponds to a sparse-dense multiplication, keyword PIR requires a sparse-sparse
multiplication. They named their protocol SparsePIR to emphasize its sparse
nature.

4.2.2 Searchable Symmetric Encryption (SSE)

While PIR enables private queries over public data, some applications also require
outsourcing the storage of sensitive data. In this case, the problem is different:
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the server must store encrypted data and still allow efficient search operations.
This problem is addressed by SSE.

In an SSE protocol, a client outsources the storage of an encrypted dataset while
keeping the ability to query it. Queries are also more expressive than in PIR:
instead of retrieving a single item by identifier, the client may ask for all documents
containing a keyword w. A typical SSE construction, described in [CGKOO6], relies
on the client providing the server with encrypted documents and an encrypted
index. This index enables the server to execute search queries without learning
the keywords or the underlying plaintexts (as illustrated in Fig. 4.4).

Standard SSE schemes are usually defined by four algorithms [CGK0O06] :
e KeyGen(1?): takes as input a security parameter 1* and outputs a key K.

e BuildIndex(K, D q): takes as input the key K and a dataset Dj,q. For each
d € Djng, let id(d) be its identifier, which is assumed to leak no information
about d. This algorithm builds an inverted index, encrypts it using K, and
outputs the encrypted index Z, which is uploaded to the server.

e Trapdoor(K,w): takes as input the key K and a keyword w, and outputs a
search token td,,.

e Search(Z,td,): takes as input the encrypted index Z and a search token td,,,
and outputs the collection of encrypted documents matching the query. The
client decrypts them locally.

The algorithms KeyGen, BuildIndex, and Trapdoor are executed by the client,
while Search is run by the server. The server thus stores only encrypted documents
and the encrypted index, with no direct access to plaintext.

This description covers the classic single-keyword setting. Many works have
since extended it to support richer queries, such as conjunctive keyword search
[DDHP22] , range queries [MFET23], or searches over more complex data structures
like graphs [FGPT24].
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Link with sparse computations Like PIR, SSE can also be reformulated in
terms of sparse data structures. The encrypted index corresponds naturally to
a sparse matrix (see Fig. 4.5), where rows represent query tokens and columns
represent encrypted documents. A search query then performs a form of sparse
matrix multiplication, recovering the identifiers of documents that match the
queried keyword.

SSE achieves performance that makes it practical for real-world deployment, but
this efficiency comes at a cost: leakage [BGW24]. We will detail this issue in
Section 4.2.4.

4.2.3 Oblivious RAM (ORAM)

Another connection between sparse computations and encrypted search arises with
ORAM [G096]. The goal of ORAM is to provide a RAM-like structure in which
read and write operations can be performed securely, without leaking memory
access patterns. An ORAM is usually defined by two algorithms [AKL*20]:

e Init([1%]): initializes the RAM structure, optionally taking as input a security
parameter if the protocol relies on computational hardness.

e Access(op, addr, data): performs a read or write operation op € {read, write}
at address addr, with data in the case of a write.
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For many years, ORAM was historically seen as a theoretical construction,
as no practical implementation was known. Over the past two decades, sig-
nificant progress has been made, notably in Distributed ORAM (DORAM)
[DS17,F0SZ23,L013], where the RAM is secret-shared across multiple parties.
Leveraging advances in MPC (e.g., FSS [DS17]), these works achieved much more
efficient constructions, though ORAM remains an expensive primitive in practice.

ORAM is highly generic and can be used to implement many other cryptographic
tasks, including searchable encryption [GMP15]. By simulating a secure RAM, it
provides a straightforward way to implement any algorithm with data-dependent
memory accesses. Yet, the overhead is often prohibitive, and many practical
schemes deliberately avoid ORAM in favor of specialized protocols (e.g., in
searchable encryption [Bos16]).

Despite this cost, ORAM is attractive for its strong security guarantees. Unlike
most efficient SSE schemes, ORAM hides both search and access patterns (see
Section 4.2.4), eliminating leakage that is otherwise hard to avoid. This again
illustrates the common trade-off between efficiency and privacy in encrypted
search.

Link with sparse computations Finally, we can link ORAM more directly
to sparse computations. On the one hand, a read or write operation can be
represented by a one-hot encoded vector, exactly as in PIR (see Fig. 4.3). This
connection is made explicit in DORAM constructions such as [DS17], where DPFs
are used to implement ORAM operations; a DPF being essentially an efficient
way to secret-share a one-hot encoded vector!. On the other hand, many plaintext
algorithms on sparse data involve memory accesses that depend on the positions of
non-zero elements. Thus, such algorithms could be naively implemented in MPC
using DORAM. This link was already noticed in [DS17], which listed “sparse
matrix methods” among potential applications of DORAM.

4.2.4 Leakage in encrypted search

As mentioned before, leakage is a concept that has been formalized in encrypted
search and which interest (in terms of performance) is accepted. The literature
distinguishes four main types of leakage:

e Access pattern leakage: reveals which documents are returned by a query.
e Search pattern leakage: reveals whether two queries are identical.

e Volume pattern leakage: reveals the number of documents returned by a
query.

e Trivial leakage: reveals the database size or the total number of queries.

'A one-hot vector of length N is equivalent to a point function with domain size N.
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Only trivial | Private | Efficiency
leakage database
PIR v X Medium
SSE X v High
ORAM v v Low

Table 4.6 / Simplified view of the privacy-efficiency trade-off in encrypted search

Access and search pattern leakage are the most common in the SSE literature.
Volume pattern leakage is often treated as a minimum in settings where elimi-
nating all leakage would make protocols prohibitively expensive (as in ORAM).
Finally, trivial leakage is sometimes not even counted as leakage, since outsourcing
encrypted data storage necessarily exposes the dataset size and query count to
the server.

PIR and ORAM are usually associated with no leakage beyond the trivial kind.
Both hide access and search patterns, and in their standard form they avoid volume
pattern leakage as well, since each query always returns exactly one fixed-size
document. However, ORAM-based protocols (e.g., in SSE [BKM20]) may still leak
volume pattern depending on the overall design.

In contrast, SSE schemes typically leak access and search patterns. Several works
try to reduce this leakage, for instance limiting it to volume pattern only [BKM20].
Still, leakage in SSE is not just incidental but often essential for achieving efficiency
[BGW24], making leakage minimization a difficult task.

Besides leakage minimization, some works in SSE [CGPR15,XYW*"19] have proposed
leakage mitigation techniques. Instead of avoiding the leakage in a scheme, these
works “neutralize” the leakage by making it unexploitable. For example, [CGPR15]
proposed to include false-positive entries in the index to lower the accuracy of
leakage-abuse attacks.

This tension illustrates the central trade-off in encrypted search. On one side,
ORAM offers the strongest privacy guarantees but at very high cost. On the other,
SSE provides practical efficiency but at the expense of additional leakage. Real-
world systems must navigate this balance: in many applications, some leakage is
the price of practicality. Table 4.6 summarizes this trade-off in a simplified form.

4.3 Volume pattern leakage, an acceptable leakage?

Building on insights from encrypted search, we can revisit the leakage profiles
identified for secure sparse computations in Section 4.1.

From encrypted search to sparse computations While Section 4.2 showed how
encrypted search problems can be expressed as sparse computations, we can push
this parallel further by aligning their leakage profiles.
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Recall from Fig. 4.5 that an SSE index can be represented as a sparse matrix:
columns correspond to documents, rows to keywords/queries, and non-zero entries
to document identifiers returned by a query. Under this interpretation, the
parallels are straightforward:

e Trivial leakage — matrix dimensions.

e Volume pattern leakage — number of non-zeros (globally, per row, or per
column).

e Access pattern leakage — positions of the non-zeros.

e Search pattern leakage — revealing which rows are equal (no protocol yet
relying on such leakage).

Volume pattern leakage in secure sparse computations Some recent works
[YCF*25] explicitly avoid leaking non-zero positions (i.e., access patterns), but
without providing formal arguments supporting this choice. By leveraging the
equivalence with encrypted search, we gain stronger justification: in SSE, access
pattern leakage is known to enable attacks (including the one we describe in
Chapter 6), whereas volume pattern leakage alone typically enables only weaker
attacks [BKM20].

This suggests that volume pattern leakage is a reasonable target for secure sparse
computations. Unlike SSE, where reducing leakage to the volume profile is
expensive [BKM20], existing MPC works [SGRP19,YCF*25] (and our protocols in
Chapter 8) show that efficient performance is still achievable with volume pattern
leakage only.

Public sparsity knowledge in ML  Another argument comes from the application
domain. In ML, pipelines usually begin with exploratory data analysis (necessary
to choose appropriate models), during which sparsity is routinely estimated to
guide model selection. Thus, the number of non-zeros (globally or per row) is

information that practitioners would often know in advance, independently of any
MPC protocol.

Summary of arguments Taken together, these observations support volume
pattern leakage as the acceptable leakage profile for sparse MPC:

(1) A form of leakage is necessary to efficient MPC protocols on sparse data (as
argued in Section 4.1).

(2) Volume pattern leakage is the minimal non-trivial leakage profile.

(3) Sparsity statistics are often needed by practitioners (e.g., in ML pipelines),
and thus naturally public.

One could also argue that volume pattern leakage reveals little about individuals.
Real-world sparse data often follow predictable distributions (e.g., power laws),
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making global sparsity levels relatively predictable. However, this remains an
informal argument. A rigorous way to validate it would be to design and test
attacks that rely solely on sparsity information; an open problem for future work.

Leakage mitigation As mentioned in Section 4.2, techniques exist to mitigate
leakage in encrypted search. Chapter 8 will rely on similar approaches to mitigate
the volume pattern leakage in our secure sparse matrix multiplications.
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How to securely shuffle? A survey
about secure shufflers for
privacy-preserving computations

This first contribution of the thesis is a bit special as it does not introduce new
results. Recent research has highlighted the role of secure shufflers in providing
“privacy amplification” for computations like sparse aggregation. However, existing
works often treat secure shufflers as black boxes, overlooking their vulnerabilities
and costs. Existing works remained quite vague on the implementations, but
it is evident that some existing secure protocols could satisfy the requirements
of those applications papers. Instead of designing yet another secure protocol,
this chapter addresses this by identifying, categorizing, and comparing 26 secure
shuffling protocols. We provide guidelines for selecting appropriate shufflers and
highlight promising directions for future research.

This chapter is drawn from [DHPR25c].

5.1 Introduction

The literature has described many approaches to “enhance” privacy in privacy-
preserving computations. Among all the approaches, secure shufflers play an
important role as they offer at the same time: accurate results and high privacy
guarantees, including with sparse data [LWY22]. A secure shuffler is a crypto-
graphic protocol (involving one or multiple servers) that takes in messages from a
group of senders, shuffles them, and forwards them to a receiver without revealing
the origin of each message.

This line of work originates from [IK0S06] that proposed, in 2006, secure shufflers
to perform privacy-preserving data aggregation: sending secret shares to a secure
shuffler that will anonymize their origin, so any (untrusted) party can safely sum
the shares and reveal only the aggregation result. Recent works in Differential
Privacy (DP) [BEM"17,BBGN19a,BBGN19b,CSU*19,EFM*19,Che21] revived this
interest in secure shufflers by formalizing the “privacy amplification” they provide.
Based on DP analysis, shuffling-based private computations offer privacy-utility
trade-off close to private computations performed by a trusted third party (i.e., a
trusted party offering the optimal trade-off in DP). Thus, secure shufflers have
been presented as an efficient solution to build privacy-preserving computations
without requiring a trusted party.

Secure shufflers have found applications in numerous fields from privacy-preserving
software monitoring [BEM*17] to Federated Learning (FL) [KMRR16,KMY*17]; a
decentralized ML paradigm in which data owners collaboratively without sharing
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their personal data. In these applications, the shufflers enable to compute efficiently
and privately a form of data aggregation without revealing the individual values.
Recently, [WDS*25] broadened the scope of applications as they highlighted the
potential of secure shufflers in “private individual computations” (e.g., taxi hailing).

Most papers introducing such shuffling-based computations (e.g., [GPV19,CSU"19])
use an abstract shuffler rather than a concrete implementation. An advantage of
considering an abstract shuffler is to focus on the statistical properties, which are
relevant for the ML /statistics applications, and plug in later a concrete shuffler
implementation. However, not all secure shufflers are equally appropriate for all
applications, as shuffler and application papers make their own explicit or implicit
security assumptions, which must be compatible.

Understanding of the properties of secure shuffler implementations would have
several benefits. First, it allows for a fairer comparison between private computa-
tion algorithms. For example, existing papers do not tell whether shuffling-based
data aggregation is more scalable than masking-based data aggregation [MJOC23],
since most papers on shuffling-based computations do not detail their shuffler
implementation. Second, it contributes to a better formalization of the concept
of “secure shuffler”. The literature relies on a vague definition leaving some blind
spots; e.g., several papers [GPV19,CSU"19,KMA*21] present mix networks as an
example of secure shufflers, without mentioning the possible de-anonymization
and censorship attacks [SW06,SEV*15]. Third, it could lead to more consensus on
what technique is appropriate in which use cases. For example, [GPV19] present
mix nets as “highly scalable” while [GKLX22] point at the same shufflers as too
expensive, which may seem contradictory without a deeper understanding of the
context.

Implementing an ideal shuffler (as defined in the theory) is not straightforward.
[BKM*22] pointed out the need for a thorough understanding of secure
shuffler implementations as they highlighted that only one DP paper [BEM*17]
detailed their implementation. Our survey comes to fill this gap.

Our contributions

(1) Identify and compare 26 existing secure protocols fulfilling the minimum
requirements of a secure shuffler.

(2) Adapt their original security definitions to a uniform set of security
properties that supports our comparison.

(3) Survey the applications of secure shufflers in privacy-preserving computations.
(4) Identify several open problems (e.g., robustness to data poisoning).

(5) Present guidelines to choose a shuffler based on the properties of a privacy-
preserving application.
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Terminology In privacy-preserving computations, we typically have a group
of data owners {P}, ... Py} (each owning a private value x;) willing to compute
a function f(zq,... fn). However, they want to reveal as little information as
possible. Our survey focuses on privacy-preserving computations during which
the data owners are supported by a “secure shuffler” to preserve privacy.

A secure shuffler § is a set {S;... Sy} of M shuffling servers. Each data owner
can send none, one, or more messages to S. Let n be the total number of messages
sent to S. The shuffler S outputs the shuffled message set {m; ...m,}; all outputs
usually transmitted to a party (e.g., a bulletin board or a data analyser) who
will further process it. In particular, the set {m; ... m,} contains the messages in
random order; i.e., does not reveal the sender of any of the messages. Section 5.2
further formalizes this concept.

5.2 Secure shuffler definition

This section formalizes the security properties desirable for a secure shuffler.

5.2.1 Basic definition

Our starting point is the definition of a shuffler §. Based on papers studying
shuffling-based DP [CSU*19,Che21], we propose the following naive definition:

Definition 5.1. A Shuffler S : {0, 1}"*% — {0,1}"*F takes as input a collec-
tion of messages (m; ...m,) (for any m; € {0,1}*) and outputs (m; ...m,),
with (my...m,) = m(my...m,) and 7 a uniformly randomly drawn permu-
tation on the set {1...n}.

This naive definition offers an intuitive understanding of the problem at hand, but
it is too informal. On the one hand, it considers the secure shuffler as a unique
and well-identified entity, while secure shuffling protocols commonly require the
participation of multiple parties, notably the data owners. On the other hand, it
does not reuse classic security frameworks necessary to provide formal security
proofs.

Indeed, several secure shuffling techniques involve local preprocessing at the
sending parties, e.g., mix networks (presented in Section 5.3.2) require performing
multilayer encryption. While Definition 5.1 is an appropriate definition for a
shuffling function executed locally, it does not capture the reality of a secure
shuffling protocol, which typically involve multiple parties and algorithms. Thus,
we propose to refine this definition, and characterize a shuffler using a pair of
randomized algorithms (P, M):

e The local preprocessor P : {0,1}F — Y is executed by the sender on their
message m,.
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Figure 5.2 / Abstract shuffler design: (1) The senders pre-process their messages using
P, (2) They send their preprocessed messages to the mixer M, (3) The mixer outputs
a permutation of the messages, and (4) an analyser can use the shuffled messages in a
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privacy-preserving computation

e The mixer M : Y" — {0, 1}2*" takes as input the pre-processed messages
and outputs messages (i.e., a permutation of the input messages). The mixer
is composed of M servers (where M > 1).

The local preprocessor P implicitly includes the communication between the
senders and the mixer. The shuffle can then be expressed as S(my,...,m,) =
M(P(my),...,P(my,)) (as represented in Fig. 5.2). The mixer M is the compo-
nent that is usually considered when referring to a secure shuffler. For simplicity,
we call “shuffling servers” the servers executing the mixer M. For example, a
shuffler based on a single trusted server is defined by (Pr, Mr) with Pr(m) =m
and Mp(myq,...,my,) =m(my,...m,); Mr is executed by the trusted server.

We have now a definition of “shuffler” but not yet of “secure shuffler”. Let us start
from the following informal definition:

Definition 5.3. A shuffler § is secure against a threat model A if, for
all messages my...m, € {0,1}F, there exists a permutation 7 such that
S(my,...,my) = m(mq,...,m,) where no adversary fitting the threat model
A can infer anything about 7.

This informal definition fits what the literature [KMA*21] implicitly considers as
a “secure shuffler” (also referred to as “oblivious shuffler” in [BEM*17,GKLX22]).
However, this definition is imprecise. Thus, we propose to formalize this notion
using four new security properties to characterize a shuffler §: Anonymity,
Correctness, Sender disruption resistance, Server disruption resistance.
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5.2.2 Security properties
Anonymity

This is the minimum requirement for shuffling-based private computations. More
precisely, one is usually interested in sender anonymity because only the origin
of the messages must remain anonymous. It is even the core concern of shuffier
application papers that give more importance to the concept of “anonymous
messaging” than to shuffling itself [ITK0S06,CSU"19,GGK*20].

Absence of standard formalization While the first anonymization techniques
[Cha81,Cha88] appeared in the 1980s, the first anonymity formalization paper
[FJS07] was only published in 2007. Thus, most anonymization systems (up
until now) have been built upon informal anonymity definitions. For example,
even recent constructions such as Clarion [EB22] prove the security of their MPC
protocol, but do not prove the anonymity itself; [EB22] does not even cite any
formalization framework.

[PH10] proposed a recognized terminology for all the words related to anonymity
[LDJ19]. These definitions are informal but are a commonly accepted starting
point. They give the following definition for sender anonymity:

Definition 5.4. A sender P is anonymous with regard to sending if and only
if P is not distinguishable within the set of potential senders.

Finding a formal definition for anonymity is a complex problem because anonymity
is context-dependent. Several papers [BKM*13,GH13,KBS*19] proposed formal
anonymity definitions, but they remain imperfect. For example, some of them
exclude some de-anonymization attacks (e.g., traffic analysis attacks in [BKM*13]),
which creates a blind spot in the theory that struggles to fit the reality of anonymity.
Furthermore, [LDJ19] surveyed these works on anonymity formalizations and
concluded that the formalization proposed “is still a theoretic approach and lacks
a practical verification.” Hence, anonymity formalization is still an open problem
for the security community that is still looking for a standard and general solution.

Theoretic definition Our survey does not intend to solve this long-running
formalization problem. Instead, we propose a theoretic definition of the sender
anonymity and then highlight five factors that can degrade this anonymity in
practice. Our theoretic definition formalizes Definition 5.4 using standard security
notions, especially indistinguishability.

Let V() be the view/knowledge of an agent (e.g., a sender or server involved in
the protocol), and let H be the set of honest senders. We propose the following
theoretic anonymity definition;
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Definition 5.5. (Anonymity) A shuffler S provides anonymity against
a threat model A if, for any message m € S(my,...,m,) (with m; ~
U{0,1}F),Vi € {1...n}), any PPT adversary A fitting the threat model A,
and any honest senders P, P’ € H, we have:

|Pr[m sent by P|V(A)] — Pr[m sent by P'|V(A)]| < f(N),

where f is a negligible function and A\ a security parameter.

This definition means that an adversary can distinguish honest senders only with
negligible probability. Suppose all the messages are unique, the probability of m
being sent by the honest party P (i.e., Pr[m sent by P|V(A)]) has two possible
values: 0 if the adversary controls the sender of m, and ﬁ, otherwise. If the
messages are not all unique, we can have ¢ honest senders who sent the same

message m; the probability of a (honest) P being the sender of m is ﬁ.

Degrading factors Five factors can degrade this theoretic definition in practice:

e Message content: A message is anonymous if it is impossible to infer its
sender from its content (e.g., the message “I am Alice” is straightforward to
de-anonymize). This requirement is present in Definition 5.5 via the uniform
distribution of the messages. This de-anonymization factor is not related to
the shuffler implementation. In other words, the protocol using the shuffler
must ensure that the distribution of the messages sent does not reveal their
origin.

o Metadata leakage: In all surveyed techniques but one, a passive traffic observer
can infer the size and number of messages sent by each sender. If all messages
have a different size, one can link the shuffled messages to their sender by
comparing the size of the sent and shuffled messages. Section 5.6.1 explains
why avoiding this leakage would induce an impractical cost and discusses why
it is tolerable in privacy-preserving computations.

e Censorship: in some systems, the adversary can censor some senders. In these
cases, this decreases the quality of the anonymization because it reduces the
number of potential senders. The second security property of this section
(i.e., correctness) guarantees that censorship is not possible at the shuffler
level. However, an adversary may still attempt a network-level attack (e.g.,
blocking the sender’s network traffic).

e Uniformity of the anonymization: for optimization purposes, some shufflers
may result in non-uniform distributions over the permutation 7; i.e., the f(\)
of Definition 5.5 is not negligible but still small enough to be useful in a
number of practical applications. Section 5.6.2 discusses this relaxation.

e De-anonymization attacks: Section 5.2.3 presents a taxonomy of attacks
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against secure shufflers. Some attacks are agnostic to the shuffler implemen-
tation, while others are implementation-specific.

Comparison with surveys on anonymous communications Our survey focuses
on sender anonymity as it is the form of anonymity required by secure shuf-
flers. However, some anonymous communication systems provide other forms of
anonymity such as one-to-one anonymous communications [vdHLZZ15,ECZB21]
(i.e., the two communicating agents know the identity of their correspondent, but
there is a guarantee that no third party knows these agents are communicating).
This is useful in a number of applications but incompatible with sender anonymity
since the receiver knows the sender’s identity. Hence, such systems cannot be
used as secure shufflers. Among all anonymous communication systems, only
“anonymous broadcasters” satisfy the secure shuffling needs.

Over the years, several works including [EY09,SG23,STSP23,SSA*18] have sur-
veyed anonymous communication systems. As [SG23] is the most recent and
complete survey, we will focus our discussion on it, but our remarks hold for all
surveys on anonymous communications. While both [SG23] and this chapter
gravitates around the notion of anonymity, they provide different perspectives
because they do not focus on the same functionality. On the one hand, they focus
on anonymous communications. On the other hand, we focus on secure shuffling.

Since we focus on different functionalities, our survey relies on a different set
of definitions. For example, the concept of correctness (defined in the next
subsubsection) is not studied in [SG23]. Indeed, correctness is an important
notion in privacy-preserving computations as we want to avoid a bias in the output
results. The anonymous communications literature is much more interested in
the notion of censorship resistance (which is implied by correctness but is not
equivalent).

This scope difference has a visible consequence: while some solutions are covered in
both works, some solutions are only present in [SG23] (e.g., one-to-one anonymous
communications), and others are only present in our survey (e.g., TEE-based
shufflers).

A core contribution of our survey is to identify secure protocols able to implement
a secure shuffler, even though these protocols were not initially designed for it.
While some anonymous communications systems can implement this functionality,
many other secure protocols provide the sender anonymity necessary to secure
shuffling. For example, Section 5.3 highlights ZKP protocols initially used for
electronic voting [Adi08] and TEE solutions imagined for secure contact discovery
[NDCP24] .

Correctness

Next to anonymity, a good shuffler should also satisfy correctness. This property
covers various security definitions present in existing security papers. On the
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one hand, secure shufflers based on MPC (e.g., RPM [LK23]) prove a standard
security property called “correctness” (i.e., the MPC protocol outputs the expected
output). On the other hand, recent anonymous communication systems (e.g.,
Blinder [APY20]) often guarantee censorship resistance. This second security
guarantee is essential, but it does not prevent all the threats covered by the
“correctness.” Taking inspiration from MPC, we propose the following explicit
definition for shuffling correctness:

Definition 5.6. (Correctness) A shuffler S is correct against threat model
A, if, in the presence of any PPT adversary A € A, for all uninterrupted
protocol runs:

Pr[3r,S(my,...,m,) =m(my,...,my)] >1— f(A),

where f is a negligible function and A a security parameter.

This property implies that the shuffle output contains all the input messages (and
only those) because an adversary has only a negligible chance to alter the result.

Importance Shuffler correctness prevents three types of attacks (executed by
malicious shuffling servers): censorship, message tampering, and message injection.
In privacy-preserving computations, these attacks would impact all the users
because it biases the final result. Indeed, a malicious server may try to censor a
specific type of sender to bias an ML model or a statistical estimation. Hence,
shuffle correctness is necessary for the overall computation correctness.

Moreover, some theoretical models (such as the Shuffle DP) rely on an abstract
shuffler model fitting Definition 5.1, which implicitly requires correctness.

Formal secure shuffler definition Using the previous two security properties,
we can formalize the secure shuffler definition as follows:

Definition 5.7. (Secure Shuffler) A shuffler S is secure against a threat model
A if it guarantees anonymity and correctness against A.

Sender disruption resistance

Even if we have a formal secure shuffler definition, additional security definitions
can address other practical issues not covered by the intuitive definition.

Several ML works studied the resilience of distributed training protocols to
malicious behaviors [CSX17,AAL18]. These works conceive protocols that succeed
even in the presence of malicious or faulty agents. Protocol disruption is also
possible in secure shuffling and is critical when thousands or millions of senders
are involved. Controlling the honesty of millions of senders is too complex, so a
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form of disruption resistance is necessary. We propose the following definition
regarding the resistance to malicious senders:

Definition 5.8. (Sender disruption resistance) A shuffler S is resistant to
sender disruption if malicious senders cannot force protocol abortion by
sending ill-formed data or not sending data.

This property provides tolerance to drop-outs (i.e., the disconnections of senders
before the protocol completion), which drew much attention in the secure ag-
gregation literature [BBG'20,SBR22,BGL*22]. Secure aggregation protocols such
as [BBG'20,BGL"22] only tolerate a fixed number of drop-outs, while sender
disruption-resistant shufflers tolerate an unbounded number of drop-outs. Sender
disruption resistance is stronger than drop-out tolerance since it also covers the
reception of ill-formed data.

Definition 5.8 does not limit the number of malicious senders: a disruption-
resistant shuffler can always produce an output. However, publishing the output
is not desirable if the output size is too small to guarantee satisfying anonymity.
Section 5.6.5 further discusses this issue.

Finally, Definition 5.8 specifies that the disruption can only be caused by missing
or ill-formed messages to exclude Distributed Denial-of-Service (DDoS) attacks
(i.e., flooding a server with a massive amount of requests to make it unavailable).
These attacks (or any other network-level attack) are not specific to shufflers and
can be mitigated using network security techniques [MRO4].

Server disruption resistance

Finally, we can consider server disruption resistance:

Definition 5.9. (Server disruption resistance) A shuffler S = (P, M) is
resistant to server disruption if a malicious shuffling server (i.e., involved
in M) cannot force protocol abortion by sending ill-formed data or not sending
data.

This property is called “robustness” in MPC protocols [APY20]. One may see it
as an extra property because the number of servers is small enough to maintain
a blocklist of untrustworthy servers. As for sender disruption resistance, server
disruption resistance brings resilience to drop-outs.

In summary, (sender or server) disruption resistance is not necessary to define a
secure shuffler but preferable for real-world applications.

5.2.3 De-anonymization attacks against secure shufflers

This subsection provides a taxonomy of de-anonymization attacks and discusses
mitigation.
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Intersection attacks

These attacks [WSF13,DS05] rely on the statistical analysis that can be made
from several shuffle outputs to de-anonymize messages. Indeed, if a data owner
participates in k shuffles, computing the intersection of the round results might
leak some information about this data owner. These attacks against shufflers are
specific to the use case and the data being shuffled. For example, the intersection
attack is useless if the shuffled messages are secret shares, as in |[IK0OS06] protocol,
but the intersection may de-anonymize the messages if we shuffle cleartext data.

[WSF13] propose a generic Buddy system compliant with any anonymization
system to mitigate these attacks. The general idea is to ensure a large set
of possible senders for a given message stream, so the intersection of multiple
shuffles cannot lead to a de-anonymization. No result is available regarding
the scalability of this generic mitigation technique for applications to privacy-
preserving computations.

Trickle and flooding attacks

[SDS02] describe two general attacks (grouped under the term “blending attacks”):
trickle attacks and flooding attacks.

Their idea is to force the shuffle output only to contain one honest message. The
attacker can then easily infer the source of this communication. In trickle attacks,
the adversary censors messages from everyone but one user. In flooding attacks,
the adversary uses colluding malicious data owner to “flood” the batch with
malicious messages and one honest message.

The trickle attack is only possible on a system insecure against censorship (i.e.,
with no correctness guarantee as defined in Section 5.2). The flooding attack is
only possible if a malicious server colludes with data owners and can be mitigated
using an authentication scheme, so a single malicious user cannot flood a batch
alone. Some secure shufflers (e.g., mix nets) must use anonymous authentication
systems [CMZ14] to mitigate these attacks.

Traffic analysis attacks

These attacks [MDO5,SEV*15,AYR15] have been extensively documented for mix
networks: a global adversary (e.g., a state agency) observes the packet transmission
between the agents to trace the path of the messages. From the beginning,
anonymization networks such as Tor were presented as possibly insecure against
global attackers.

However, we can describe two simple countermeasures to mitigate these attacks.
First, we can distribute the agents in several countries. This practice decreases the
chance of having a global adversary able to observe all agents. Second, increasing
the traffic makes message tracing harder.
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Only mix networks is sensitive to this attack, while other secure shufflers are
secure by design.

Shuffler-specific attacks

The previous paragraphs cover the main attacks affecting all secure shufflers.
However, new secure solutions often bring new attack vectors, specific to the
proposed technique.

For example, mix nets are sensitive to replay attacks (i.e., retransmitting a message
received during a previous shuffle to infer its sender using the intersection of the
shuffle outputs).

On the other hand, TEE-based solutions can be sensitive to side-channel attacks
(i.e., attacks exploiting leakage from the protocol implementation, but not the
protocol itself) in which the memory access patterns help de-anonymize a shuffle
of some constructions [SJG22].

5.3 Comparison of the existing secure shufflers

This section identifies and compares 26 existing protocols implementing a secure
shuffler. We distinguish six categories of secure shufflers (based on design similari-
ties): mix networks, verifiable shufflers, DC nets, MPC-based shufflers, TEE-based
shufflers, and other shufflers. We summarize the comparison in Tables 5.10 and
5.11, which respectively analyze scalability and security.

5.3.1 Methodology

We adopted two approaches to identify relevant works able to implement a se-
cure shuffler. First, we performed a survey on Google Scholar using different
combinations of keyword including “secure shuffle,” “anonymous broadcaster,”
“verifiable shuffler,” “mix network,” “anonymous communications,” “shuffle differ-
ential privacy,” and “secret shuffle” This first step provided a preliminary list of
secure shufflers. Second, we used Google Scholar to find additional secure shufflers
in papers that cited these constructions. This second step enables to identify
follow-up works that may propose more unconventional solutions to securely
shuffle. For example, [BBG'20] introduced a secure-aggregation-based shuffler,
while the main focus of their paper is secure aggregation.

To classify a work as relevant, we need the proposed protocol to at least provide
a form a sender anonymity (as defined in Section 5.2.2). This requirement is
satisfied by many secure protocols from anonymous communications to MPC-
based shuffling. Thus, our surveying process required examining works from
various security topics including anonymous communications, secure enclaves, and
electronic voting. Through this process, we identified 26 secure shufflers that we
have grouped into 6 categories based on their design similarities.
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Technique Per- Per-Sender | Per-Server Per-Server M
Sender comp. comm. comp.
comm.
Trusted shuffler O(1) o(1) O(n) O(n) 1
Mix networks (k = path length)
Fixed-route O(1) O(k) O(n) O(n) >1
[Cha81,DDM03,FM02]
Free-route 0(1) O(k) O(nk/M) O(nk/M) >1
[Cha81,DMS04,CAB*15]
Advanced O(1) O(k) O(nk/M) O(nk/M) >1
[CDJ*17 ,PHE"17]
Trellis [LSD23] 0(1) O(k) O(nk/M) O(nk/M) >1
TORaaS |[HMPS14] 0o(1) O(k) O(n) O(n) 1
Verifiable shufflers
Classic O(M) 0(1) OMyn +| O(nlogn +| >1
[FSO1,Nef01,BG12] Mn) Mn + My/n)
Riffle [KLDF16] 0o(1) O(M) O(n) O(n) > 2
Atom  [KCDF171/ (k:| O(k) 0(1) On - a +| O(aloga) >1
group size, a = 1) kv/n - )
Lattice-based [ABGS23] | O(M) o(1) O(Mn) O(Mn) > 1
DC networks
Dissent [CF10] O(Mn) O(Mn) O(n?+nM) | O(Mn) > 1
Riposte [CBM15] O(y/n) O(y/n) O(ny/n) O(n?) 3
Spectrum |[NSD22] O(logn) | O(logn) O(nlogn) O(n?) 2
Sabre [VSH22] O(logn) | O(logn) O(nlogn) O(n?) 3
MPC-based shufllers
AsynchroMix |[LYK*19]| | O(M) O(M) OM -n -|OM - n -| >4
log®n) log®n)
PowerMix |[LYK"19] O(M) O(M) O(n?) O(n?) >4
Blinder |[APY20] O(M+/n) | O(M+/n) O(n/n) O(n?) >5
Clarion [EB22] O(M) O(M) O(Mn) O(Mn) >3
RPM [LK23] O(M) O(M) O(Mny/n) | O(Mn?) >3
Ruffle [AKK*23] O(M) O(M) O(Mn) O(Mn) =3
TEE-based shufflers
Prochlo [BEM"17] 0(1) o(1) O(n) O(n) 1
ORShuffle [SJG22] O(1) O(1) O(n) O(nlog?n) 1
Butterfly Shuffle | O(1) o(1) O(n O(nlogn) 1
[GWC*23]
DBucket |[NDCP24] O(1) o(1) O(n) O(nlogn) 1
Other shufflers
Rumor-based [FK0*17] | O(a-n) | O(a-n) O(a-n) O(a-n) >1
(o« = node degree)
NIDAR [BHMS21] O(1) o(1) O(n) O(n'*1/2) 1
Sec.-Agg.-based O(log*>n+ | O(nlog®n) | O(n?logn) O(n? -log® n) 1
[BBG*20] nlogn)

General notations: n = number of messages, M = number of shuffling servers.
Simplifications: Message size is O(1). Security parameter A is O(1). Setup costs not included.

Table 5.10 / Scalability comparison of the secure shuffling solutions
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Technique M | Anonymous vs. Disruption Correct
..malicious servers resistance
Sender ‘ Server
Mix networks (k = path length)
Fixed-route >1 | M-1 v X X
[Cha81,DDM03,FM02]
Free-route > 1 | k—1 per path v v X
[Cha81,DMS04,CAB*15]
Advanced > 1 | k—1 per path v v X
[CDJ*17,PHE"17]
Trellis |[L.SD23] >1| f% v v v
TORaaS [HMPS14] 1 k — 1 per path v v X
Verifiable shufflers
Classic >1 | M-1 v v v
[FS01,Nef01,BG12]
Riffle [KLDF16] >2 | M—2 X X v
Atom  |[KCDF17]  (k:| > 1 | k— 1 per group v v v
group size, a = %)
Lattice-based [ABGS23] >1 | M-1 v v v
DC networks
Dissent [CF10] >1 | M-1 X X X
Riposte [CBM15] 3 1 out of 3 servers v X X
Spectrum | [NSD22] 2 M -1 v X v
Sabre [NSD22] 3 M-1 v X v
MPC-based shufflers
AsynchroMix [LYK*19] >4 | t<M/3 v X v
PowerMix [LYK*19] >4 | t<M/3 v X v
Blinder [APY20] >5 | t< M/4 v v v
Clarion [EB22] >3 | M—-1 v X X
RPM [LK23] >3 | t<M/2 v v v
Ruffle [AKK*23] =3 | t<M/2 v v v
TEE-based shufflers
Prochlo [BEM"17] 1 1 v X v
ORShuffle [SJG22] 1 1 v X v
Butterfly Shuffle 1 1 v X v
[GWC*23]
DBucket [NDCP24] 1 1 v X v
Other shufflers
Rumor-based [FK0*17] >1 | t, malicious agents | v v v
(a = node degree) out of N + M
NIDAR [BHMS21] 1 X X X
Secure-Aggregation- 1 X X v
based [BBG"20]

General notations: n = number of messages, M = number of shuffling servers.

Table 5.11 / Security comparison of the secure shuffling solutions
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Complexity analysis To compare the scalability of the techniques, we system-
atically present communication and computation costs for both the servers and
the data owners. In Table 5.10, the “per-sender” costs correspond to the (data
owner) cost for one message sent. The “per-server” costs correspond to the cost
paid by each server to shuffle the whole batch of n messages. We emphasize the
scalability in the number of messages n and the number of servers M.

We make a few simplifying assumptions. First, we assume the message size L to
be O(1), but Section 5.3.8 analyses the scalability with the message size. Second,
we assume that any security parameter A is O(1); this parameter is present in
cryptographic schemes to tune their security (i.e., larger implies more secure).
Third, the cost of the protocol setup is not part of the complexity analysis, because
it is usually a one-time process.

Security analysis For each technique, we systematically identify which security
properties are satisfied: anonymity, correctness, sender disruption resistance, and
server disruption resistance.

As motivated in Section 5.2, analysing a protocol anonymity is complex, so we
focus three distinguishing criteria: threat model, anonymity distribution, and
de-anonymization attacks. Table 5.11 has no dedicated column for anonymity
distribution and de-anonymization attacks because these “degrading factors” only
concern a few solutions. The full version of this chapter [DHPR25c] contains a
more complete version of Table 5.11 which highlights other specificities of the listed
solutions such as non-uniform distribution or known de-anonymization attacks.
We cannot include this more complete version due to space issues.

Contrary to anonymity, correctness and disruption resistance are binary proper-
ties that are either present or absent (represented by check and cross marks in
Table 5.11).

5.3.2 Mix networks (mix nets)

Mix networks are a well-known anonymization technique thanks to Tor [DMS04]

(a popular mix network used notably by activists and journalists for anonymous
Web browsing). The main idea of mix networks [Cha81] is to make a packet
transit through several relay nodes before reaching its destination. The packets
are “onion-encrypted”: one layer of encryption is added for each relay in the path.
Upon receiving the packet, each relay node removes one layer of encryption and
forwards the decrypted payload to the next relay. This mixing process prevents
the relay nodes from linking the sender to the receiver. For secure shuffling, all
the messages are sent to the same agent (i.e., the analyzer or a public bulletin).

This anonymization technique is lightweight (k public-key encryptions for a k-
node path) and adds a small amount of latency due to the relays. We distinguish
free-route networks (Fig. 5.12b) where the sender freely chooses the path from
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Figure 5.12 / Mix networks

fixed-route networks (Fig. 5.12a) where the path is pre-defined. In the latter, the
number of relays usually equals the number of servers.

Remark about semi-trusted shuffler. Some papers, such as [HAVK22], use a
semi-trusted shuffler that acts as a proxy. A mix network being a proxy chain,
the semi-trusted shuffler is a 1-node mix network with a non-colluding receiver.

We compare five types of mix networks: fixed-route, free-route, advanced, Trellis,
and TORaaS.

Scalability

Mix networks are highly scalable because they require only lightweight encryption
and decryption. Some of them can even balance the load across the servers. The
sender cost is affordable even with resource-constrained devices. Finally, the
popularity of Tor is a concrete proof that it works at scale.

Security

Mix networks are anonymous as long as at least one server per relay path is honest.
They suffer from two types of de-anonymization attacks based on their design:
traffic analysis attacks (i.e., a global adversary observing to trace packets path)
and replay attacks (i.e., a node forwarding twice the same packet and observing
which message appears twice in the shuffle output). While some mix nets resist
traffic analysis attacks, replay attacks are a general problem that can be mitigated
using an anonymous authentication system.

Mix networks (except Trellis) guarantee no correctness because any relay node can
drop packets (and then censor some of the senders). However, they have sender
disruption resistance.

Noticeable solution: Tor as a Shuffler (TORaaS)

Let us analyze a deployed secure shuffler that was never formally introduced in
literature but implicitly present in some papers: TORaa$S (i.e., shuffling through
the Tor anonymization network). In TORaaS, we use the existing Tor network
instead of deploying a new mix network dedicated to the shuffling task. The
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shuffler traffic is mixed with all Tor traffic. The practitioner only needs to deploy
a Web server accessible via Tor.

We distinguished this solution from other free-route mix networks because Tor
has some specific and well-documented flaws which are important to discuss. This
solution is so simple and attractive that it must be analyzed independently so a
reader can choose it safely.

While this solution is attractive due to its simplicity, practitioners should carefully
consider the possibility of de-anonymization attacks [AYR15]. Even though there
exists mitigation techniques, Tor is still particularly sensitive to such attacks as it
is a free-route mix network.

5.3.3 Dining Cryptographers networks (DC nets)

These secure shufflers take inspiration from the Dining Cryptographers problem
[Cha88,GJ04]. This anonymity problem is named after a scenario where three
cryptographers are dining together and learn that their meal has been paid for,
but they want to know whether one of them paid or if it was the NSA; without
revealing who paid if it was one of them.

The solution proposed by [Cha88] is to exchange complementary binary masks
between the participants (as represented in Fig. 5.13). Then, each participant
publishes a masked value. Once aggregated, the masked values reveal the anony-
mous bit of information. This masking trick was reused as a foundation for several
anonymous protocols referred to as “DC nets”. Most anonymization systems based
on DC nets complement DC nets with other cryptographic solutions to combine
scalability and security. Recently, [STSP23] wrote a survey focused on DC nets.

We identified four major DC nets: Dissent [WCFJ12], Riposte [CBM15], Spectrum
[NSD22], and Sabre [VSH22].

Scalability

Until 2012 [WCFJ12], DC nets had been considered a purely theoretical construc-
tion compared to the highly scalable mix networks. Dissent [WCFJ12] marked a
turning point because practical applications could be imagined, but scalability
was still very limited. Recent solutions, such as Riposte [CBM15] and Spectrum
[NSD22], are the first scalable DC nets. Riposte was the first anonymous broad-
caster able to shuffle 1M messages within a few hours. It is not as scalable as mix
networks but requires fewer servers (i.e., 2 or 3).

Security

DC nets were initially proposed to offer theoretically proven anonymity. Dissent
is the only surveyed technique hiding the size and number of sent messages by
each user. This leakage avoidance (and its cost) is discussed in Section 5.6.1.
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Figure 5.13 / Dining Cryptographers problem

Each DC net has a rather unique architecture, so they do not share many common
points, except their foundation: the DC problem. For simplicity, we only highlight
the properties of the state-of-the-art method: Spectrum [NSD22]. It is most
optimized for two servers and is anonymous against one malicious server. There
are no known de-anonymization attacks specific to Spectrum (or DC nets in
general). Spectrum has correctness and is resistant to sender disruption only.

5.3.4 Verifiable shufflers

Verifiable shufflers are also called verifiable mix nets because they can be repre-
sented as fixed-route mix networks (see Fig. 5.12a) where each node must prove
it performed a shuffle. Verifiable shufflers are a line of work distinct from mix
networks because they focus on the shuffle proof more than on the network ar-
chitecture. For example, the encryption schemes and the applications are very
different. Verifiable shufflers are usually small networks of mix nodes performing
expensive computations (i.e., proofs and verifications).

For each shuffle, a mix node produces a Zero-Knowledge Proof (ZKP), proving
the correctness of the shuffle. Before the shuffle, the mix node commits to a
secret random permutation and the proof shows that this random permutation
was respected. Verifiable shufflers batch the incoming messages before applying
the permutation. This batching protects against traffic analysis attacks.

For more details about verifiable shufflers, we recommend the survey paper of
[HM20] .

We identify four major verifiable shufflers in the literature: Classic verifiable
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shufflers [BG12], Riffle [KLDF16], Atom [KCDF17], lattice-based verifiable shuffle
[ABGS23].

We use [BG12] as reference for classic verifiable shuffling, but some recent works
[HPP20,FLSZ17] have described various optimizations such as homomorphic
proofs [HPP20] (making the verification cost constant in the number of nodes in
the network).

Recently, [BBG23] used verifiable shufflers to build an “alternating shuffler.”
Their protocol splits the messages to shuffle into several subsets and shuffie them
independently. An alternating shuffler outputs a permutation that is imperfect,
but good enough to provide DP guarantees.

Scalability

The classic verifiable shufflers [BG12] have some scalability bottlenecks (i.e., cannot
scale above tens of thousands of messages), but it does not prevent concrete use
cases. However, the most recent adaptations of verifiable shufflers to anonymous
communications, namely Riffle [KLDF16] and Atom [KCDF17], do not have this
scalability issue. For example, Atom can shuffle a million message in less than an
hour.

Security

They are anonymous as long as one of the servers is honest. Thanks to the ZKP,
correctness is guaranteed contrary to mix networks. Only Riffle is not resistant to
sender disruption, while Atom is the only verifiable shuffler with server disruption
resistance. No de-anonymization attack specific to verifiable shufflers is known.

5.3.5 MPC-based shufflers

An MPC-based shuffler is a group of M servers that securely collaborate to output
shuffled messages. The data owners, willing to anonymously broadcast a message,
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send a share of their secret message to each server. The servers then use an MPC
protocol to obtain the shuffled messages.

We identified six major MPC-based shufflers in the literature: AsynchroMix
[LYK'19], PowerMix [LYK*19], Blinder [APY20], Clarion [EB22], RPM [LK23],
and Ruffle [AKK*23].

Some of these shufflers (e.g., Clarion) are built upon generic “secret-shared shuffle
protocols.” This generic building block could be further optimized thanks to recent
advances [CGP20,GZZ24,SYB*24].

Scalability

PowerMix and AsynchroMix hit their scaling limits at a few thousand messages.
However, the most recent solutions (Blinder, RPM, Clarion, and Ruffle) can scale
up to millions of shuffled messages (at a time). Blinder even leverages GPUs to
speed up the process.

Security

All these techniques (except Clarion) share similar security properties: anony-
mous if there is a majority of honest servers, correctness, and sender disruption
resistance. Blinder even has server disruption resistance. On the other hand,
Clarion only has sender disruption resistance (i.e., no correctness and no server
disruption resistance), but it is anonymous against M — 1 malicious servers. No
de-anonymization attack specific to these solutions has been yet described.

5.3.6 TEE-based shufflers

[BEM*17] introduced the first TEE-based secure shuffler. The only step to conceive
a TEE-based secure shuffler is to provide a shuffle code executable on the chosen
architecture (e.g., Intel SGX [Int15]). Shuffling requires simple operations,
but the implementation must be oblivious: the server owner should not be able
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to infer information about the data based on the memory access patterns. In
other words, TEE-based shufflers behave as a proxy in a secure environment that
guarantees data confidentiality. We identified four TEE-based secure shuffiers:
Prochlo [BEM"17], ORShuffle [SJG22], the Butterfly Oblivious Shuffle [GWC*23],
and DBucket [NDCP24].

Scalability

Prochlo uses a “stash shuffle” with an asymptotic cost equivalent to a trusted
shuffler (e.g., O(n) computations and communications for the server, and O(1)
for the sender). ORShuffle achieves a server cost of O(nlog®n), and the Butterfly
Shuffle and DBucket O(nlogn).

Security

TEE is satisfying as long as the user fully understands the implications of the
trust assumption made. Section 5.6.6 discusses the strength of this assumption.

Moreover, flawed TEE implementations can be sensitive to side-channel attacks.
For example, [SJG22] highlighted that Prochlo is sensitive to some recent attacks.

In the absence of side-channel attacks, TEE-based shufflers are anonymous against
a malicious server. They satisfy shuffle correctness and sender disruption resistance.
However, there is no server disruption resistance since the server owner can
disconnect the server to disrupt the shuffle.

5.3.7 Other shufflers

Finally, we identified three other secure shuffiers that do not fit in any of the
previous categories: rumor-based shuffler [FK0*17], NIDAR (Non-Interactive
Differentially Anonymous Router) [BHMS21], and secure-aggregation-based shuffler
[BBG*20].
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Technique Per-Sender Per-Server
Comm. Computations | Comm. Computations
Classic. verif. shufflers, | C - O(L) C-O(L?) C-0O(L) C-O(L?)
Atom
Riposte, Spectrum, | C +|C+0(L) C+0O(nL) | C-O(L)
Sabre O(ML)
Sec.-Agg.-based C+0(nL) | C +|C +1|C +
O(nLlogn) O(n?L) O(n?Llogn)
Rest of the shufflers | C- O(L) ‘

Notations: L is the message size, C is the “original cost” of the technique (see Table 5.10).

Table 5.17 / Scaling of the surveyed techniques with the message size

Both rumor-based and secure-aggregation-based solutions are present in this
survey for completeness. They are not practical and offer no scalability or security
improvements compared to the rest of the secure shufflers surveyed in this chapter.

NIDAR is particularly interesting because it is a single server solution (based on
a cryptographic primitive called “Functional Encryption”) that does not require a
secure enclave. Its scalability and security are imperfect, but it opens this direction
with promising first results, especially its DP-inspired relaxation of anonymity
definition. The main weaknesses of NIDAR are the lack of sender disruption
resistance and the need for a trusted setup.

5.3.8 Scalability with the message size

This last comparison subsection studies the scalability of the techniques with the
message size because message sizes can vary significantly in privacy-preserving
computations: from small integers to large vectors of floating-point numbers. Most
techniques have a linear dependency on the message size, but a few have different
relationships.

The comparison is summarized in Table 5.17. We denote the original cost of a
given technique as C. Hence, a cost of C - O(L) means all the original costs are
multiplied by O(L).

The computation costs of proof and verification protocols usually correspond to
the number of modular exponentiations needed. Since modular exponentiations
have a cubic cost, it induces a O(L?) dependency in classic verifiable shufflers
[BG12] and Atom [KCDF17].

All the DC-nets have a linear dependency on the message size. For Riposte,
Spectrum, and Sabre, an additive term (linear in the message size) appears
because of a cryptographic primitive they use (i.e., Function Secret Sharing
[GI14]). All the TEE-based and MPC-based shufflers have a linear dependency
on the message size. Among the other shufflers, only secure-aggregation-based
shufflers have a non-linear dependency on message size.
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5.4 Applications to privacy-preserving computations

5.4.1 Basic shuffling-based aggregation

[IK0S06] introduced the first shuffling-based private computation. In particular,
they presented a shuffling-based protocol to aggregate private values. Their work
is the seminal work that inspired most recent works on shuffling-based private
computations [BBGN19a,WDS*25].

The protocol begins with each data owner splitting their private value into several
additive shares of the private value. The shares are individually sent (i.e., one
message per share) to a secure shuffler that publishes its shuffling output. One can
sum all the shuffied shares to obtain the exact sum of the initial private values.

[IK0S06] showed that each data owner only needs to send a logarithmic number
of shares in order to have shares indistinguishable from perfect randomness. To
reconstruct the input secret values based on the shuffled random shares, an
adversary would need to compute an exponential number of share combinations.
The shuffling combined with the share randomization then guarantees that an
attacker cannot realistically harm the input privacy, but allows to efficiently
perform a data aggregation while preserving input privacy.

5.4.2 Private statistics

Following the first anonymous communication systems, follow-up works [BS06]
[DWA*23,GHJ*20,HMPS14] have built systems based on message anonymization
to compute private aggregate statistics (e.g., mean). As detailed in Section 5.2,
the sender anonymization layer used in these work can be seen as a shuffier. This
equivalence between message anonymization and shuffling is common in Differential
Privacy where papers alternatively use “anonymous messages” [GGK*21,GMPV20]
and “shuffled messages” [EFM*20].

On the one hand, some systems [BS06,HMPS14] relied on shuffler to anonymize the
message sender. For example, [BSO6] built a privacy-preserving data collection
system based on such message anonymization. In their system, each data owner
sends their private data to the shuffler and the shuffier outputs a set of “anonymous”
messages. This approach provides a weak privacy preservation as it does not
mitigate any privacy leakage caused by the message content.

On the other hand, other works [DWA*23,GHJ*20] built inspired by [IK0SO06]:
they require each data owner to generate secret shares and to send these shares to
the shuffler. In [IKOS06], the secret sharing will prevent the secret reconstruction.
Thus, these works provided stronger privacy guarantees than [BS06,HMPS14]
because they mitigate any privacy leakage from individual messages; only the
aggregated result is revealed.
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5.4.3 Differentially Private computations

While private statistics systems such as [DWA*23,GHJ*20] already provide strong
privacy guarantees, works in DP propose an even stronger privacy amplification
mitigating privacy leakage both from the shuffled messages and from the aggregated
output.

This DP framework based on shuffler is called “the shuffle DP model” [GKMP20]
and consists of two randomized algorithms (see Fig. 5.18):

e A local randomizer R : X — Y
e A shuffler §: V* — Y* that randomly permute its inputs.

The protocol P = SoR is (g, 0)-shuffle differentially private if S(R(xy) ... R(z,))
is (e, 0)-differentially private. The output S(R(x1)...R(x,)) can then be used
by any analyzer A : Y* — Z to provide a differentially private result (e.g., a
histogram or a sum).

Several papers [BBGN19b,CCG24 ,EFM*19,FMT23] showed that the shuffling induces
a privacy amplification because it requires less noise than local DP to offer
comparable privacy guarantees. The privacy-accuracy trade-off of Shuffle DP
approaches the trade-off of Central DP without requiring a trusted party. This
good trade-off without a trusted party assumption often motivates the use of
shuffle DP in privacy-preserving computations. For an extensive overview on
the benefits of Shuffle DP compared to local and central DP, we refer to Cheu
[Che21].

While shuffle DP is usable for any statistical computation, it provides a privacy-
utility close to central DP mostly for sum operations. The first shuffle DP papers
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focused on private summation [BBGN19a,BBGN20,GGK*20], but recent works de-
scribed more complex statistical operations: private quantiles [ABG*25], private
uniformity testing [BCIJM21,Che21], private histograms [BC20,BGG'22,WDS*25]
and other related computations [GGK*21,LWY22,HAVK22].

5.4.4 Federated Learning

As explained in Section 3.3, Federated Learning protocols can rely on secure
aggregation to prevent leakage information leakage. We can implement shuffling-
based secure aggregation in two manners. On the one hand, we can perform
an “exact” secure aggregation using the protocol proposed by [IK0S06]. On the
other hand, we can perform a “differentially private” secure aggregation using the
DP summation mentioned in Section 5.4.3. Several FL papers have recently used
this shuffle-DP aggregation [GDD*21,LCC*21,XZH24].

Following the growing interest in gradient sparsification [SCJ18], the design of
secure sparse aggregations has become interesting to combining privacy with
efficiency. To support such operations, [LWY22] presented a shuffling-based
sparse vector aggregation.

5.4.5 Towards new shuffling-based applications

Previous applications all use secure shufflers to perform a form of private data
aggregation. However, secure shufflers can also find applications in other types of
privacy-preserving protocol.

For example, [WDS*25] recently proposed a shuffling-based taxi-hailing service. In
this application, users willing a taxi can submit their request and location through
a secure shuffler and the secure shuffler will provide DP guarantees on their location
data. More generally, the authors introduced the notion of “private individual
computations:” a broad range of “permutation-equivariant” computations such
as taxi-hailing and information retrieval. In such protocols, each user receives
a personalized service/output, while secure shufflers amplify the privacy. Thus,
their work opened the way to new applications of secure shufflers.

Another recent example is the shuffling-based private information retrieval de-
scribed by [GIK'24].

5.4.6 Applications unrelated to privacy-preserving computations

Our survey focuses specifically on application to privacy-preserving computations
as they are the protocols that revived the interest in secure shufflers. However,
there exist other “historical” applications that we do not survey: web anonymiza-
tion [DMS04], anonymous messaging [SG23], electronic voting [NefO01], and
blockchain operations [RMK14].
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5.5 How to choose a secure shuffler?

Our survey presents a wide range of possible shuffiers, but there is no absolute
best choice. The goal of this section is to guide ML/DP researchers in choosing a
secure shuffler for each use case. We first present the guidelines and then apply to
three concrete use cases.

Scalability trilemma: shuffle time, message size, and number of messages. In
theory, any shuffler can shuffle numerous large messages, but it may take ages.
In these guidelines, we simplify this time-size-number trade-off and focus on the
number and size of the messages. Implicitly, we consider a secure shuffler suitable
if it can shuffle the messages within a few hours. This assumption is in line
with the security literature, which rarely provides experimental results of shuffles
exceeding 12 hours, such long shuffle times are usually associated with unsuccessful
methods.

5.5.1 Guidelines

As guidelines, we propose a list of eight simple questions. These guidelines are
more a “rule of thumb” than a formal method, but they should help quickly
identify one or several suitable solutions for a use case. The practitioner must refer
to Tables 5.10, 5.11, and 5.17 to filter the shufflers based on their answers. This
subsection presents the guideline questions one by one, explains their meaning
and the kind of expected answer.

Question 1: How many messages are sent during one shuffling round?
Possible answers: Less than 1K, Less than 100K, Less than 1M, More than 1M.

Meaning: Two factors influence the number of messages: the number of data
owners, and the private computation task. First, the influence of the number of
data owners is straightforward. Second, the type of private computation tasks
may produce more or less private messages to shuffle: in gradient aggregation
for FL, each message contains a whole gradient, while in histogram-making, each
item might be shuffled independently

Rule of thumb Since the asymptotic costs reported in Table 5.10 are hard to
relate to a concrete number of messages, we propose a rule of thumb to link the
asymptotic costs to a number of shuffled messages within a few hours. We propose
four thresholds to categorize the techniques based on their scalability with the
number of messages. These thresholds are inspired by the observations of the
experimental results reported in the surveyed papers.

With less than 1K messages, we can use any technique. With less than 100K
messages (but more than 1K), we must avoid all techniques with a server cost
above O(n?). For example, PowerMix must be avoided (AsynchroMix being tightly
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related to it must also be avoided). With less than 1M messages (but more than
100K), we must avoid all techniques with a server cost above O(nlogn). For
example, Spectrum is no longer suitable. Note that Blinder is an exception that
can leverage GPU computations to scale to millions of messages. For more than
1M messages, we recommend using only linear (or sublinear) techniques in n. For
example, Trellis scales to dozens of millions using load balancing.

Question 2: How large are the messages?
Possible answers: Less than 1KB, few KBs, few MBs, More than 10 MBs.

Meaning: The main factor influencing the message size is the private computation
task because it defines the content of the messages. For example, in gradient
aggregation, gradients can produce large messages, while histogram-making re-
quires small messages if we shuffle the items independently (i.e., one item = one
message).

Rule of thumb Similarly to the previous guideline question, we propose a rule
of thumb to simplify the interpretation of the asymptotic costs. We propose four
thresholds to compare the scalability with the message size (refer to Table 5.17
complexity comparison). With less than 1KB per message, any technique should
be suitable. With few KBs per message, we should avoid techniques that are
polynomial in the message size (e.g., classic verifiable shufflers). With few MBs
per message, we should use techniques scaling linearly with the message size and
with a sub-quadratic scaling with the number of messages. For example, this rule
filters out PowerMix. For more than a few MBs per message, one will need to
look among the very few techniques compatible with activities such as anonymous
whistleblowing requiring large message exchanges (e.g., Riffle).

Questions 3: Are the data owners resource-constrained?
Possible answers: Very constrained, Slightly constrained, or no.

Meaning: If the answer to this question is “very constrained” (e.g., for smart-
phones), one should avoid all solutions with a sender cost dependent on n. For
example, Blinder and Spectrum would be filtered out due to their sender costs. If
the answer is “slightly constrained”, one should avoid all solutions with a sender
cost with a dependency more than logarithmic on n. For example, Blinder has
a square-root dependency and would be filtered out, while Spectrum has a cost
logarithmic in n, which is acceptable in this case.

Questions 4: Is there a trusted third party?

Possible answers: Yes or No.

Meaning: In some protocols, a trusted third party (e.g., a public institution)
might be needed for setup or public key exchanges. A trusted third party has an
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auxiliary role in the protocol, which induces costs (e.g., performing an occasional
trusted setup). If there is no trusted third party, one cannot use all the methods
with “trusted setup” as an additional assumption in Table 5.11. For example,
NIDAR must be avoided.

Questions 5: How many independent/non-colluding servers are avail-
able?

Possible answers: Any positive integer.

Meaning: This question is critical to define the threat model (see Table 5.11).
For example, if only two servers are available, it is impossible to securely deploy
techniques such as Blinder, which requires at least five independent servers to be
secure. We call “independent servers”, servers controlled by independent entities
(e.g., two different research institutions). While ML researchers can own multiple
physical servers, they are not independent (because they represent “colluding”
servers sharing their information).

To filter the techniques, we need to keep all techniques whose constraint on M
(see Table 5.11) fits your answer. For example, if the answer is 2 (i.e., M = 2),
one cannot use any MPC-based solutions but can use Spectrum. Moreover, if the
involved entities accept it, one can use a technique requiring less than two servers
(e.g., TEE); one entity accepting to delegate the shuffling work.

Questions 6: Do you need a correctness guarantee?
Possible answers: Yes or No.

Meaning: Section 5.2 defines the notion of correctness and presents its importance
in secure shuffling. It can be mandatory for some applications such as DP, so this
question only aims to filter based on the presence of this property (see Table 5.11).

Questions 7: Are the data owners and/or the servers trusted for avail-
ability?

Possible answers: Yes or No (x2).

Meaning: Similarly to the previous question, this question focus on a security
property defined in Section 5.2: disruption resistance. If a data owner (resp.
server) is untrusted for availability, it can disconnect at anytime (i.e., disrupting
the protocol). If there is no trust for availability, only the solutions with sender
(resp. server) disruption resistance must be kept.

It is usual in security to trust servers for availability even if they are untrusted
for data privacy. As motivated in Section 5.2, sender disruption resistance is
particularly mandatory when the number of data owners grows since it becomes
hard to assume that all will remain available.
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Questions 8: Do you have some application-specific requirements?

Possible answers: None, auditability, GPU availability, etc.

5.5.2 Examples

To better explain how to use these guidelines, we propose three example ap-
plications for which we choose a secure shuffler. For each example, we give a
brief presentation, the answers to the guideline questions, and the secure shuffler
choice. For the sake of simplicity, we detail only for the first example how all the
unsuitable techniques are filtered out by the guideline questions.

Each use case results into a different choice, and one even has no suitable solution.
This observation confirms no universally perfect secure shuffier exists, and gaps
remain in the literature.

Medical surveys

A group of hospitals wants to deploy a privacy-preserving surveying system.
Each hospital agreed to deploy a shuffling server. The data owners (i.e., survey
participants) answer the surveys on their mobile phones and submit their answers
through the shuffler. We suppose the practitioner wants to use shuffling-based
data [IK0SO06] aggregation to preserve privacy.

Answers to the guideline questions: (1) There are at most 10K messages (i.e.,
n = 10K) per shuffle. Indirectly, we assume that it is unlikely to have millions
of responses to a single medical survey. (2) A user message is a survey response
with less than 1 KB. (3) Very constrained: the device remains online for a short
period of time. Concretely, the submission should be completed a few seconds
after the user presses the “submit” button. (4) Yes: national health agency. (5)
There are 12 hospitals involved (i.e., M = 12). (6) We want correctness to ensure
the correctness of the medical study. (7) Data owners not trusted for availability.
Servers trusted for availability. (8) Specific requirements: auditability, and no
hardware investment.

Secure shuffler choice. Mix networks are avoided because they do not guarantee
correctness (Question 6). Atom and Riffle are not resistant to sender disruption
(Question 7) All DC nets require a sender cost dependent on n (Question 3).
AsynchroMix and PowerMix cannot handle so many data owners (Question 1).
Blinder requires too much computation and communication on the sender side
(Question 3). Clarion has no correctness guarantee (Question 6). Rumor-based
shuffle requires too much computation and communication on the sender side
(Question 3). NIDAR and secure-aggregation-based shufflers have no correctness
guarantee (Question 6).

We end up with classic verifiable shufflers and TEE. We argue classic verifiable
shufflers are the adequate solution for this use case because they can be deployed
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instantly without investing in new hardware. It also satisfies the auditability
requirement since the (shuffle) proof transcript can be kept and audited later.

Al-assisted diagnostics

Ten hospitals want to collaborate and use their respective medical data to train a
complex ML model to assist the practitioners in their diagnostics. To train these
models, the hospitals want to use shuffling-based FL. Each hospital agrees to
deploy a shuffling server. Hence, each hospital acts simultaneously as a shuffling
server and a data owner.

Answers to the guideline questions: (1) Less than 1K messages per round: each
data owner sends one gradient per round. (2) Messages are gradients whose size
can reach few MBs. (3) No resource constraint on the data owner side because the
hospitals are the data owners. (4) Yes: health control agency. (5) Ten independent
servers (M = 10). (6) Correctness guarantee wanted. (7) Data owners and servers
trusted for availability. (8) Specific requirement: GPU available.

Secure shuffler choice. All MPC-based shufflers except Clarion (i.e., due to its lack
of correctness) meet the expectation. However, we argue Blinder is the obvious
choice because it outperforms AsynchroMix and PowerMix. Moreover, Blinder
can take advantage of the available GPUs.

Finally, TEE is again an alternative, but the trust assumption must be accepted,
and the hospitals must choose a unique host for the secure enclave.

Smart keyboard application

This last use case was used as motivation in the paper that sparked the interest in
FL [KMRR16]: a Google-like company develops a smartphone keyboard application
and wants to improve the next-word recommendations. Each smartphone locally
trains a model based on the application usage, and a central server securely
aggregates the local models to produce a global recommendation model. We want
a single-server secure shuffler to perform the secure aggregation step because the
company does not want to involved any third party. Google-like services have
millions (or even billions) of users, so the scalability expectations are high.

Answers to the guideline questions: (1) Tens of millions of data owners. (2)
Messages are gradients whose size can reach a few MBs. (3) Very constrained. (4)
No trusted third party. (5) One server available: one company = one independent
server. (6) No correctness guarantee needed. (7) Data owners not trusted for
availability. Server trusted for availability. (8) Specific requirement: the company
does not want to rely on an open-source community such as TOR network due to
the economic interest of the application.

Secure shuffler choice. There is no solution satisfying all the requirements. The
best solutions are TEE-based shufflers, but Prochlo suffers from side-channel
attacks, and DBucket has a non-linear complexity (i.e., O(nlogin)) that could be
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acceptable in practice. However, TEE might be unsatisfactory since it requires
trusting an independent hardware manufacturer.

5.6 Perspectives on the literature

This section introduces several general perspectives on the literature. The subsec-
tions are independent of each other and discuss misconceptions or subtle details
that are often overlooked in the literature. Moreover, these perspectives enable to
identify several promising future works.

5.6.1 Preventing metadata leakage is unnecessary

This chapter focused on the most conventional definition of sender anonymity,
but some works also proposed stronger anonymity notions than Definition 5.5:
referred to as ultimate anonymity [GH13] or perfect anonymity [BKM*13]. This
stronger anonymity forbids the metadata leakage mentioned in Section 5.2: the
size and number of sent messages.

From a theoretical point of view, it combines sender anonymity with a notion
called “unobservability”. Unobservability ensures that the observation of the
traffic leaks absolutely no information. [GH13] show that ultimate anonymity
is inefficient because each sender must generate a large amount of cover traffic
to prevent metadata leakage. Indeed, each sender must send O(n) data to be a
possible sender of the whole batch, even if the sender has small or no data to
send. This result explains why Dissent (the only secure shuffler satisfying ultimate
anonymity) is the least scalable technique.

While leakage sounds like a side effect to avoid at any cost, this metadata leakage
is acceptable in many applications, especially in privacy-preserving computations.

On the one hand, privacy-preserving computations usually involve messages
containing fixed-sized vectors or atomic elements (e.g., floating-point numbers).
Thus, they are all the same size. On the other hand, many privacy-preserving
computations define the number of messages sent by each data owner independently
of their private data. For example, in shuffling-based secure aggregation [IK0S06],
each data owner must send the same number of messages. To sum up, (shuffling-
based) privacy-preserving computations do not require anonymity stronger than
the sender anonymity defined in Section 5.2 because the message metadata is
often fixed and known publicly.

5.6.2 Imperfect shuffling/anonymity can be acceptable

Shuffling-based private computations (including in DP) usually assume a perfect
shuffle (i.e., uniform anonymity distribution as defined in Section 5.2.2). However,
[IK0S06] claimed that only a “sufficient uncertainty” was necessary; i.e., imperfect
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shuffle could be acceptable. Recently, [BBG23] showed that this intuition was
true as their results holding also for an imperfect shuffie.

These results should incentivize DP researchers to build DP algorithms robust to
“slightly imperfect” shuffling and security researcher to build protocols leveraging
this imperfection. Nevertheless, further theoretical work is also necessary to
standardize this notion of imperfect shuffling.

5.6.3 Avoid modifying the shuffler functionality

Even though shuffle DP works agree on the intuitive definition of a shuffler,
there is no consensus regarding the exact capability of a shuffler. Most papers
[CSU"19,Che21] rely on the most basic definition as we do (i.e., the shuffler simply
outputs a permutation), but some papers [YDL*23] complete this functionality
with other simple tasks such as adding unique identifiers to the messages.

We argue that such modifications should be avoided because these modified func-
tionalities cannot be implemented naively with all existing secure shufflers. Thus,
DP researchers should stick to the most basic and generic shuffler functionality
to guarantee that the shuffling functionality can be implemented securely. We
recommend DP researchers to adopt a “generic-shuffier” approach, assuming a
generic behavior as defined in Definition 5.1. Such an approach would guarantee
that their DP algorithm can be implemented using any of the shufflers listed in
our survey. While most works already adopt this approach, our findings highlight
its importance.

One may find our recommendation contradictory with the acceptability of an
imperfect shuffle, but the imperfect shuffle does not modify the functionality (i.e.,
the shuffler still outputs a permutation), it simply modifies the security definition.

Finally, this generic approach should also be completed with some security dis-
cussions. Indeed, shuffle DP works assume a perfect shuffler and do not discuss
the consequences of a flawed shuffler. For example, what are the consequences
if the shuffle output was partially censored (i.e., no correctness)? Such security
discussions are absent from existing DP works, but would provide a much better
understanding of the privacy limitations. Using the security definitions proposed
in Section 5.2, DP researchers would have a standardized set of properties to
discuss.

5.6.4 Information-theoretic Shuffle DP is impractical

Computational DP [BNOO8,MPRV09] is a relaxed variant of DP where the DP
guarantees hold against computationally-bounded adversaries. This definition is
opposed to “information-theoretic” DP (i.e., the initial DP definition proposed
by Dwork [Dwo06]), where the guarantees also hold against computationally
unbounded adversaries. This separation is classic in security, where we oppose
computational security to information-theoretic security.
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A DP algorithm is “computationally differentially private” if one of its compo-
nents is only computationally secure. For example, as mentioned in [BCV16],
information-theoretic DP does not permit using cryptographically secure pseudo-
random generators in place of perfect randomness.

This constraint (i.e., no computationally secure component) is problematic for
Shuffle DP. As mentioned in Section 5.3, all secure shufflers assume the existence
of a secure communication channel between the senders and the shuffler. However,
Maurer [Mau99] showed that information-theoretically secure communication
channels are impractical. Therefore, we should only assume computationally secure
communication channels in the context of shuffle DP. Hence, only computational
shuffle DP can be implemented efficiently.

Relying on “information-theoretic” shuffle DP is then impractical because any real
world deployment requires a computational hardness assumption. Thus, shuffle
DP applications should take this mandatory assumption into consideration in
their analysis. Such consideration should incentivize more “computational” DP
results; known to require less noise than information-theoretic DP [MPRVO09].

This conclusion holds for all DP protocols assuming the existence of a secure
communication channel between two parties.

5.6.5 Malicious data owners are a serious threat

Our security properties hold against an unbounded number of malicious data
owners. Anonymous communications systems commonly assume a “sufficiently
high” number of honest senders, as anonymity holds within the set of honest
senders. For example, [LSD23] highlighted this limitation when presenting their
anonymous broadcaster.

This vague assumption is acceptable because the number of malicious data owners
has no influence on the security properties of a secure shuffler. However, this
number has an influence on the privacy and correctness of the overall shuffling-
based private computation.

Threat to privacy First, malicious data owners can decrease the privacy guar-
antees in Shuffle DP computations because the DP noise is proportional to the
number of honest data owners. Indeed, if a malicious data owners does not
generate a noise following the agreed protocol, the output result will provide a
weaker privacy than expected. Hence, knowing at least a lower bound on the
number of honest data owners is necessary.

To verify that malicious data owners add an appropriate noise, [BC22] introduced
the notion of verifiable DP (generalized to Shuffle DP by [BAT24]); leveraging
zero-knowledge proofs to verify the DP noise generation and addition.
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Threat to correctness Malicious data owners also threaten the computa-
tion correctness because they can bias the final results via data poisoning at-
tacks. For example, in FL, this takes the form of model poisoning attacks
[CJG21,Car21,SSTS21] in which attackers submitting local models that would
introduce undesired behaviors in the global model. Such poisoning can have
serious consequences as it can, for example, add a backdoor to an ML model
[SSTS21].

Norm bounding is a popular mitigation technique [SHKR22]. This simple mit-
igation has been incorporated into secure aggregation protocols using ZKPs
[BGL*22,RGJvdM22] .

However, no mitigation compatible with shuffling-based protocols has been yet
described. This verification is trivial when each data owner sends a single message
because the verification can be done on the shuffle output. However, in multi-
message Shuffle DP [Che21] or shuffling-based secure aggregation [IK0SO6],
each data owner splits its private value into several messages. A zero-knowledge
verification is necessary to verify claims about the initial private value while
protecting anonymity.

5.6.6 Trusted hardware is not a silver bullet

In theory, trusted hardware (i.e., TEE) is an appealing assumption that can
solve privacy issues: the protocol is secure as long as the data goes through the
trusted hardware (even with a malicious server owner). Several papers promoted
TEE in FL [BEM*17,BLAB21,ZWC"21,ZJF*"22] motivated by its performances and
(theoretical) security. However, one must also understand the strength of the
assumption required by TEEs: the data owner fully trusts the manufacturer. TEE
also requires trusting the protocol implementation because there exist other flaws:
side-channel attacks [BMD*17,WCP*17].

[SJG22] presented an excellent example of the risk of TEE. While some shuffle
DP papers used Prochlo [BEM*17] (a TEE-based secure shuffler) as motivation,
[SJG22] argued that recent attacks against TEE make Prochlo insecure. Hence,
even if Prochlo seemed at first totally secure, it turned out to be insecure in
practice due to TEE vulnerabilities.

Finally, as TEE relies on particular hardware, one requires compatible hardware.
It is a solution that cannot be deployed anywhere easily; it requires a dedicated
hardware investment.

Conclusion and future directions

This survey highlighted the interest and properties of secure shufflers. These
secure protocols can support privacy-preserving computations involving thousands
or even millions of data owners. However, guaranteeing the security properties
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(conditioning the privacy guarantees) requires some attention. We identified and
compared six categories of secure shufflers. We provided guidelines and examples
to help an ML researcher choose the adequate secure shuffler depending on the use
case. Hence, secure shufflers are a promising line of work for privacy-preserving
computations, but some gaps remain in the literature:

Optimization of anonymous broadcasters for the “few-receivers/many-
senders” setup. Many anonymization systems, motivated by applications such
as anonymous whistleblowing, are optimized for setups with few senders and
many receiver. However, secure shuffling usually involved an opposite setup many
senders and very few receivers (i.e., the analyzer). Thus, leveraging the properties
of this setup may improve multi-server secure shuffling.

Linear complexity for 1-server secure shuffling. Recent works [BEM"17]
[Sw21,BHMS21] approached linear complexity (i.e., O(n) communications and
computations) for 1-server secure shuffling, the optimal complexity for 1-server
shuffling.

Prochlo has linear complexity but is vulnerable to side-channel attacks. Recent
secure TEE-based solutions [NDCP24,GWC*23] avoided these attacks, but have a
complexity of O(nlogn). Finally, NIDAR verifies fewer security properties than
the rest of the solutions and only has subquadratic costs.

Hence, research is still necessary to achieve a linear complexity with satisfying
security properties (or to provide an impossibility result for this complexity).

Robustness to data poisoning Shuffling-based privacy-preserving computations
are particularly sensitive to data poisoning attacks (see Section 5.6.5). The
anonymization provided makes it hard (or even impossible) to detect “poisonous”
inputs from the shuffle output. Attackers can easily provide maliciously crafted
input biasing the result (e.g., adding a backdoor to a model in FL).

The literature describes no mitigation compatible with shuffling-based protocols.
Thus, research is needed to build new mitigations specifically for shuffling-based
privacy-preserving computations.

Formalization of the “imperfect” shuffle DP model. Several recent
works [BHMS21,L8D23,ZS22,BBG23] proposed relaxed anonymity definitions to
conceive more scalable secure shufflers. While some works [Z522,BBG23] adapted
the shuffle DP model to their “imperfect” shuffling, no DP results exist for the
relaxation of [LSD23]. Thus, further theoretical work is still needed to formalize
these relaxations, and present DP results for shufflers with a relaxed anonymity
definition.

Computational shufle DP. Section 5.6.4 explained why only computational
Shuffle DP is practical. While [MPRV09] showed that computational DP can
reach better accuracy guarantees than information-theoretic DP, no work has yet
studied this relaxation in Shuffle DP. Hence, analogous investigations for Shuffle
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DP would be necessary to take advantage of our impossibility result and reach
higher accuracy guarantees.

New types of shuffling-based private computation. While most existing
applications are using secure shufflers to perform a form of data aggregation,
recent works [GIK*24,WDS*25] recently opened the way to other privacy-sensitive
applications such as information retrieval or taxi hailing could be enabled by secure
shufflers. Thus, further research into new shuffling-based private computations is a
promising direction. The concept of “private individual computation” introduced
by [WDS*25] represents a valuable framework to structure such research effort.



Part 11

Risks of Access Pattern Leakage

This second part studies the risk induced by access pattern leakage. As explained
in Chapter 4, state-of-the-art works in sparse computations have systematically
avoided this leakage, but have not provided evidence of its risks. As no existing
secure sparse computation relies on this leakage, we cannot prove this risk directly
for sparse computations.

Instead, we study access pattern leakage in the related setting of searchable en-
cryption, where it is present in many schemes. We propose a new attack exploiting
this leakage with high accuracy, and we revisit existing attacks using statistical
methods to better assess their practical impact. These results demonstrate the
risks of leakage in practice and indirectly highlight the dangers of similar leakage
in sparse computations, motivating the need for MPC protocols that minimize
leakage.

All chapters in this part rely on the notations presented in Table 6.1.
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Leakage-Abuse Attack against
Searchable Encryption using
Non-Indexed Documents

Existing attacks against SSE [IKK12,CGPR15] only achieve decent results with
strong attacker’s models (e.g. at least 20% of previously known documents or
require additional knowledge such as on query frequencies) and they give no metric
to evaluate the certainty of recovered queries. This hampers their practical utility
and questions their relevance in the real-world.

We propose the refined score attack which achieves query recovery rates of around
85% without requiring exact background knowledge on stored documents; a
distributionally similar, but otherwise different (i.e., non-indexed), dataset suffices.
The attack starts with a few known queries (around 10 known queries in our
experiments) and then iteratively recovers queries based on confidence scores.

This chapter is drawn from [DHP21].

6.1 Introduction

The access pattern leakage of SSE schemes has been exploited in several passive
attacks. [BKM20] divided these attacks into two categories: (1) known-data
attacks where the attacker has partial or complete knowledge of the documents
indexed by the server, and (2) inference attacks where the attacker only knows
some (non-indexed) documents similar to the indexed documents. An attacker who
can run known-data attacks is more powerful than an attacker who is restricted
to inference attacks. While [IKK12] and [CGPR15] motivated their attacks as
inference attacks, decent results were only achieved in the setting of known-data
attacks. Recently, [BKM20] proposed an attack that conceptually only work as
known-data attacks and do not support inference attacks at all.

In conclusion, no practical inference attack has been proposed so far that achieves
an accuracy higher than 50% even under advantageous conditions (e.g., the
client’s keyword universe is small AND known by the attacker)!. Also, we discuss
orthogonal lines of research focusing on other attacker models or schemes with
different leakage profiles.

Other types of attack exist, but are out of scope: active attacks [LCL24,ZSCL24]
[ZWX*23,ZKP16], attacks exploiting the query frequency [LZWT14,0K21], and
attacks against other schemes [FMA*20,GLMP18,KKN016,KPT19,KPT20,LMP18].

IThis chapter was written in 2021, and several new attacks followed the publication of this
contribution. Chapter 7 provides an up-to-date state-of-the-art.
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Notation Meaning ‘ Size

Base attacker’s knowledge

D i Similar document set Natk
Q Observed queries (i.e., a list of trapdoors) l
Ro Query results (i.e, document IDs for each td € Q) l
Known@ | (trapdoor, keyword) pairs known by the attacker k
Derived attacker’s knowledge
Wtk Vocabulary extracted from D4 Matk
Catk Word co-occurrence matrix built from D Matk X Matk
cauery Trapdoor co-occurrence matrix built from Rg Ix1

Unknown by the attacker

Dina Encrypted documents indexed by the server Tind

Wind Queryable vocabulary (=keyword universe) Mind

Table 6.1 / Notations for the chapters on SSE attacks

This chapter focuses on (passive) inference attacks against static SSE schemes
with access and search pattern leakage.

Our contribution This chapter describes an attack that works without knowledge
of the indexed documents and only uses similar data. At the same time, our
inference attack achieves recovery rates of up to 90%. The documents known by
the attacker only need to be distributionally close to the indexed documents. For
example, an attacker can mount a successful attack exploiting information from
a previous data breach, even if the breached documents have been identified as
such and were purged from the index to mitigate future known-data attacks.

Our attack is based on a confidence metric used to score trapdoor-keyword pairs.
The score should be maximized when the trapdoor (i.e., a query token) is paired
with its (correct) underlying keyword. We start with our score attack that
computes a confidence score of each trapdoor-keyword pair and returns, for each
trapdoor, the pair with the highest score. This base inference attack reaches a
recovery rate of 60% while assuming around 25% of known queries.

We then propose an improvement strategy reducing drastically the amount of
attacker’s knowledge necessary, especially regarding the known queries. Our refined
score attack, an iterative refinement strategy, reaches recovery rates of up to 85%
with only 10 known queries in our experiments over different datasets of varying
size. More specifically, the iterative scoring approach recovers further queries by
adding previously recovered queries that had a high confidence score to the set of
known queries. Our attack has a low runtime and can be performed in less than two
minutes. Finally, we show that both padding and obfuscation countermeasures
can successfully mitigate our attack. However, these countermeasures induce
storage and communication overheads.
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6.2 Threat model

The notation as introduced in this section and used throughout Part II is summa-
rized in Table 6.1.

6.2.1 Attacker’s behaviour

A passive attacker observes the trapdoors sent to the server and the server response,
which includes the list of the matching document identifiers. These identifiers
reveal no further information about the content of the document. The attacker can
link a query to its response and create (Trapdoor, DocIDs) pairs. We consider two
slightly different attacker models; both are applicable for our attack as described
in Section 6.5:

e An honest-but-curious server follows the protocols but tries to recover the
underlying keywords of the queries. To facilitate search on encrypted doc-
uments, the encrypted index is usually supposed to be stored on the server
along with the encrypted documents as is the case in settings considered by
the [IKK12] and [CGPR15] attacks. Such an attacker owns metadata about
the encrypted documents: the total number of documents and their size.

e A passive traffic observer records the traffic of the database. This attacker
only has pairs of (Trapdoor, DocIDs) and uses them to recover the underlying
keywords. It could also represent a case where the index server does not store
the encrypted documents. Such an index server ignores the number and the
size of the indexed encrypted documents.

6.2.2 Attacker’s knowledge

Similar document set The attacker’s knowledge is focused on a similar document
set Dy = {d1,...,dn,, }- A document set D, is similar if it is distributionally
close to the indexed documents Dj,q. Section 6.2.3 proposes a formal definition of
document set similarity.

In a company, an employee’s mailbox is a document set similar to her colleague’s
mailboxes. As another example, leaked confidential notes are a similar document
set to recover the queries on the rest of the notes. Known-data attacks can also
work on leaked documents, but the server can simply remove these documents
from the index to avoid these attacks. Despite this removal, our “refined” attack
is still effective. Since it is a inference attack, we do not need our documents to
be indexed as opposed to the known-data attacks [IKK12,CGPR15,BKM20] that
assume their known documents are part of the document set indexed by the server.

A vocabulary W, of maq keywords is extracted from D,y An index matrix is
built from this document set: ID,[7, j] = 1 if the j-th keyword is contained in
the 7-th document, 0 otherwise. Then, the m,y X M,y co-occurrence matrix is
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C* = 1D, IDay - —, where na = |Daw|.? Note that we use relative frequency

Natk

numbers rather than absolute count numbers.

Keyword extraction algorithm The (keyword) distributional knowledge on
document sets depends on how keywords are extracted from the documents. The
attacker uses an algorithm to extract the vocabulary from her known document set.
In the literature, all attack papers (im- or explicitly) assume that the attacker uses
the same keyword extraction algorithm as the client. Whether this assumption is
realistic or not has not been questioned in the literature, but we would like to
stress the importance of this assumption here. We also assume the attacker and
the client use the same extraction algorithm, and we leave the study of the case
of different extraction algorithms for future work.

Observed queries We denote as W;,q the client’s query-able vocabulary of
Mming keywords. The attacker does know neither this vocabulary nor its size. The
attacker observes [ unique trapdoors and obtains their corresponding search results.
Let Q = (tdy, ..., td;) be the set of observed trapdoors and R = {id(d)|(z €
Wina) A (td = Trapdoor(z)) A (d € Dina) A (z € d)}, the document identifiers
returned for the trapdoor td.

Let DoclDs = {idy, ..., idy} = Ujgeg R™™Y. We note that p < njpq. Let IDipqg
be the p x [ index matrix built from the responses to the trapdoors as follows:
IDinalé, j] = 1 if the response to the j-th trapdoor contains the i-th identifier, 0
otherwise. Finally, we can infer the mi,q X mi,q trapdoor co-occurrence matrix:

C = 1Dy 4IDipa - 7

Known queries As in [IKK12] and [CGPR15], the attacker’s knows the un-
derlying keywords of k queries in Q. The set of known queries is defined as
follows:

KDOWHQ - {(kwknowna tdknown>|(kwknown € Wind N Watk)
A (tdgnown € Q) A (tdinown = Trapdoor(kwynewn)) }

6.2.3 Similarity definitions

Similar document set Let C(D, kw,, kw,) be the function returning the number
of co-occurrences of keywords kw, and kw, inside the document set D. Let
SimMat (D1, Dy, W) be a function returning an m x m similarity matrix of Dy
and Dy over the vocabulary W = {kwy, ... kw;, ... kw,}. The function SimMat
is defined such that:

C(Dl, k:wi, kwj) o C(D27 k:wi, kwj)
| D1 | Ds

(SimMat(Dl, DQ, W))Z] == (62)

2AT denotes the transpose of a matrix A
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In other words, the 7j-th element of the matrix returned by SimMat is the
difference between the co-frequency of the keywords ¢ and j in the document set
D, and the co-frequency of the same two keywords in the document set Dy. Thus,
SimMat(Dy, Dy, W) describes the similarity of D; and Dy over the vocabulary W
and the norm ||SimMat(D;, Dy, W)|| is a measure of the similarity of D; and Ds.
We only consider the Frobenius norm, but other norms can be considered as well.

We define D, and Dj,q as two e-similar document sets if for € > 0 the following
holds:

HSimMat(Datk, Dind, Wind) H S £ (63)

In other words, the closer the co-frequencies between the document sets are, the
more similar the document sets are. In our definition, we only need to consider the
similarity over the queryable vocabulary W,q because those are the only keywords
that are queried for by the client and to be recovered by the attacker.

Similar and queryable vocabularies To recover the queries, the attacker needs to
have as many elements of the queryable vocabulary W,,q as possible in her similar
vocabulary W, This creates a natural upper bound for the attack accuracy:

|Wind N Watk ’

AttackAccuracy <
‘Wind |

(6.4)
In other words, the attacker can only recover the queries for which the underlying
keywords are contained in W,.

In the experiments presented in Section 6.5, W, contains most elements of Wiq
since the average accuracy goes up to 95% which means that more than 95%
of the keywords of the queryable vocabulary W,;,q are contained in the similar
vocabulary Wig.

Attacker assumptions An attacker’s knows neither the indexed documents
D, nor the vocabulary Wi,q. Thus, she cannot calculate the exact e-similarity
between her dataset Dy, and the indexed dataset D,.,. We assume that:

(1) Dgim is e-similar to the indexed document set D, for a sufficiently small e
(e.g. € = 0.8 as in the Fig. 6.11).

(2) Whsim contains most elements of Wiea (especially Wiea(Q), the underlying
keywords of the queries observed by the attacker).

6.3 Score attack

On an intuitive level, our score attack uses a confidence metric that scores trapdoor-
keyword pairs. This metric is called a matching score and should be maximized
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when the trapdoor is paired with its correct underlying keyword. The attacker
computes the matching score of every possible trapdoor-keyword pair. For each
trapdoor, the trapdoor-keyword pair with the highest score is returned.

6.3.1 Extracting the known query co-occurrence sub-matrices

The attacker uses her known queries (= known correct trapdoor-keyword pairs)
to project the keyword and the trapdoor co-occurrence matrices to a common
sub-vector space. This projection is done by only keeping the columns of the
known queries and sorting the columns using the known queries such that the
i-th column is related to the i-th known query. Formally the projection works as
follows:

For a keyword kw, we denote its position in Wy;,, = (kwy, ..., kw,,, ) by pos(kw),
i.e., pos(kw;) =i for kw; € Wg;y,. Likewise, we denote the position of a trapdoor
td in the list of observed queries Q = (tdy,...,td;) by pos(td). We define the
projection of the trapdoor-trapdoor co-occurrence matriz C'1“™Y onto the known
queries as the [ x k matrix C2" such that: foralli € {1...1} and all j € {1...k}
there exists a known query ¢; = (tdknown, KWiknown) € Known@ such that

OqlileTY[ ] = Cquery[i7p08(tdknown>]- (65)

S

Likewise, we define the projection of the word-word co-occurrence matriz C** onto
the known queries as the m;, x k matrix C2% such that: for all i € {1...mau}
and all j € {1...k} there exists a known query ¢; = (tdxnown, kWiknown) € KnownQ
such that

C*%1i, ] = C*™ i, pos(kWinown )] (6.6)

S

In our notation, we use the subscript sub to emphasize that C™ and C2t
define co-occurrence sub-matrices. Such matrices are very convenient since we
can directly compare a keyword and a trapdoor. We denote as C2¥[kw;] (resp.

o Y[td;]), the vector composed of the co-occurrences of keyword kw; (resp.
trapdoor td;) with every keyword (resp. trapdoor) related to a known query.
Thus, we can extract a k-dimensional vector describing each keyword or trapdoor.
In the next section, we will define our confidence score based on the distance

between a keyword vector and a trapdoor vector.

6.3.2 Confidence score and matching process

The sub-matrices C2% and CI™™ are used to score a trapdoor-keyword pair. A
score should be maximized when the pair is correct. The scoring function for a
vector-norm || - || (e.g. the L2 norm) is defined as

Score(td;, kw;) = — In(||C2%[kw;] — CIEY [tdS]|]), (6.7)

su S

for all kw; € Wy and all td; € Q.
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Algorithm 3 Score attack
Require: W, C2k Q CIY.

sub» s
1. pred « [].
2: for td € Q do
3: dists = [].
4: for kw € W,y do
50 s = —In(||Caklke] — CE i)
6: Append (kw, s) to dists.
7: Sort dists in the descending order.
8: Append (td, distss[0]) to pred.
9: return pred

Note that Equation (6.7) results in a high score when the distance between a
keyword and a trapdoor is small. This distance can be obtained since C2t[kw;] and

oy Y[td;] share a common vector space. The — In function is used to transform
the distance into a score to focus on the order of magnitude instead of distance
values close to zero. For example, a distance of e !! results in a score of 11. In
our case, the distance is always less than 1 because we are using relative frequency
matrices. We focus on orders of magnitude for interpretability matters. Even
for an attack accuracy above 80%, the attacker needs to identify the correct
predictions. The interpretability provided by a scoring approach is then necessary.
We argue that there is a higher interpretative meaning when comparing two
orders of magnitude scaled between 0 and ~ 30 (experimental upper bound) than
comparing two small norms close to zero.

Our score attack uses the score function as follows: for each trapdoor, it goes
through all keywords and returns the keyword for which the score is maximized.
See Algorithm 3 for an algorithmic description. Note that the score is a confidence
score, and the attacker can sort the predictions (i.e., the trapdoor-keyword pairs
returned) based on their matching score to define the most likely predictions.

The norm || - || can be chosen freely. However, our experiments showed that the
L2 norm maximizes the accuracy. This norm tolerates a high difference between
one of the £ components of the vector, i.e., when one of the co-occurrences in the
attacker dataset is very far from its corresponding co-occurrence in the indexed
dataset.

6.4 Experimental results

6.4.1 Methodology

Datasets We simulate the attacks using two publicly available datasets. First,
we use the Enron dataset, which is widely used in the literature to simulate
attacks. Like in [IKK12] and [CGPR15], we compose our Enron document set
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by extracting every email contained in the folders _sent mail to obtain 30109
documents. Second, we use data from the Apache mailing list archives. We use
specifically the “java-user” mailing list from the Lucene project for the years
2002-2011. This second dataset contains 50878 documents. It was introduced in
[CGPR15] .

Keyword extraction The keyword extraction is exclusively done on the email
content. Thus, keywords of the title or the recipients’ names cannot be queried.
To obtain the list of the keywords, we stem the words using the Porter Stemmer
and remove the stop words. For the Apache dataset, we systematically remove the
mailing list signature proposing to unsubscribe. Otherwise, the keyword contained
in this “Unsubscribe” message would be useless in the search since it appears in
every email.

Attacker’s knowledge generation At the beginning of an experiment, the
document set used (i.e., Enron or Apache) is divided randomly into two disjoint
subsets. One subset is used to generate the index, i.e., the encrypted document
set Dinq. The second subset is part of the attacker’s knowledge, i.e., the similar
document set Dgy. Every experiment is done with non-overlapping document
sets, that is, only as inference attack. The similar vocabulary W,y is extracted
from D, and is given to the attacker. The index vocabulary W4 is extracted
from Dj,q and is not known by the attacker. The similar (resp. real) vocabulary
extraction algorithm consists in extracting the mgy, (resp. mye) most frequent
keywords of D, (resp. Ding). The underlying keywords of the queries are chosen
uniformly at random from W,,q. For each run, document and query sets are
freshly chosen uniformly at random.

Hardware and software The experiments are done on a Debian server with a
quad-core processor (64 bits, 2.1 GHz) and 8 GB of memory. The algorithms
are implemented using Python 3.7. Specifically, we use the NLTK for the basic
natural language processing: word tokenization, stemming, and stopwords.

Our code to simulate the attack and to obtain our results is publicly available:
https://github.com/MarcTOK/Refined-score-atk-SSE.

Result presentation We call correct prediction, a query for which the algorithm
has returned the corresponding underlying keyword. We evaluate the performance
of our attack using the term accuracy. The accuracy corresponds to the number
of correct predictions divided by the number of unknown queries. Our accuracy
excludes known queries and is always computed over the unknown queries (i.e.,
|C°rr'TCQtF_rT§§i:Vir5rvnQ)‘ ). In other works such as [CGPR15], the term recovery
rate is also used to define this concept. We use bar plots to present the results of
our experiments. Each bar is obtained by computing the average result over 50
attack simulations. These bars are completed with error bars corresponding to

i+ o with p the average accuracy and o the standard deviation.

acc =


https://github.com/MarcT0K/Refined-score-atk-SSE
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Figure 6.8 / Average accuracy and execution time of the matching algorithm for varying
vocabulary sizes (|Datk| = 12K, |Ding| = 18K, |Q| = 0.15 - mjng, |KnownQ| = 10)

6.4.2 Results

Fig. 6.8a shows the accuracy of the algorithm on Enron corpus for several vo-
cabulary sizes. The server stores 60% of the corpus and the attacker knows the
remaining 40%. The attacker has observed 15% of the possible queries. She knows
either 15, 30, or 60 queries. When the vocabulary size is 1000 and the attacker
knows 30 queries (20% of the queries observed), the average accuracy is 60%.
When the vocabulary size is 2000 and the attacker knows 60 queries (20% of
the queries observed), the average accuracy is 55%. Then, the base algorithm
can be successful only if it has enough known queries. When the vocabulary is
larger, the accuracy decreases if the number of known queries remains the same.
The accuracy increases in function of the number of known queries (Fig. 6.8a).
We argue that we could obtain better results for large vocabularies with more
known queries. Obtaining so many queries is unrealistic since we would need a
preliminary inference attack or a massive injection attack to obtain the knowledge
required by this base inference attack. Therefore, the base score attack is only a
practical attack when the size of the server vocabulary is below 2000.

In Fig. 6.8a, we can distinguish one surprising result when there are 60 known
queries, and the vocabulary size is 500. This result is decreased compared to the
previous one (i.e., 30 known queries), and the error bars are overlapping. We
can explain that because, in this experiment, there are 75 queries for 60 known
queries, i.e., only 15 unknown queries. It is the only experiment where there is
a minority of unknown queries. We consider this result insignificant but keep it
in this chapter for the complete discussion. Indeed, it does not make sense to
know most of the queries before the attack and to consider the result obtained on
recovering such a small amount of unknown queries.

In [CGPR15], it was assumed that the co-occurrences were too noisy to rely totally
on them. The occurrence is much less noisy, but most of the keywords have
an extremely close frequency. Therefore, it is impossible to identify a keyword
just based on a single occurrence estimator except if we are sure to have perfect
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knowledge as in [CGPR15] attack when they know nearly 100% of the encrypted
documents. The co-occurrence is noisier, but its distribution is scattered enough to
identify keyword-trapdoor pairs. The lack of precision is balanced by the number
of co-occurrences available to perform the identification. There is a trade-off
between the number of estimators and the precision.

6.4.3 Execution time

The complexity in time of the algorithm in Algorithm 3 is O(|Q| - may - k), if we
consider the complexity of the norm |[|-|| to be O(k). Fig. 6.8b describes the average
execution time of this algorithm over 50 repetitions in function of the vocabulary
size. We exclude the keyword extraction and the co-occurrence computation
from this execution time. This experiment was done with Enron dataset. The
similar document set represents 40% of the total dataset (12 044 emails), and the
server document set 60%. Even with large document sets, the execution time is
negligible (20 seconds) compared to attacks like [PW16], which needs 16 hours
when my,y = mipg = 1K. Our implementation is already CPU-parallelized but
can be further improved using GPU parallelization.

Besides its short runtime, this algorithm is deterministic and parameter-less. Non-
determinism is present, for example, in the simulated annealing used by [IKK12].
Indeed, two runs of [IKK12] algorithm could result in two different results because
of a random choice present in this algorithm. It becomes a problem when the attack
is too long to be repeated many times with different initializations and/or when
the attacker does not have a confidence metric to identify the correct predictions
(as in [IKK12]). The [CGPR15] attack introduced an error-rate parameter, which
needs to be set experimentally. However, it is unclear whether this parameter is
specific to each document set or not and how to set it properly.

6.5 Refined score attack

6.5.1 Algorithm

Our base attack introduces a matching score that acts as a confidence metric:
the higher the score is, the more likely the correctness of the keyword-trapdoor
pair is. We can use this property to determine the most certain predictions: a
keyword-trapdoor candidate (kw;,td) will be considered as certain if its score is
much higher than the scores of any other candidate (kw;,td). The certainty of a
prediction kw; for the trapdoor td is defined as:

Certainty(td, kw;) = Score(td, kw;) — max Score(td, kw,) (6.9)

J#

Based on this certainty, we propose a refinement process, which drastically reduces
the number of known queries needed on the attacker’s side: the matching is
performed several times, and at the end of each round, the most certain predictions
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Algorithm 4 Refined score attack
Require: W, C2E 9, CIY KnownQ, RefSpeed
1: final pred < ||
2: unknown@ <« Q.
3: while unknown@ # ) do
// 1. Extract the remaining unknown queries
unknown@ « {td : (td € Q) A (Pkw € Wiy : (td, kw) € KnownQ)}.
temp_pred < [J.

// 2. Propose a prediction for each unknown query

6: for td € unknown@ do

7 dists < || > The candidates for the trapdoor td
8: for kw € W, do

9: s  — In(||Cgs[kw] — CG™ [td]|])-

10: Append {"kw”: kw, "score”: s} to dists.

11: Sort dists in descending order according to the score.

12: certainty < score(dists[0]) — score(dists[1]).

13: Append (td, kw(dists|0]), certainty) to temp_ pred.

// 3. Either stop the algorithm or keep refining.
14: if junknown@Q| < RefSpeed

15: final pred < KnownQ U temp_pred

16: unknownQ <« () > Stopping criteria
17: else

18: Append the RefSpeed most certain predictions to KnownQ.

19: Update C2 and CR™ based on the new known queries.

20: return final pred.

are added to the set of known queries. We detail this process in Algorithm 4.
This algorithm introduces a new parameter: the refinement speed RefSpeed to
decrease attack runtime. However, if the refinement speed is chosen too large,
it is very likely that wrong predictions are added to the known queries. Overall,

the time complexity of the algorithm in Algorithm 4 is O(Ref‘SQp'ee 719l - Manc - k).
19l

Notice that the runtime of the refined score attack increases by the factor RofSpeed
in comparison to the base attack, thus RefSpeed decreases the runtime by a
multiplicative factor. As a result, the refined score attack is finished in minutes,
whereas Pouliot and Wright’s attack [PW16] requires several hours.

Each iteration of this algorithm is divided into three phases:
(1) Remove all (attacker-)known queries from the queries to be recovered.

(2) For each unknown query, find the best matching keyword candidate and
compute its certainty score.
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Figure 6.10 / Performances of the refined score attack (Common parameters: |D,q| =
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(3) If there are more than RefSpeed unknown queries, we keep refining the
results: the most certain predictions (RefSpeed many) are added to the
known queries. Then, add the columns corresponding to the new known
queries to the co-occurrence sub-matrices (C2 and CX™Y) and start a new

iteration. Otherwise, the algorithm stops and returns the queries imputed
since the first iteration.

The main benefit of the refined score algorithm is the use of more information
available to the attacker. The initial score attack only uses a small part of the
co-occurrence matrices (i.e., the co-occurrence sub-matrices). This refinement
iteratively imputes new known queries which increases the size of these sub-
matrices. We optimize the use of the attacker’s knowledge (the co-occurrence
matrices) in order to minimize the amount needed for a successful attack (the
known queries).

6.5.2 Experimental results

General comparison In Fig. 6.10a, we compare the accuracy of the base and
the refined versions of the attack. We fixed mi,q = 1K and |Q| = 150. Each
bar represents the average accuracy over 50 simulations done with the same
parameters. In Fig. 6.10a, we see that the base algorithm needs 40 known queries
to reach 70% of accuracy while the refined score algorithm reaches 85% with only
10 known queries. Even with only 5 known queries, the refined score algorithm
achieves 62% of accuracy with a standard deviation of 13 percentage points.

If not stated differently, we fix [Waw| = [Wina| to simplify the experiment un-
derstanding. However, it is likely that the similar vocabulary and the queryable
vocabulary are not identical. For the experimental results depicted in Fig. 6.10a,
we used [Wak| = 1.2K and |[Wiq| = 1K. By choosing the vocabulary sizes such
that |Waik| > [Winal, we increase the probability that Wy N Wing = Wina- In this
case, all queries can be recovered theoretically. In other words, as the size of W
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increases, the accuracy upper bound as stated in Equation (6.4) in Section 6.2.3
potentially increases.

The refined score attack yields highly accurate results within minutes. It recovers
most of the queries and assumes less attacker’s knowledge than [IKK12] and
[CGPR15] attacks. In [CGPR15], [CGPR15] report the average accuracy of the
[IKK12] attack is around 30% for an attacker knowing 95% of the indexed
documents for [Wina| = 500, |Q| = 150, KnownQ = 8. With the same parameters,
[CGPR15] achieves 70% accuracy. In Fig. 6.10a, we see that for a vocabulary size
twice as large and less known queries, i.e., [Wiq| = 1K, |Q] = 150, KnownQ =
10, the refined score attack also obtains 85% without partial knowledge of the
encrypted documents.

Query set size In both the [IKK12] and [CGPR15] attacks, the number of
observed queries was set as 15% of all possible queries. We investigate the role
of this choice in Fig. 6.10b. With a fixed number of known queries, the attack
accuracy increases with a larger query set. Intuitively, this demonstrates that
our attack efficiently uses attacker’s knowledge, i.e., more observed queries imply
more attacker’s knowledge. In contrast, both [IKK12] and [CGPR15] had steady
results even for an increasing number of known queries, indicating some inefficient
use of attacker’s knowledge.

Different email corpus We compare the accuracy on Enron and on Apache in
Fig. 6.10b. For these simulations, we used three document sets: Enron (| D] =
12K, | Dina| = 18K), Apache (|Da| = 20K, | Dina| = 30K) and ’Apache reduced’
(| Datk| = 12K, |Ding| = 18K). "Apache reduced’ is the Apache dataset truncated
in order to have as many emails as in Enron. Apache has slightly better results
than Enron while the emails contain a richer vocabulary and longer emails. Thus,
our attack could be effective on a wide range of documents. Moreover, the bar
plot shows that ’Apache reduced’ has lower results than Apache. Our results
on ’Apache reduced’ are closer to those on Enron. Since Apache and ’Apacha
reduced’ share a common distribution and only differ in size, it shows (once again)
that our attack is sensitive to the amount of attacker’s knowledge. In this case,
the part of the attacker’s knowledge which is increased is the similar document
set.

Document set similarity Recall the similarity definition for the document sets
from Section 6.2.3. For a better understanding of this new definition, we performed
two experiments:

(1) Using Enron as an attacker document set and Apache as an indexed document
set

(2) Fixing the size of the indexed document set and attacking it with similar
document sets of varying size.
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During the first experiment, over 50 repetitions, we recovered at best 5 queries.
This bad performance is explained by the fact that the Enron dataset has a low
similarity with the Apache dataset (¢ = 10.2). Further, the attacker vocabulary
(Wsim) and the queryable vocabulary (Wiea) only have 56% of their keywords in
common.

Recall from Section 6.2.3 that the joint keywords are an upper bound for the attack
accuracy. The disjoint vocabulary set combined with the high ¢ value between
Enron and Apache explains the low attack accuracy for the first experiment. Enron
is composed of emails sent in a company, while Apache is composed of emails from
a mailing list dedicated to a highly technical project. This important difference in
the nature of the emails results in two very different keyword distributions (i.e., a
very low similarity between the document sets).

We show the results of the second experiment in Fig. 6.11. By varying the size
of the attacker dataset, the co-occurrence matrices of the attacker dataset and
the indexed dataset diverge more or less. In other words, this size reduction
applies noise to the attacker’s word-word co-occurrence matrix compared to the
one computed with the complete dataset. We preferred to apply this size reduction
instead of applying a synthetic gaussian noise (as is done in the [IKK12] attack
paper) to the matrix because the added noise is more realistic this way. Fig. 6.11
shows that reducing the attacker document set size leads to increased ¢ values
Hence, Ii is an efficient way to decrease similarity.

In Fig. 6.11, we observe that the smaller the attacker dataset is, the less similar
the document sets are. Hence, the less accurate the attack results are. When
the attacker dataset size is divided by 2, e.g., from 12K documents to 6K, we
still achieve an average accuracy of 68%. Thus, the refined score attack shows a
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certain degree of robustness against decreased similarity. However, if we further
reduce the size of the dataset, the accuracy is also further reduced until we have
an ineffective attack.

6.5.3 Attack analysis

Role of the amount of information The refined score attack is sensitive to the
amount of information given to the attacker. The more information the attacker
has, the higher the attack accuracy is. This holds true for each piece of information
owned by the attacker: document set, observed query set, and known queries.
This was not the case in the previous attacks, especially for [IKK12] and GCPR,
which had identical results with and without known queries. [IKK12] presented
an accuracy of 80% regardless of the percentage of known queries (from 0 to 25%
in their article). [CGPR15] only presented results without known queries for their
count attack even if it could use them.

Technical comparison with related attacks Technically, all query-recovery
attacks solve a matching problem between trapdoors and keywords based on
specific background information available to the attacker. [IKK12] assumes partial
knowledge of the indexed documents together with known trapdoor-keyword
mappings. [IKK12] describes the matching problem as an optimization problem
that minimizes the distance between the trapdoor co-occurrence matrix and
the keyword co-occurrence matrix. [CGPR15] makes similar assumptions while,
in practice, it does not require known trapdoor-keyword mappings. [CGPR15]
iteratively filters keyword-trapdoor candidates for which the differences between
the occurrences (computed from attacker documents and from observed queries)
do not match. [BKM20] and [0K21] both propose attacks using query volume
information only. [BKM20] assumes an attacker can identify known documents in
the index and thus still requires partial knowledge of indexed documents. They
represent two bipartite graphs: one connecting indexed documents to the queries
and one connecting known documents to keywords; then, they match query nodes
with keyword nodes by iteratively refining the candidates using multiple filtering
steps. [0K21] formulate an optimization problem based on maximum likelihood
estimators, which assumes a distributional knowledge of the indexed documents
plus knowledge about query frequency.

Instead of partial index information, we focus on a few attacker-known keyword-
trapdoor pairs, which we use to score every keyword-trapdoor candidate. We then
iteratively add pairs with the highest scores to the attacker-known pairs to improve
our knowledge and refine further predictions. This avoids complex optimization
problems and the requirement of knowledge about indexed documents. The scoring
and its corresponding iterative refinement are the core novelties of our attack.

As highlighted in [BKM20], all prior attacks require exact knowledge of the
queryable vocabulary (i.e., the client’s keyword universe). Our attacker does not
require such knowledge and builds her own vocabulary. Considering the following
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setup: |Daek| = 12K, | Dina| = 18K, mage = mina = 1K, |Q] = 300, |[KnownQ| = 15,
with an exact knowledge of the queryable vocabulary, we obtain an average accu-
racy of 92%. On the other hand, when the attacker builds her own knowledge, we
obtain an average accuracy of 87%. This accuracy decrease is a direct consequence
of the accuracy upper bound presented in Equation (6.4) of Section 6.2.3.

6.6 Attack mitigation

6.6.1 Existing countermeasures

To mitigate leakage-abuse attacks, several countermeasures have been proposed in
[CGPR15,XYW"19]. We divide these countermeasures into two categories: padding
(formalized by [CGPR15]) and obfuscation. [IKK12] proposed a first counter-
measure that could be assimilated into padding. Padding consists in adding
fake entries, i.e., fake keyword-document pairs. The user can easily filter these
false-positive results when they receive the database response. With padding,
there is no entry removal because it could impact the search results (i.e., no false
negative results). To harden this countermeasure, [XYW*19] proposed a method
to produce fake entries that cannot be distinguished from the real entries by an
attacker. [CLRZ18] presented a new kind of countermeasure: obfuscation. First,
it uses code erasure to divide the documents into shards. Thanks to code erasure,
false negative results are allowed because the user does not need every shard
to reconstruct the document. After having computed the shards, the algorithm
adds and removes shards from the results. The removal rate is chosen so the
reconstruction rate for matching documents is close to 100%. Thus, false-negative
shards do not result in false-negative documents.

[CLRZ18] also presented an improved attack scenario where the attacker knows
which shards belong together. In this case, the countermeasure corresponds to
padding because the attacker knows that all the reconstructed documents are
either matching document or a false-positive result. Moreover, he knows that
the proportion of matching documents which is not reconstructed is negligible.
Therefore, if the attacker only keeps the reconstructed files, he would have all the
matching documents plus some false-positive results.

These countermeasures have been proposed to mitigate known-data attacks, but
they are also suitable for inference attacks since they alter the co-occurrence matrix
CmeY inferred from the queries. Therefore, padding and obfuscation should be
also effective in mitigating our attack.

6.6.2 Experimental results

To test the possibility of mitigating our attack, we implemented the padding
presented in [CGPR15] and the obfuscation presented in [CLRZ18]. For padding,
we use the countermeasure proposed by [CGPR15], which is well established but
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the hardening proposed by [XYW"19] would not provide highly different results
since we do not try to filter fake entries. Fig. 6.12 describes the average accuracy
of the refined score attack over 50 simulations for several vocabulary sizes. For
the padding, we used a padding size np,q = 500. For the obfuscation, we used the
parameters used by Chen against the “improved” attack: p = 0.88703 the rate of
false-positive shards, ¢ = 0.04416 the rate of false-negative shards.

Fig. 6.12 clearly shows good mitigation from both countermeasures. For small
vocabularies, the accuracy can still be considered as too high. However, as
the vocabulary size grows, the accuracy becomes small and negligible for big
vocabularies. This figure should not be used to compare the efficiency of the
countermeasures. Padding performs better than obfuscation because the padding
size we chose is high. For example, when |W;,q| = 1K, the number of entries is
increased by 32% because of padding. When |[W;,q4| = 4K, the number of entries
is increased by 166% because of padding. These fake entries create several types of
overheads, including storage, communication and computation. [CLRZ18] chose
p = 0.88703 and ¢ = 0.04416 to minimize the overheads then, it is likely that
obfuscation can achieve results equivalent or better with bigger overheads. We
leave the comparison of these countermeasures and their overheads for future
work. Our experiments highlight the importance of hiding the document access
pattern to mitigate the refined score attack.

Our attack provides a matching score which can help to identify good predictions.
When [Wina| = 500, the average accuracy for padding is 35% and for obfuscation
47%, the refined score attack can successfully identify a non-negligible part of
the correct predictions thanks to the matching score. It is needed to define a
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maximum query recovery rate, so the countermeasure parameters are chosen so
that there is no attack with an accuracy higher than this threshold. An analogy
with encryption security is possible: the attack accuracy is the attacker advantage
and the maximum query recovery is the threshold under which the advantage is
considered negligible. We leave this direction for future work.

Conclusion

We introduced a highly effective inference attack against SSE. The refined score
attack achieves an accuracy (i.e., query-recovery rate) of 90% while only using
documents similar to the encrypted documents. Previous attacks could only
achieve equivalent results by assuming that attacker knows a significant part of
the encrypted documents (from 20% for [BKM20] to 70% for [CGPR15]). Our
attack provides devastating results while avoiding the strong assumption that the
attacker knows a part of the encrypted documents. Unlike the existing attacks
we assume few known queries (around 10 known queries in our experiments
over different datasets of varying size) rather than knowing the plaintext of a
substantial part of the encrypted documents. We argue that it is more realistic
to obtain few known queries (e.g. using active attacks) than to obtain a part of
the documents indexed. Thus, the refined score attack is more easily performed
while previous attacks had a limited number of realistic use cases. One conclusion
of our experiments is that the more knowledge the attacker has, the better our
refined score attack performs. Despite the simplicity of this statement, it was not
observed in previous attacks. This sensitivity to the information amount highlights
an optimized attacker’s knowledge use as opposed to a relative underutilization
of this knowledge by some existing attacks. Finally, we showed that the existing
countermeasures (padding and obfuscation) can effectively mitigate the refined
score attack.
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Revisiting the attacker’s knowledge
in inference attacks against
Searchable Symmetric Encryption

While the previous chapter (along with other works [0K21,0K22]) showed that
accurate inference attacks are possible, it vaguely assumes an attacker’s knowledge
containing data “similar” to the indexed data. These attacks are indeed highly
accurate, but one question remains to assess their practicality: how likely is it for
an attacker to obtain “similar enough” data?

This chapter provides novel statistical tools usable on any inference attack to
analyze its sensitivity to data similarity. First, we introduce a mathematical
model based on statistical estimators to analytically understand the attackers’
knowledge and the notion of similarity. Second, we conceive statistical tools to
model the influence of the similarity on the attack accuracy. We apply our tools
on three existing attacks to answer questions such as: is similarity the only factor
influencing accuracy of a given attack? Third, we show that the enforcement of a
maximum index size can make the “similar-data” assumption harder to satisfy. In
particular, we propose a statistical method to estimate an appropriate maximum
size for a given attack and dataset. For the best known attack on the Enron
dataset, a maximum index size of 200 guarantees (with high probability) the

attack accuracy to be below 5%.

This chapter is drawn from [DLHP25].

7.1 Introduction

Recently, [DHP21] and respectively presented [0K22] the refined score attack and
the THOP attack, which both achieved high recovery rates as inference
attacks. As explained in Chapter 6, before [DHP21], attacks against SSE were
only effective in a known-data setting. These works are then the first efficient
inference attacks.

Inference attacks require the attacker’s data to be “sufficiently similar” to the
indexed data (as formulated in [DHP21]). However, no existing work discussed
whether this vague assumption was realistic.

Existing works [DHP21,DST23] highlighted the link between dataset similarity
and attack accuracy. While this observation is interesting, it does not answer a
core question: how likely is it for an attacker to obtain a “sufficiently
similar” dataset? This question is the starting point of this chapter.
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Related work Recent works in SSE aimed at assessing the practicality of the
attacks. On the one hand, [KKM*22] developed a Python framework to standardize
the attack simulation commonly used in attack papers. On the other hand,
multiple works provided different perspective on the leakage of SSE schemes
[BGW24 ,KM23,KMPP22] . While these works analyzed the SSE leakage, we study
another part of the attacker’s knowledge: the attacker’s dataset.

Our contributions This chapter provides several statistical tools to better analyze
the sensitivity of SSE attacks to data similarity. In particular, we propose:

(1) A mathematical model for the attacker’s knowledge based on statistical
estimators. This enables an analytical study of the similar-data assumption.

(2) A statistical method to analyze the accuracy of any attack based on a similarity
metric. We apply it to compare three existing attacks and study questions
such as: is similarity the only factor influencing the attack accuracy.

(3) Based on our analysis of the similarity, we show that setting a maximum
index size can limit the attack accuracy. We also provide a statistical method
to estimate a maximum size based on a specific attack and dataset.

(4) A method to simulate attacker’s data issued from a data breach; a recurrent
motivation for the existence of similar data. Applying it on the Apache
dataset shows that data breaches do not always provide similar enough data.

Preliminaries

We will reuse the same notations as in Chapter 6 (see Table 6.1).

Attacks As this chapter is a follow-up of Chapter 6, it also focuses on (passive)
inference attacks against static SSE schemes with access and search pattern
leakage. In particular, it demonstrates our statistical method on the score attacks
(introduced in Chapter 6) and the IHOP attack [0K22], because they are the
only two efficient inference attacks'. IHOP formulates the attack problem as an
assignment problem (i.e., assigning queries to keywords) and solve it using an
efficient iterative algorithm based on linear assignment. This attack does not
require known queries contrary to the score attacks.

Attacker’'s model This chapter considers the same threat model and attacker’s
knowledge as Chapter 6 (see Section 6.2). The only difference is that we assume
that the attacker’s knows the number of indexed documents and the keyword
universe. These two conservative assumptions simplify the statistical analysis
and ensure a more understandable argumentation. We reuse the same notations
reported in Table 6.1.

'Recent works such as [[HCSL24] written after or concurrently to this contribution have
introduced new efficient inference attacks.
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Empirical conclusions Section 7.3 and 7.4 present robust statistical methods to
obtain empirical conclusions (e.g., parameters influencing the attack accuracy).
We demonstrate our methods on state-of-the-art attacks (i.e., the Score, Refined
Score, and IHOP attacks), but these methods are usable on any future passive
query-recovery attacks. Thus, our empirical conclusions hold for these attacks
specifically, and our methods should be applied on any future attack to confirm
the conclusions on them.

Empirical conclusions are inherent to statistical approaches: since statistics draw
conclusions based on experimental data, the conclusions hold for any data drawn
from the same distribution... any new data distribution (i.e., new attack in
our case) requires to reproduce the analysis. Conclusions conditioned to a data
distribution is then common in statistics, and they have a clear motivation: they
enable studying phenomena too complex to be analyzed analytically.

Our main goal is to provide novel statistical tools to analyze and understand
attacks against SSE. Our empirical conclusions demonstrate the potential of our
statistical tools and put a new light on the existing literature. Nevertheless,
note that conclusions from Section 7.2 hold for all attacks because they rely on
theoretical analysis.

Experimental setup We perform our experiments on Debian Bullseye with a
4-core processor and 8 GB of memory. We use three datasets: the commonly
used Enron email dataset [KY04] (30,109 emails contained from _ sent mail
folders), the Apache mailing dataset (the 50,878 emails from the “java-user”
mailing list from the Lucene project for 2002-2011), and the Blog Authorship
dataset [SKAP06] (681,288 blog posts written by 19,320 authors), never used in
an existing attack paper. Due to hardware constraints, we only use 200K posts
simultaneously (picked uniformly at random) from this last dataset.

Since we are studying inference attacks, the dataset is split into two disjoint
subsets of varying sizes to create D,y and Dy,q. By default, we perform this split
uniformly at random, but Section 7.5 explores an alternative splitting method.

The keyword extraction and accuracy measurement is performed like in Chapter 6.

Our Python codebase (partially reusing the source code from [DHP21,0K22]) is
publicly available?.

7.2 Reuvisiting the notion of similar data

Essential notations Let D, (resp. Diyq) be the attacker’s dataset (resp. in-
dexed dataset) and nguy (resp. ninq), its size. The index can be queried on any
word w contained in the keyword universe W (which contains m keywords). The
keyword co-occurrence matrix C** (resp. C'"9) is extracted from Dy (tesp. Ding).

Zhttps://github.com/MarcTOK/Statistical-Leakage-SSE-attacks
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The matrices are built based on the keyword universe W, so they are of dimension
m X m. Let y pid Y denote the sampling of y from the probability distribution Y,
and pfg denotes the following probability P(keywords (i, j) appear in d £ D X)-

7.2.1 Dataset similarity

[DHP21] introduced the notion of dataset similarity to quantify the divergence
between the attacker’s dataset and the indexed dataset.

Let C2% (resp. C™d) be an m x m co-occurrence matrix such that: C'?jtk =
Coocc( Dk, wi, wy) (resp. Cf4 = Cooce(Ding, ws, w;)) for all keywords w;, w; €
W. The query co-occurrence matrix C9%Y is a restriction of C'™™ with an
unknown permutation (NB: the attacks aim to find the permutation): if ¢, =
Trapdoor(K,w;) and g, = Trapdoor(K, w;) then Cy™ = C»4. [[DHP21]  defined
the m x m similarity matrix of Dj,q and D,y over the keyword universe W:

Cind Catk

Nind Natk

SimMat = (7.1)

Using this matrix, they proposed a similarity metric e:

Definition 7.2 (e-similarity). Dj,q and D,y are e-similar if — ||[SimMat|| < e

Definition 7.2 uses the Frobenius norm (i.e., the equivalent of Euclidean norm for
matrices) as matrix norm. In the rest of this chapter, we refer to ¢ as the smallest
value that satisfies this inequality (i.e., ¢ = ||SimMat]|).

Alternative metrics [GPP23] introduced two other similarity metrics: “absolute
distance” and “Modified Probability Score”. The absolute distance has the same
formula as the e-similarity but uses the infinity norm instead of the Frobenius
norm. The Modified Probability Score relies on conditional probabilities.

Metric choice There is no universally better metric; the choice of metric is
subjective. This chapter uses the e-similarity because its formula is convenient for
mathematical analysis. In other contexts, the Modified Probability Score might
be preferable: e.g., if the link between the metric and conditional probability is
necessary for mathematical analysis.

Dataset similarity assumption All inference attacks assumes that there exists
a sufficiently small ¢ such that D;,q and D,y are e-similar. If we assume no
similarity, the attacker could use random data. This chapter will explore what is
a “sufficiently small” €, and whether such similarity can be obtained in practice.
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7.2.2 The attacker’s knowledge is inherently noisy

To analyze the similarity assumption, we first need a proper mathematical model
for the co-occurrence matrices. As in machine learning (ML), we consider a dataset
as a sample of a random distribution. The properties of the underlying probability
distribution could bring more or less uncertainty depending on the use case. We
will model this uncertainty and show its impact on the similarity assumption.

Mathematical model Let D, and D;,q be two datasets composed of documents
that are represented as binary vectors of length m. Each vector component ¢ indi-
cates whether the keyword w; is contained in the document. Furthermore, let X
denote the random variable that describes the experiment of sampling a document
(i.e., a binary vector of length m) from the same probability distribution as given
by the documents in D,g. In other words, X, is a vector of dependent Bernoulli
random variables. It implies that the co-occurrence matrix C*** is composed of re-
alizations of dependent Binomial variables, where C’%tk & CirPes = B(nag, pf‘;k)
The probability p?}k corresponds to the probability that the keywords ¢ and j
both appear in a document from D q.

Acknowledging the dependence between the Binomial variables is essential because
it significantly complicates the mathematical analysis. To be convinced of the
dependence, let us consider the probabilities p;; and p;; (i.e., the probability
of keyword 7 appearing in a document). We have p;; < p;; because the event
“keyword 7 appears in a document” contains the event “keywords ¢ and j appears
in the same document”.

Let X;,q be the random variable for dataset D;,q defined with the same procedure
as Xy for dataset Dy Similarly, we deduce that the co-occurrence matrix

ind : o : . ) ind R
C™d is composed of realizations of dependent Binomial variables, where C’;}ld —
Cﬂ'inchpind — B(n plnd)

ij ind» ij )

To sum up, C"indPind gand CMatloPatk gre two random matrix probability distributions
from which "¢ and C** are drawn. We assume the two distributions to be
independent because, in inference attacks, the attacker’s dataset is considered
“different”: implicitly, it means obtained from independent sources.

Statistical estimators The previously defined random distribution (C"indPind
and C"=tkPatk) cannot be known exactly. We are in a classic statistics problem:
we do not have access to the exact probabilities, but we know a dataset drawn
from an unknown probability distribution. We can use the dataset to compute
an estimation of an unknown probability. The interest of statistical estimation is
then to approximate these unknown probabilities.

Finding a similar dataset is close to the problem of representative sampling for
surveying: the results are not the probabilities themselves (e.g., political opinions)
but an estimation of this probability. The larger the sample is, the more precise
the estimation. If one compares two samples obtained from populations with
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different probabilities, their respective estimators may be close to each other, but
it is unlikely. For example, a survey on professors might provide similar results
to the same survey on students. However, one understands that it is unlikely,
especially with numerous questions (i.e., high-dimensional data).

Analogously, our attacker only observes samples from a random distribution

(i.e., documents) but not the probabilities themselves. They can estimate the
Catk

co-probabilities® pfg‘;k (resp. pi?d) by computing the co-frequencies nl—ik = ]3?}1‘
Cind . . . . . .
(resp. = @?d)‘l. The co-frequency is the mazimum likelihood estimator of p;;.

The maximum likelihood estimator is an efficient estimator for p;; and converges
toward this (unknown) value. The larger D,y (resp. Dinq) is, the more precise
the estimation will be.

Using the statistical estimators, we can reformulate the “similar-data”

assumption: an attack is successful if the statistical estimation of pi‘;d and pj‘}k
are close enough (for all 4,j € {1...m}). While this sounds nearly the same as
the initial formulation, it opens new perspectives: the SSE attack problem boils
down to a statistical estimation problem. We can then reuse results and methods

from statistics literature to understand the shortcomings of SSE attacks.

7.2.3 The impact of dataset sizes on the similarity

A key property of statistical estimators is their convergence when the sample size
tends to infinity. The sample size has then a direct impact on the estimation
quality, and on the underlying similarity assumption. In our case, the sample
size corresponds to the number of documents in the dataset. This subsection
investigates analytically and experimentally how the dataset sizes influence the
dataset similarity (using the e-similarity).

Equality of co-probabilities First, we make the following assumption: Vi,j €
[m], pi5* = p3i¥. In other words, for all pairs of keywords w; and w; from W, the
probability of their joint appearance in D,y is equal to the probability of the

same event in Dj,qg°.

Analysis of the e-similarity Let us start from the co-probability estimators
- ind _ O ik _ O - - -
(ie., pi° = - and pit = ?Jn) which are central in the attacks. Since they

are maximum likelihood estimators, we have asymptotic normality of estimators
([GHI*83] Chapter 36, Theorem 3.3). Considering ngy and n;,q are sufficiently
large, we can approximate the distribution at finite distance by the normal
distribution. Let ZX* ~ N(0,02,,;) and Z ~ N(0,08,,,;) be two Gaussian
distributions. Under the equality of co-probabilities, we have:

3We use the term co-probability to refer to the probability of a keyword co-occurrence.

4The notation 7 refers to the estimation of the unknown value x.

5The equality of co-probabilities does not imply that the distributions are equal (i.e., X" ~
X2tk) because it only fixes % parameters out of their 2™~ parameters.
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it =i+ 5 = piy + Zx (7.3)

i
1/ Mind I Natk

It implies that (5} — P3*) = /s + i Zijs Zij ~ N(0,07;). We can reuse this

result in the expression of e:

2 __ ~ind ~atk)2
i Nind natk) i,j< “ 7 )

Cind  (atk
e = ||SimMat|| = \JZ(” -
(7.4)

1 1 1 1
== \J;(nmd 4 @)(ZZ)Q = \/(nmd + @)K,K a random variable

We can draw two conclusions from Equation (7.4). First, the size of the attacker’s
dataset matters as much as the size of the indexed dataset. It seems evident that
the more documents the attacker knows, the better the attack is. However, thinking
that a bigger indexed dataset helps the attacker could seem counterintuitive. To
understand this intuition, we must remember that the attacks rely on comparing
two estimators (i.e., the co-occurrence matrices). The attack is unsuccessful if any
of them is poorly estimated.

Second, fixing a dataset size creates a threshold for similarity. For example, let us
fix nina and observe the effect on Equation (7.4): we have lim,, ,, yoo € = / i K.
Hence, even with an infinite-sized attacker’s dataset, having an e-similarity below
L) is unlikely.

ind

a certain threshold (proportional to

Experimental confirmation Fig. 7.5a illustrates this theoretical result. To

generate results over a wide range of similarities, we vary the attacker’s and

indexed dataset sizes vary between 5% and 95% of the Apache dataset. This plot

comprises 2500 points with varying nj,q and n,y. On the one hand, the linear
. . 1 1 -

relationship between ,/ i and ¢ confirms the symmetric influence of these
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variables. On the other hand, Fig. 7.5b shows the similarity threshold created
when ny,q is fixed. Indeed, the linear relationship in Fig. 7.5a has an intercept
tending to zero, while the linear relationship in Fig. 7.5b has an intercept equal to
1. This non-zero intercept highlights the existence of a similarity threshold since,
even with an infinite-sized attacker’s dataset, the average e-similarity would be 1.
This threshold is specific to the Apache dataset; each has a different threshold
influenced by the data distribution.

7.3 Attack analysis from a data-similarity point of
view

Existing works [DHP21,DST23] highlighted an evident link between similarity and
attack accuracy: the more similar the (indexed and attacker) datasets are, the
more accurate the attacks are. This section goes beyond this simple intuition
to fully explore the role of similarity in attack success. We propose a robust
statistical method to analyze the accuracy (of a given attack) using the similarity
metric. We then apply this method on three existing and three different datasets.

On the one hand, we use this method to understand whether similarity is the only
parameter influencing the accuracy of an attack. On the other hand, we use the
method to build a more consistent attack comparison methodology.

7.3.1 How to analyze attack success using a similarity metric?

We want to estimate a function fACC modelling the average attack accuracy in
function of the e-similarity; i.e., face(¢) = E(Acc)®. A continuous function provides
a more detailed understanding of the attack’s strengths and weaknesses. Such
functions enable extrapolating the experimental results and precisely identify
gaps in the literature. Attack papers usually represent the accuracy on a finite
set of points, which gives a poor understanding of the complete attack behavior.
Sections 7.3.2 and 7.3.3 will show how we can use these functions to provide novel
insights about the existing attacks.

Estimating the accuracy function Before estimating the attack accuracy func-
tion, we need attack results. Following the results from Section 7.2.3, we vary the
size of the datasets to obtain attacks results with varying e-similarity.

Estimating a function based on this experimental data corresponds to a regression
problem. First, we can point out that the function cannot be linear since the
accuracy is in [0, 1]. Hence, we cannot directly use linear regression on the raw
data. To circumvent this difficulty, we estimate a function fh..(¢) = logit(Acc).
The logit function is defined as logit(p) = log(;%;) with p € (0,1) and has a

SE[X] is the expected value of the random variable X.
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Figure 7.6 / Analysis of the refined score attack on Enron dataset (m = 1K)

known inverse function expit. This logit function maps a (0, 1) space into the real
number space. This logarithmic transformation is common in statistics.

Fig. 7.6a represents the simulation results with the logit transformation. We
observe two problems in this figure: we do not have apparent linearity between
the variables, and there is a “heteroscedasticity of the noises”. The first problem is
simple: the distribution of the points seems flattened when ¢ grows. The second
issue concerns the assumption made when computing a linear regression. A funda-
mental assumption in linear regression is that the noise distribution is the same at
each point of the space. Then, the data should have the same noise distribution
for small and high e, which is not the case in Fig. 7.6a. A recurrent solution
in ML to the linearity problem is to apply a logarithm transformation on the x
axis. Fig. 7.6b presents the results of a linear regression between logit(Accuracy)
and log(e). Combining these two logarithmic transformations makes the linear
relationship more apparent. Moreover, the logarithmic transformation slightly
corrected the heteroscedasticity. Scaling methods (where a data point is modified
by a scaling factor depending on its ) exist to perfectly fix heteroscedasticity.
However, they add more complexity for equivalent results.

To sum up, we map the attack simulation results in a logit — log space to compute
a linear regression (i.e., logit(E(Acc)) = blog(e) + a). We then deduce the
average accuracy function fac(€) = expit(b - log(e) + a) with (b, a) the regression
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Figure 7.7 / Regression results on others datasets (m = 1K)
parameters.

Fig. 7.6 represents the resulting average accuracy function for the refined score
attack (obtained on the Enron dataset). This estimation protocol can be executed
on any passive attack; e.g., Fig. 7.8 compares the average accuracy function
obtained on three different attacks.

Alternative regression methods Our regression model is built on classical
statistical approaches (e.g., the logit function) and produces convincing results,
but we cannot formally prove that it is the best model to represent the relationship
between accuracy and similarity. This situation is perfectly summarized by an
aphorism attributed to the statistician George Box [Box76]: “all models are
wrong, but some are useful.” In other words, it is commonly accepted that a
statistical model cannot capture all the complexities of the real world. However,
this relative imperfection does not prevent from using statistical models.

The ML literature has described many other regression models, but our method
is simple and provides interpretable results despite an initial non-linear problem.
A model is “interpretable” if an observer can understand the cause of a decision
[Mil19] (e.g., predict the impact of an input variation). This interpretability is
absent in many popular ML models, such as neural networks and random forests.
These models can solve non-linear problems efficiently, but are often referred to as
“black boxes” due to their lack of interpretability. Our model is interpretable and
efficient because it combines linear models with simple logarithmic transformations.
Interpretability is a crucial property in our case to foresee the security limits...
making our model particularly useful.

7.3.2 The role of similarity in attack success

We can now use our average accuracy functions to understand whether similarity
is the only factor influencing the attack success. We can reformulate it as follows:
for each attack, is there a unique accuracy function fac.(¢) valid for all datasets?
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Fig. 7.7 presents the average accuracy function on two other datasets: Apache and
Blogs. The linear regression parameters are (—4.54,1.87) for the Blogs dataset,
(—3.63,—1.09) for Apache, and (—4.47,0.417) for Enron. These parameters
significantly differ, so no unique function links the similarity to the accuracy.
Thus, similarity is not the only parameter influencing the accuracy of
the refined score attack.

We can explain this phenomenon using keyword distribution. Consider a hypo-
thetical dataset with m keywords: all keywords appear in all documents. Even
with perfect knowledge of the probabilities (i.e., € = 0), we cannot distinguish
the keywords with an accuracy better than a random guess (i.e., E(Acc) = L),
because all keywords have the same co-frequencies. Hence, each dataset has a

keyword distribution, resulting in more or less distinguishable keywords.

Revisiting the notion of indistinguishability Indistinguishability is not a new
notion in SSE [BF17,CGK006,XDZ*21]. Attack mitigations usually aim at some
keyword /query indistinguishability. The intuition is to have all queries leaking
the same information, so the leakage induced by SSE schemes becomes useless to
an attacker.

For example, mitigations based on false-positive results [BF17,CGPR15,XYW*19]
(used in SSE implementations such as Shield DB [VYS*23]) produces so-called
“indistinguishable” queries by “smoothing” the keyword frequencies. We argue
that these countermeasures do not produce indistinguishability but simply noisy
statistics (i.e., noisy co-occurrence estimators). Indeed, the frequencies might
be indistinguishable, but the co-frequencies do not automatically inherit this
property. To produce an indistinguishable leakage, we would need to smooth all
the statistics, from the keyword frequencies to the co-frequencies of m keywords
(i.e., the 2™ — 1 parameters of the random binary vectors defined in Section 7.2.2).

However, the good performances of the mitigations show that noisy statistics
are enough to prevent attacks. We do not need indistinguishable leakages; we
must only ensure they are realistically unusable. For example, two queries can
leak distinct co-frequency information; the attacks will be unsuccessful if this
information leakage is too noisy. Hence, it is unnecessary to perfectly protect
the queries by enforcing them to have the same co-frequency leakage. To reach
a satisfying noise level, Section 7.4 introduces a maximum index size estimation
(guaranteeing a low-attack accuracy).

7.3.3 Comparison framework

Finally, we can use the average accuracy functions to design a new attack com-
parison methodology: (1) generate attack results for each attack, (2) estimate the
average accuracy functions, (3) compare the average accuracy functions.

Fig. 7.8 compares the accuracy functions of three recent attacks (on Apache
dataset): Score, Refined score, and IHOP attacks. The IHOP and refined score
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Figure 7.8 / Comparison of the average accuracy functions of the Score, Refined Score,
and THOP attacks (m = 500)

attacks outperform the score attack. IHOP obtains slightly better results for
smaller € while for higher ¢, the refined score attack has a small advantage.

This comparison framework simplifies the identification of game-changing attacks.
The existing attack papers typically compare attacks over a set of parameters,
emphasizing a clear accuracy difference between a novel attack and the state-
of-the-art. While this approach identifies improvements, it does not give a full
picture of the situation. In our case, a traditional attack comparison between
[HOP and Refined Score attack would “zoom in” between € = 0.5 and € = 1.0 to
focus on the highest accuracy gains. This “zoom” ignores subtle phenomena, such
as the slight advantage of the Refined Score attack on highly dissimilar datasets.
Systematically comparing accuracy functions would guarantee attack papers
thoroughly analyze the attack behaviors and avoid focusing on a convenient set
of parameters. Moreover, the linear regression estimates an average distribution,
smoothing the noise over the curve. Noisy experimental results are a recurrent
concern that questions whether an accuracy difference is significant.

Nevertheless, linear regression remains a statistical estimation, so some uncertainty
remains. We can model this uncertainty using confidence intervals. As for
individual experimental results, we can run simple statistical tests to prove a
difference to be statistically significant. While performing statistical tests on a
large set of individual experimental results is tedious, performing a statistical test
on linear regression parameters [CPH95] is much easier. In other words, we can
statistically prove that an estimated function is significantly higher than another
function instead of proving a significant difference on individual points. Hence,
this simplicity should encourage future attack papers to rigorously prove accuracy
improvements using statistical tests on accuracy functions.

Attack mitigation efficiency Finally, the comparison framework can be extended
to attack mitigation comparison. The idea would be to compare accuracy functions
obtained with and without countermeasures. The impact of the mitigation on the
accuracy function would quantify its efficiency.
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7.4 Making the “similar-data” assumption unlikely

Since attack papers require the attacker to have a “sufficiently similar” dataset,
one may expect that only the attacker has an influence on the “similar-data”
assumption. Indeed, this formulation may imply that the assumption only depends
on the quality of the dataset found by the attacker. However, this intuition
is untrue: some settings in the SSE deployment can make the “similar-data”
assumption unlikely. In particular, this section shows how to set a maximum
index size such that it is highly unlikely to find a “sufficiently similar” dataset.

7.4.1 Dataset size, an essential condition to attack success

Section 7.2.3 have explored the influences of dataset sizes on the similarity. A key
take-away of this analysis is the similarity threshold induced by a fixed dataset
size. Indeed, to reach perfect similarity (with two independent datasets), one
needs both an attacker’s and an indexed dataset of infinite size. If the indexed
dataset has bounded size, the similarity is unlikely to go below a certain threshold
(even with an infinite-sized attacker’s dataset).

Since the accuracy is correlated to the similarity (see Section 7.3), we can deduce
that: if the indexed dataset has bounded size, the attack accuracy is unlikely to
go below a certain threshold. Based on this intuition, we propose the following
(almost) obvious theorem linking dataset sizes and attack accuracy:

Theorem 7.9. For any distribution D (with Dj,q and D, drawn from D),
for any keyword universe W, there exists a maximum index size Ny, € N
such that:

For any n,y € N, if njg < npayx, the average accuracy of any passive query-

recovery attack is lower than or equal to %

Proof. We show that with n,,, = 0, the statement in the theorem is always
satisfied: the index contains no document, so all the queries return an empty set.
Hence, an attacker can only randomly guess the queried keyword. The average
accuracy is then % (with m the number of keywords in W). m

Our proof relies on a trivial case (i.e., nmax = 0). Many data distributions could
verify the theorem with a strictly positive ny... However, some distributions
cannot. Let us consider the keyword universe W = {wy, ws} and a distribution D
such that Pp(w;) = 1 and Pp(wq) = 0. If Djyq contains even a single document,
the query leakage would be sufficient to recover the queries perfectly: if the result
is empty, it is wy; otherwise, it is wy.

Moreover, there exist other distributions for which Theorem 7.9 holds for all
nmax € N. For example, if each indexed document contains all the keywords from
W, each query returns all the documents, so the leakage is useless (i.e., no attack
is better than a random guess). Even with an infinite-sized indexed dataset, the
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best average attack accuracy would be %

In practice, real-world distibutions would have an n., between these two edge
cases. Our goal is now to estimate this value for these distributions.

7.4.2 Estimating the maximum index size

To estimate this maximum index size, we want an upper bound on the attack
accuracy and then use it to deduce the maximum index size. Let fyaxace(Tind, Ratk)
be the accuracy upper bound in function of the dataset sizes (nNing, Natk). The
maximum index size Npay is such that lim,_, o fiaxace(Pmaxs Natk) < % We can
generalize this formula and consider a generic maximum accuracy threshold [,.x
(in [% ) 1}) instead of L.

Ideally, we could deduce analytically an accuracy upper bound for all attacks.
Unfortunately, a theoretical bound could be non-informative. For example, Sec-
tion 7.4.1 highlights a distribution for which the attack accuracy is always perfect.
Hence, a purely theoretical bound could be too loose due to these edge cases.

To avoid these issues, we will compute this accuracy upper bound using statistical
estimation. This estimated upper bound is not be absolute, but simply statistical:
it is not impossible to be above this threshold; it is only unlikely. This statistical
approach can provide tight and informative bounds for a given attack and a given
use case (represented by a sample dataset).

Estimation protocol Section 7.3 presents the estimation of an average accuracy
function. We can extend this approach to estimate our maximum accuracy
function fuyiaxace, but we must make two changes to the estimation process.

First, we replace € by the value L 1+ L in the estimation process. This

Mind Natk
\/ L 4+ 1 and the
Natk

replacement is motivated by the linear relationship between -~ -
similarity metric € discovered in Section 7.2.3. Thanks to this linear relationship,
we can replace € from the average accuracy estimation to build a regression model
linking the accuracy to (ning, nak) (instead of the accuracy to €).

Second, we want an accuracy upper bound (not an average accuracy), so we
cannot use linear regression. Instead, our estimation protocol relies on quantile
regression [HNO7,KB78,KHO1]. In a quantile regression, the resulting estimated
function describes the quantile of a data distribution” instead of the average case
(as linear regression does). A quantile regression computes the parameters (b, a)
such that Qy(a) =b- X + a, for (X,Y) two data distributions and « a quantile
level. We refer to [HNO7,KB78,KH01] for details about the computation. This
quantile regression is ideal for representing a maximum accuracy bound with high
probability.

"The quantile of level « for distribution Y is defined as follows: Qy («) = inf{y : Fy(y) > a},
with Fy the cumulative distribution function of Y.
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Figure 7.10 / Estimated accuracy upper bounds (500 keywords / Dataset: Enron)

To sum up, our quantile regression estimates (for a high quantile ) the parameter
(a,b) such that Qgit(ace)(ar) = blog( ﬁ + 1) 4+ a. Then, we deduce our

Natk

estimated upper bound fMaXACC = expit(b - log( Tld + %ﬂ() + a). Now that we
have a satisfying estimation protocol, we only need to generate simulation results
(using a sample dataset representative of the use case) with varying dataset sizes

and compute the quantile regression.

For the quantile choice, the thresholds 0.1%, 1%, and 5% are recurrent in statistics.
The smaller the quantile is, the more conservative the estimation is.

Limitations This statistical approach provides a tight upper bound, but it has a
drawback: the upper bound holds for a specific attack on a specific dataset. Thus,
the maximum index size must be recalculated if a new attack is proposed, or if
the use case changes.

While it is limiting, this observation holds for many attack mitigations. For
example, index padding [CGPR15,XYW"19] consists in adding false-positive results
to the index. These works do not present a theoretical manner to set the padding
parameters. Hence, like our maximum index size evaluation, these mitigations
rely on cryptanalysis.

Anyway, our goal is not to present a perfect mitigation. We want to show that
practitioners can limit the similar-data assumption using a simple technique.

A conservative estimation As our statistical approach provides an attack
mitigation usable by practitioners (i.e., setting a maximum index size), we build
our estimation protocol to be highly conservative: a real-world attacker is unlikely
to reach the accuracy bound. The quantile regression is the main component
contributing to this conservative estimation since it provides an upper bound
contrary to the average function of the linear regression. Moreover, we also obtain
attack results assuming advantageous attack conditions: (1) the attacker knows
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(quantile regression with a = 0.95 / Dataset: Enron / Attack: IHOP [0K22])

the whole keyword universe, (2) the attacker observed all possible queries, (3) we
use uniform splitting for dataset generation. In short, real-world attackers cannot
benefit from better conditions.

Divergence from Theorem 7.9 Our (conservative) statistical estimation bounds
the accuracy with “high probability”, while Theorem 7.9 bounds the average case.
Our bound is then stronger than the one described in Theorem 7.9. The average
case considered in Theorem 7.9 provides a shorter formulation, but we could prove
a variant providing an upper bound with high probability using a similar proof.

7.4.3 Example on Enron dataset

Fig. 7.10a shows the estimated accuracy upper bound for the IHOP attack on the
Enron dataset. We observe a smooth and coherent upper bound (with regard to
the attack results).

We reproduced this estimation protocol for the score and refined score attacks
[DHP21] and plot the 0.95 quantiles of all three attacks in Fig. 7.10b. Surprisingly,
Fig. 7.10b shows that the IHOP accuracy upper bound is always better than the
Refined Score attack. Indeed, Fig. 7.8 of Section 7.3.3 showed that the Refined
Score attack was in average better than the Refined Score attack on poorly
similar datasets. These observations mean that IHOP occasionally reaches very
high accuracies, while refined score results have a smaller variance and higher mean.
Despite these minor differences, both attacks are accurate in similar scenarios,
but THOP is better because it requires no known queries.

As THOP has the highest accuracy upper bound, we use this attack to deduce
the maximum index size. Fig. 7.11a shows the maximum index size for varying
maximum accuracies .. The top curve (in blue) depicts the most conservative
setup: adversary with infinite-sized attacker’s dataset.

For example, a maximum accuracy of 5% requires a maximum size of 218 docu-
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ments per index. While this constraint could be too strict for some applications,
some measures could allow satisfying it in practice. Let us assume we store emails
(like those from Enron) using SSE, we could (1) enforce a regular cleaning of
mailboxes or (2) instantiate a separate secure index for each folder.

To increase this maximum size, we propose two solutions. On the one hand, we
could relax our assumptions and consider a finite-sized attacker’s dataset. The
three bottom curves of Fig. 7.11a shows the estimation with three different bounds
on the attacker’s dataset size: 1000, 500, 200. On the other hand, we could
apply other attack mitigations such as padding [CGPR15,XYW"19] and compute
the maximum index size for a padded index (see Fig. 7.11b).

Our results shows that SSE practitioners can have a direct influence on the “similar-
data” assumption. While this opens new directions in SSE attack mitigation
(i.e., via maximum index size), further theoretical analysis is necessary to build a
complete security framework supporting such statistical approaches.

7.5 Do data breaches provide “sufficiently similar”
data?

Attack papers [BKM20,DHP21] often motivate the existence of an attacker’s dataset
based on data breaches. SSE attackers could build their dataset using previously
leaked documents, but do these data breaches provide “sufficiently similar” data?

Simulating a data breach Inference-attack papers [DHP21,0K22] generate
indexed and attacker’s datasets by splitting a real-world dataset (e.g., Apache
emails) into two disjoint sets. By default, all papers split the dataset uniformly
at random. We propose to compare this splitting method to a more realistic
alternative: the temporal split.

The temporal split consists in splitting the dataset based on the document times-
tamp. With email datasets such as Apache, the attacker knows all the emails
before a given date, and the index contains all emails sent after this date. This
splitting simulates nicely a data breach: the split timestamp corresponds to the
breach date; the attacker has access to all data before the breach.

Accuracy discrepancy Table 7.12a presents the accuracy (of the refined score
attack [DHP21]) and the e-similarity obtained using the temporal split with four
different splitting dates. Table 7.12b presents the accuracy and the e-similarity
obtained over 100 repetitions of the uniform split. With the temporal split, the
attack accuracy is always below 5%, while it is always above 94% with the uniform
split. The e-similarity results confirm this observation since the € is much higher
with the temporal split. The low accuracy with the temporal split is not due to
the dataset size since the split on the year 2007 provides sizes equivalent to those
used for the uniform split (i.e., around 25K documents per dataset). Therefore,
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Year 2003 | 2005 | 2007 | 2009
e-similarity 4.90 | 4.07 | 4.52 | 4.62
Attack acc. (%) | 0.70 | 2.81 | 2.81 | 1.75

(a) Temporal split

Average | Min. | Max.
e-similarity 0.62 0.59 | 0.71
Attack acc. (%) | 98.20 | 94.39 | 99.65

(b) Random split (100 repetitions)

Table 7.12 / Accuracy of the refined score attack [DHP21] and e-similarity on the
Apache dataset (with [W| = 1K)

the uniform split used in all attack papers can simulate an overly powerful attacker
compared to a more realistic method.

The temporal split decreases the similarity (and the accuracy) compared to the
uniform split because the distribution of the Apache dataset shifts over time. Note
that if the Apache dataset had no distribution shift over time, the uniform and
the temporal split should provide the same results.

Other datasets (without a distribution shift) would have no accuracy difference
between the temporal and uniform split. However, distribution shifts (also referred
to as “concept drift” in the literature) are common in real-world datasets; making
them a recurrent concern in ML research [CGS*21,Tsy04,ZPG16]. Hence, this
phenomenon could hinder attackers relying on data breaches from
building similar datasets. This observation weakens the recurrent claim of
attack papers [BKM20,DHP21,IKK12] motivating the existence of a similar dataset
thanks to possible data breaches. The existence of a “sufficiently similar” attacker’s
dataset could be a stronger assumption than expected.

What is the correct method for research works? FEven if the uniform split
simulates an overly powerful attacker, researchers should keep using it to obtain a
conservative attack analysis: a real-world attacker would not have better conditions
since the uniform splitting simulates a best-case scenario for the attacker (as
detailed in appendix of the full version of this chapter).

Attack papers could also provide results based on the temporal split to evaluate
the attacks in more realistic setups. Such analysis would incentivize novel attacks
leveraging a potential distribution shift to improve their accuracy.

Conclusion

This chapter provided a novel understanding of the “similar-data” assumption
used in inference attacks against SSE. From the factors influencing the attack
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accuracy to a mechanism to make the assumption unlikely, we raised several
concerns regarding the practicality of this assumption in existing attacks. Overall,
our results all points at the same direction: the similar-data assumption can be
hard to fulfil. In particular, we designed multiple statistical tools usable on any
future attack to analyze their performances and their sensitivity to data similarity.

Our results raised new questions about the security of SSE schemes. While
the literature focused on leakage minimization to guarantee security, our results
(especially the maximum index size) opens the way to new approaches combining
statistics with cryptanalysis to estimate real-world risks.

Future works We focused on the most attacked SSE setting, but our statistical
approach can be extended to any SSE attack assuming an auxiliary data knowledge
(e.g., attacks using query frequency). Such extensions require additional works to
adapt our mathematical model and statistical tools.



Part

MPC protocols for sparse matrix
multiplications

This third part presents MPC protocols for sparse matrix multiplication that avoid
the access pattern leakage whose risks were demonstrated in the previous part.
We focus on matrix multiplication because it is a central operation in many ML
algorithms, making it crucial for PPML applications on sparse data. For example,
sparse matrix multiplications are essential to implement efficient recommender
systems. Our contribution builds upon existing work in secure sparse vector
aggregation. Specifically, we extend their approach based on oblivious sorting to
perform sparse matrix multiplication efficiently over secret-shared sparse data.
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Secure sparse matrix multiplications
and their applications to
privacy-preserving Machine Learning

A few existing works (discussed in Section 3.2) have proposed secure sparse multi-
plications, but none of them is compatible with the outsourced MPC setting that
has become popular in the PPML literature. This chapter introduces protocols to
multiply secret-shared sparse matrices, compatible with the outsourced setting.
Our protocols rely on oblivious sorting and provide communication cost reductions
up to x1000 on realistic problem sizes compared to secure dense matrix multipli-
cations. Independently of the performance gains, our secure sparse multiplications
support applications that are impractical with existing dense solutions.

This chapter is drawn from [DHPR25d].

8.1 Introduction

Several MPC frameworks enable training ML models on secret-shared data
[KPPS21,LZLR23,MR18,MZ17,PS20,WGC19,WTB*21]. These algorithms make use
of existing MPC frameworks such as MP-SPDZ [Kel20]. However, none of
these frameworks provide algorithms optimized for sparse data. Note
that this chapter puts an emphasis on PPML applications, but our results apply
to any application involving private sparse data.

The scalability limitations (especially memory issues) of dense plaintext algorithms
transfer naturally to dense MPC algorithms. Thus, MPC frameworks need
dedicated sparse algorithms for ML applications like recommender systems.
These frameworks are not fundamentally incompatible with sparse data; there is
simply no suitable secure sparse algorithm in the literature.

As detailed in Section 3.2, there exist protocols to sum sparse vectors securely, in-
cluding sorting-based [AHI*22,BGG*22], private histograms [BGG'22], or private-
union-based [BAT21]. Moreover, a few papers [CZW'21,CCL*21,SGRP19] studied
secure sparse multiplications in a two-party setting. However, these sparse multi-
plication protocols require the data owners to actively participate because one
of the computation parties must know the plaintext sparse data. Hence, they do
not support more than two data owners simultaneously, which is too limiting, as
modern ML applications involve thousands of data owners.

Typical ML applications require a more generic MPC setup: outsourced training.
In this setting (see Fig. 3.4), the data owners share their secret data with a group
of computation servers and disconnect. This distinction between input parties
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and computation parties enables supporting an arbitrary number of data owners,
contrary to existing works [CZW'21,CCL*21,SGRP19]. However, the adaptation
of these works either results in an inefficient construction or is not straightforward
because they require a shareholder to know the plaintext data. The secure
multiplication of sparse matrices in the outsourced setting is then a significant
open problem. This chapter will focus on this outsourced setting; providing
sparse multiplications compatible with any MPC framework.

Our contributions We present two secure algorithms to compute matrix
multiplications on secret-shared sparse data. Our algorithms avoid the memory
issues of dense matrix multiplications on sparse data (e.g., in an experiment from
Section 8.3: 19TB using dense multiplications vs. 60GB using ours). Moreover,
our algorithms reduce the communication costs up to a factor 1000, and
we implement two ML applications that are impractical with existing secure
algorithms. Third, as Chapter 4 argued for the need of volume pattern leakage,
we leverage the properties of real-world sparse data to mitigate this mandatory
leakage of our sparse multiplications.

8.2 Secure sparse multiplications

This section presents two secure sparse matrix multiplications: matrix-vector and
matrix-matrix. Existing secure sparse multiplications are incompatible with the
outsourced setting, so we can only compare to the dense baselines. We assume
the bit length and number of computation parties are O(1), so our asymptotic
complexities are only in function of the matrix size.

Our algorithms rely on secure additions, multiplications, comparisons, oblivious
shuffling, and oblivious sorting [HICT14]. On the one hand, sorting-network-based
oblivious sorting only requires secure additions, multiplications, and comparisons.
On the other hand, we can implement oblivious shuffling using oblivious sorting:
generate a random secret-shared value for each element in the input list and
obliviously sort the list based on these random values. Our algorithms are then
compatible with all secret-sharing schemes supporting basic arithmetic and
comparison operations. However, for optimal performances, one should implement
our algorithms using honest-majority sorting/shuffling [HICT14,LWZ11].

8.2.1 Sparse data representation

We use the tuple representation [BGS11]: each sparse vector is a list of non-
zero tuples: t = (i,v;) with i the coordinate in the vector and v; the non-zero
value. Let coord(t) = ¢ denote the coordinate of the non-zero and val(t) = v;
its value. In other words, the sparse vectors are shared as a list of shares:

[«] = [([aa], Tvis D), - -5 (L], Toa, D], with k = nnaz(z).



Chapter 8. Secure sparse multiplications 117

Algorithm 5 Secure sparse vector multiplication

Input: [z] and [y] are two secret-shared sparse vectors
Leakage: Number of non-zero elements per vector

1: function SPARSEVECTORMULT([z], [y])

2: Let [z] <= Concatenate([z], [y])
Let [z] < [sort(2)] > Asc. sort on the non-zero coordinate.
Let [s] < 0
for i < 1 to nnz(z) 4+ nnz(y) — 1 do

[obliv. if] [coord(z;)] = [coord(z;s1)]
Let [s] < [s] + [val(z)] x [val(zi1)]

return [s] > a scalar

8.2.2 Toy protocol: vector-vector

We propose to start with a simple vector multiplication (i.e, inner product). Since
dense vector multiplications have an O(1) communication cost (under honest
majority), we know in advance that it is unbeatable. Modern ML applications
essentially involve matrix-vector and matrix-matrix multiplications, so vector
multiplication is not a relevant focus. However, this toy protocol provides simple
intuitions to understand how to build sorting-based sparse multiplications.

We want to multiply two n-dimensional sparse vectors x and y, represented as
tuple lists. Algorithm 5 presents our solution. First, we concatenate the two tuple
lists. Note that this concatenation is trivial (and) secure because the sparse vectors
x and y are lists of shares. Thus, the concatenation requires no communication;
the shareholders simply concatenate locally their list of shares. Then, we sort
(obliviously) the resulting list by coordinate. If two consecutive tuples have equal
coordinates, we multiply their values and sum all the multiplication results to
build the vector multiplication value.

We use the notation [obliv. if] to describe conditional structures on secret-shared
values. The presence of conditional branches may seem contrary to the oblivious-
ness goal. Indeed, revealing the executed branch would leak information about
the secret-shared value. However, conditional structures on secret-shared values
are implemented so that the executed branch remains secret. All the [obliv. if]
instructions are implemented via a combination of arithmetic and comparison
operations. For example, we implement the lines 6 to 7 of Algorithm 5 using the fol-
lowing expression: [s] < [s]+([coord(z;)] = [coord(z;,1)]) x [val(z;)] x [val(zis1)];
with the secure comparison [coord(z;)] = [coord(z;+1)] outputting [1] or [0]. Such
instructions are less readable, so we keep conditional structures in our algorithms
with a dedicated notation. Such conditional statements are recurrent in MPC
literature: e.g., [AHI'22] used conditional statements in their heavy hitters
protocol.

Algorithm 5 costs O((nnz(z) + nnz(y)) log(nnz(x) + nnz(y))) communications and
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computations in O(log(nnz(z) + nnz(y))) rounds. The sorting step induces the
superlinear complexity. The multiplication loop is parallelizable, so it only costs
O(nnz(z) + nnz(y)) in O(1) rounds. In comparison, the dense multiplication
has O(1) communication costs under honest majority, and an O(nlogn) cost
under dishonest majority. Moreover, our sparse algorithm significantly reduces
the memory footprint under both threat models.

8.2.3 Matrix-vector

We want to multiply an n x m matrix X to an m-dimensional vector y. This
chapter assumes the leakage motivated in Chapter 4: per-row sparsity. Thus, we
can adapt the sparse matrix representation and group the non-zero elements by
rows: a sparse matrix would be a list of sparse vectors, one per row.

An intuitive solution is to compute a vector-vector multiplication on each matrix
row. This approach is adequate for dense multiplications, but inefficient for sparse
matrices. Indeed, this naive extension induces a linear dependency on the number
of rows: O((nnz(X) + n - nnz(y)) log(nnz(X) + n - nnz(y))) communications and
computations. The term n - nnz(y) comes from the “replication” of y for each
row of X. The vector y is sorted independently for each row, which induces this
inefficiency. To sum up, we need a dedicated sparse matrix-vector multiplication
because the naive extension is inefficient.

Algorithm 6 presents a more optimized solution avoiding the linear dependency on
n. The intuition behind this optimization is to build a tuple list sorted as follows
[Yjs Tiy js Tig gy - - - Yj7s Tig g - - -] 10 this list, we group the elements related to the
same column, starting with the element from vector y. We then fix y;, iterate
over all z, ;, and multiply it with y; until we reach the next y;.

Once we finish the vector component multiplications, we sort the multiplication
results according to the first coordinate to aggregate all the results with equal
coordinates and build the result. Every time two values are aggregated, the first
value is replaced by a placeholder. Algorithm 7 details this aggregation step.

After the aggregation (Line 17 of Algorithm 6), we remove the placeholders using
Algorithm 8. To avoid revealing information about the non-zero coordinates,
Algorithm 8 uses the “shuffie-and-reveal” trick frequently used in secure sparse
sum [AHI*22,BGG22].

Algorithm 6 costs O((nnz(X) 4+ nnz(y)) log(nnz(X) + nnz(y))) communications
and computations, but it has a linear round complexity due to the multiplication
loop (lines 7 to 14 of Algorithm 6) and the aggregation step (Algorithm 7). In the
full version of this contribution, we present recursive algorithms taking inspiration
from the logarithmic-round secure maximum (notably implemented in MPyC
[Sch18]) in order to build a multiplication loop and an aggregation step with
logarithmic round complexity.

Table 8.1 compares the complexities of our sparse algorithm to the dense baselines.
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Algorithm 6 Secure sparse matrix-vector multiplication

Input: [X] a secret-shared sparse matrix, [y] a secret-shared sparse vector
Leakage: Number of non-zeros per matrix/vector
Notation: the function RowCoord() (resp. ColCoord()) returns the first/row
(resp. second/column) coordinate of a non-zero tuple.
1: function SPARSEMATVECTMULT([X], [¥])
Let [2] < [X]
for ([j], [+]) in [] do
Append tuple (coord : ([L], [7]), val : [v]) to [#]
Let [2] < [sort(z)] > Asc. sort on the 2nd and then 1st coordinates (with
1<1)

6 Let prevY <« (coord : ([L], [L]),val : [.L])

7 for k < 1 to (nnz(X) + nnz(y)) do

8 [obliv. if] [ColCoord(prevY’)] = [ColCoord(z)]
9 Let [val(zg)] < [val(zx)] x [val(prevY)]

10: else

11: Let [val(zx)] < [0]

12: [obliv. if] [RowCoord(zy)] = [L]

13: Let [prevY] < [z]

14: Let [val(zx)] < [L]

15: Drop the second coordinate from all tuples in [z]

16: Let [z] < [sort(z)] > Asc. sort on the remaining coord.
17: AGGEQUALCOORD([2])

18: PLACEHOLDERREMOVAL([z])

19: return [z] > sparse vector stored as a list of non-zeros

On the one hand, honest-majority dense multiplication is no longer constant in
communications, so our algorithm is advantageous for highly sparse matrices.
On the other hand, the memory footprint is more critical in this operation.
Several real-world sparse matrices do not fit in memory using a dense format (see
example application in Section 8.3), even in plaintext! Our sparse algorithm is
then mandatory when memory overflowing prevents from using dense
algorithms.

8.2.4 Matrix-matrix

We want to multiply two sparse matrices. Such multiplications are used in ML
algorithms for specific computations, especially correlation matrices (i.e., X T X).
Other ML algorithms also require sparse-dense matrix multiplication (e.g., to
multiply a sparse input matrix with a dense parameter matrix). Even in plaintext,
sparse-dense multiplications require specific algorithms differing from those of
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Algorithm 7 Aggregation of tuples with equal coordinates
Input: [Z], a sorted list of secret shared tuples

1: procedure AGGEQUALCOORD([Z])

2: for k < 1 to length([Z]) — 1 do

3 [obliv. if] [coord(Zy)] = [coord(Zyi1)]

4: Let [coord(Zy)] < [L]

5 Let [val(Zy+1)] < [val(Zis1)] + [val(Zk)]

Algorithm 8 Placeholder removal
Input: [Z], a list of secret shared tuples
1: procedure PLACEHOLDERREMOVAL([Z])

2: Let [Z] < [shufle(Z)]

3: for k < 1 to length([Z]) do

4: Let is_ placeholder < REVEAL([coord(Zy)] = L)
5: if is_ placeholder

6: Remove the k-th tuple from [Z]

sparse-sparse multiplications (i.e., the focus of this chapter). Thus, we leave
sparse-dense multiplications for future works. This subsection then emphasizes
the computation X ' X, which is a key sparse-sparse operation in ML.

To compute X " X, we multiply an m x n sparse matrix to an n x m matrix. With
our leakage, we know the per-column sparsity of the first matrix (because X is
transposed), and per-row sparsity of the second. Algorithm 9 generalizes this
problem: multiplying an n X m sparse matrix X to an m X p sparse matrix Y,
with per-column sparsity knowledge for X and a per-row knowledge for Y. We
use the notation X® (resp. Y{¥}) to refer to the k-th column (resp. row) of X
(resp. Y') stored as a sparse vector.

When implementing a matrix-matrix multiplication naively, it is common to design
a triple nested loop multiplying: each row ¢ of X is multiplied to each column j of
Y. The third loop is the vector multiplication on each k-th element of the vectors.
Linear algebra libraries usually leverage a simple optimization to speed up the
dense matrix multiplication: swapping the loops on i and k. This optimization
significantly speeds up the implementation by reducing the memory access costs
[Leil8].

Our sparse algorithm reuses a similar intuition to design a fast algorithm and
avoid performing a series of vector multiplications. Our algorithms have two main
steps: (1) compute all the individual scalar multiplications, (2) aggregate them
using oblivious sorting. In matrix-matrix multiplications, all values in the k-th
column of X must be multiplied by all values in the k-th row of Y. Our leakage
provides direct access to the k-th column of X and the k-th row of Y, so we can
compute the individual scalar multiplications by iterating on the non-zeros of X *)
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Majority | Algorithm Comm. ‘ Comp. Storage
, Dense  [Naive alg.], O(nm) O(nm)
Dishonest | royxgro0, Mz17, Mc23]
Sparse (ours:  Algo- || O(nnz, -log(nnz,)) | O(nnz,)
rithm 6)
Dense [Hoo12,KPPS21] O(n) O(nm) | O(nm)
Honest | /171 ro3, MR18, WTB21]
Sparse (ours:  Algo- || O(nnz, -log(nnz,)) | O(nnz,)
rithm 6)

Table 8.1 / Complexities of the sparse and dense matrix-vector multiplications
Notations: nnz, = nnz(X) 4+ nnz(y),nnz(X) < n x m,nnz(y) < m

Majority | Algorithm Comm. Comp. Storage
Honest Dense O(nm + mp + np) | O(nmp) | O(nm + mp + np)
Ot [CKR*20,MZ17,MG23]

Sparse (ours:  Algo- || O(MinMult - log(MinMult)) O(MinMult)
rithm 9)
Dense [Hoo12,LZLR23] O(np) O(nmp) | O(nm + mp + np)
[MR18,WTB"21]
Sparse (ours:  Algo- || O(MinMult - log(MinMult)) O(MinMult)
rithm 9)

Dishonest

Table 8.2 / Complexities of the sparse and dense matrix-matrix multiplications
Notations: MinMult = 37 o nnz(X ®)) - nnz(Y{*¥}) nnz(X) < nxm,nmz(Y) < mxp

and Y{# . Algorithm 9 reuses Algorithm 7 and Algorithm 8 for aggregation and
placeholder removal.

Table 8.2 compares our sparse algorithm to the dense algorithms. The notation
MinMult = 3, nnz(X®) . nnz(Y{*}) denotes the number of non-zero scalar
multiplications required by the matrix multiplication. It represents an intuitive
lower bound: the best plaintext algorithm is O(MinMult), with no optimality
proof. Our algorithm only adds a logarithmic factor compared to the plaintext
sparse algorithm [BGS11].

8.2.5 Security proof sketch

This subsection sketches the security proof of our algorithms. We provide proof
sketches in the honest-but-curious model using the real-ideal paradigm [EKR18].

We can define the ideal functionality for the sparse vector multiplication Fe imuie
as follows:

o Input: [z.] = {([t1.a], [v1a]); - - - ([inals [vna])} and [2p] (defined similarly)

e Output: a secret-shared scalar [s] such that: s =37, co1 iy Via Uk 0 (750, k,b)
(with 0 the Kroenecker delta).
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Algorithm 9 Secure sparse matrix multiplication

Input: [X] and [Y] are two secret-shared sparse matrices

Leakage: Number of non-zeros per column in X (with X®*) a column), number
of non-zeros per row in Y (with Y} a row)

1: function SPARSEMATMULT([X], [Y])

2 Let [Z] < 0

3 for k <+ 1 tom do

4: for i + 1 to length([X®]) do

5: for j <+ 1 to length([[Y{k}y) do

6 Let [r;] < [[coord(Xl-(k )] > Row coordinate

7 Let [r;] < [[coord(Yj{k})]] > Column coordinate

8 Let [r.]  [val(X")] x [val(v;*))]

9 Append a tuple (([ri], [r;]), [.]) to [Z]

10: // Non-zero tuple: coordinates then value

11: Let [Z] < [sort(Z)] > Asc. sort on the coordinates.
12: AGGEQUALCOORD([Z])

13: PLACEHOLDERREMOVAL([Z])

14: return [Z] > sparse matrix stored as a list of non-zeros

This functionality has a property n. This property represents the protocol leakage
in our functionality. As motivated in Chapter 4, leakage is necessary to have
efficient secure sparse multiplications.

We sketch a proof showing that Algorithm 5 securely realizes the ideal functionality
Flectmute- Our proof relies essentially on the composition theorem for the honest-
but-curious model (Theorem 7.3.3 of [Go109]). Certain subprotocols we use have
been proven to be secure and correct in the honest-but-curious model. By using
the composition theorem, we can rely on their security and only prove the security
of our overall protocol in which these subprotocols are embedded.

The correctness of Algorithm 5 can be verified by an easy arithmetic exercise.

Security of the sub-protocols The first statement in Algorithm 5 is a concatenation
that is performed locally with no communication and hence does not need to
be simulated. The second statement is an oblivious sort. The proof depends on
the sub-protocol chosen for instantiation. This choice is highly influenced by the
threat model, so we consider the Batcher’s sort for dishonest majority and the
oblivious radix sort for honest majority (i.e., the two threat models studied in
this chapter). On the one hand, the Batcher’s sort only requires comparisons and
arithmetic operations. It is then secure because the arithmetic and comparison
operations on secret-shared values are trivially secure in the honest-but-curious
model [Hoo12]. On the other hand, the oblivious radix sort is proven secure
in [HICT14]. After the sorting statement, we have a loop. This loop statement
reveals no information because it uses 7, a property of Fecmure (i-€., @ public
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value). Finally, the loop contains a conditional statement. As highlighted in
Section 8.2, we use the notation [obliv. if] to maximize the readability. This
conditional statement would be implemented as follows: [s] + [s]+ ([coord(z;)] =
[coord(z;41)]) x [val(z;)] x [val(z;41)], with [coord(z;)] = [coord(z;+1)] outputting
[1] or [0]. The arithmetic operations are trivially secure in the honest-but-curious
model. For the secure equality, we can use the secure protocol proposed by
Toft [Tof07]. Hence, this oblivious conditional statement is secure because it
relies on secure comparisons and arithmetic operations. Note that such oblivious
conditional statements are recurrent in MPC protocols (e.g., in private heavy
hitters [AHI*22]).

Security of the overall protocol Since all the sub-protocols are individually secure,
according to the Composition Theorem, Algorithm 5 preserves the input secrecy
in the honest-but-curious model.

Matrix-vector and matrix-matrix We do not develop the proof sketch for our sparse
matrix-vector (Algorithm 6) and matrix-matrix (Algorithm 9) multiplications, but
the proof is very similar. As our sparse vector multiplication, these two algorithms
use oblivious sorting, comparisons, arithmetic operations, and oblivious conditional
structures. For all these operations, the security would be proven as sketched for
the vector multiplication. However, they also use two additional sub-protocols:
AggEqualCoord and PlaceholderRemoval.

The AggEqualCoord relies on an oblivious conditional structure and arithmetic
operations. The proof is then trivial, because we can express the conditional
structure using a combination of comparisons and arithmetic operators.

The PlaceholderRemoval uses a “shuffle-and-reveal” trick: shuffle a list of secret-
shared values and reveal which of them are placeholders. Other security papers
[HICT14] used similar “shuffle-and-reveal” tricks in protocols with proven security.
In our algorithms, revealing the number of placeholders indirectly reveals the
number of non-zero elements in the output matrix. However, this information is
public by definition because it is contained in the output.

Extension to malicious security Our security proofs hold in the honest-but-curious
model. Malicious security would require a verifiable secret-sharing scheme and
dedicated proofs for the security in the malicious model. We remind that our
main sub-protocols have known maliciously secure variant (especially oblivious
sorting [AHI*22,HICT14] and oblivious shuffling [AHI*22,LWZ11]) that would be
the basis of a malicious security proof. We leave this extension for future work.

8.3 Experimental analysis
This section compares the dense algorithms to our sparse algorithms under three

sparsity levels: 99%, 99.9%, 99.99% of zero values. These thresholds are recurrent
in sparse data applications (see real-world datasets mentioned in Section 3.1). The
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dense algorithm is, by definition, insensitive to the sparsity level, so we provide one
curve for the dense algorithm and one per sparsity level for our sparse algorithm.

Our comparison focuses on communication costs and memory usage. The com-
munication costs corresponds to the total communication exchanged between
the servers during the protocol. The memory usage is represented thanks to the
memory overflows: we scale up our experiments until the algorithms cannot be
executed due to a lack of memory. We use red crosses to represent these memory
overflows on the plots.

For each multiplication type (i.e., matrix-vector and matrix-matrix), we also
implement an example use case built upon it. Each example use case relies on
a real-world dataset to demonstrate the impracticality of dense algorithms on
simple ML applications involving sparse data.

8.3.1 Experimental setup

We execute our experiments on a server with 188GB of RAM and an Intel Xeon
CPU. We use the MPyC framework [Sch18] to simulate 3-party protocols.

We perform our experiments under an honest-majority assumption because this
setting provides the best dense baselines (see Tables 8.1 and 8.2). More specifi-
cally, we chose the SSS-based matrix multiplication [Hoo12] as dense baseline
instead of the other honest-majority protocols [KPPS21,LZLR23,MR18,WTB*21]
for two reasons. First, the SSS-based matrix multiplication has smaller constant
factors; e.g., it only requires the communication of a single ring element, while
[KPPS21,LZLR23,MR18,WTB*21] require multiple communication rounds. Second,
the SSS-based protocol supports an arbitrary number of parties (like our sparse
multiplications), while [KPPS21,LZLR23,MR18,WTB*21] are 3-party protocols.

Implementation details We use 64-bit (secret-shared) fixed-point numbers, with a
32-bit fractional part. Floating-point arithmetic is still poorly scalable in MPC
protocols. MPC works usually rely on fixed-point arithmetic [KRS22] to avoid
performance bottlenecks. The minor precision loss due to fixed-point arithmetic
is often acceptable for ML applications [KRS22].

We use the protocol by [LWZ11] for oblivious shuffling and the oblivious radix
sort [HICT14] for sorting. The first step of the oblivious radix sort is a secure bit
decomposition. As this operation is expensive, we accelerate the process using
pre-computations. Our algorithms assume the data owners pre-compute and share
a bit decomposition of their non-zero coordinates. Hence, they share a bit array
instead of a single integer per non-zero coordinate.

8.3.2 Matrix-vector

Fig. 8.3a compares the dense and sparse matrix-vector multiplications for a square
matrix. Note that our algorithm with 99.99% sparsity has a negligible cost when
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Figure 8.3 / Comparison of the secure matrix multiplications under honest majority:
dense algorithm vs. our sparse algorithm with three sparsity levels

the number of rows is small because the high sparsity leads to empty sparse
vectors. Overall, the dense algorithm is less expensive than our algorithm.

The main takeaway is the memory issue. Indeed, while the dense algorithm
is less expensive, our algorithm supports larger matrices (i.e., the first motivation
of sparse algorithms). For example, the dense algorithm (contrary to our sparse
algorithm with 99.99% sparsity) triggers memory overflows for matrices with more
than 10K columns. As developed in Section 3.1, there is no (dense) solution to
avoid memory issues (19TB of memory would be needed).

One may argue that our algorithm also has some memory overflows. To analyze
these results, we must remind the results from Section 3.1: larger datasets become
sparser. Understanding this phenomenon is essential to interpret Fig. 8.3a: the
memory overflows illustrated in this figure should not impact most real-world
datasets because of their correlation between sparsity and matrix sizes.

Our figures represent the costs for fixed sparsity rates, but large matrices are
unlikely to have a low sparsity rate. For example, real-world datasets with 10K
columns [LLW17] can have much more than 99% sparsity; e.g., with 10K columns,
Yahoo Movie dataset already has a 99.7% sparsity! Thus, using real-world sparse
data, our algorithm should not be affected by such memory issues, because larger
datasets are sparser.

More generally, any algorithm (even sparse) has memory issues when the data
is large enough. Sparse algorithms simply support larger sparse matrices than
dense algorithms. In practice, the correlation between sparsity and matrix size
even amplifies the gains provided by sparse algorithms.

Example use case: Recommender system Matrix-vector is a core component of
some recommender systems. This example use case builds a simple recommender
system in which a client sends a (secret-shared) item identifier and receives a
list of similar items. We use the Bookcrossing dataset: contains ratings from
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279K users on 340K books, resulting in 99.998% zeros in the dataset (1K users as
training dataset). Each row corresponds to a user, and each column to a book.

Our recommender system relies on a nearest neighbors algorithm [Agg16]. This
model has no training step: the inference is computed on the training dataset, and
requires two matrix-vector multiplications. This algorithm computes the similarity
between the book the client chose and all the other books in the database. Then,
the system returns the identifiers of the k£ most similar books.

The dense algorithm triggers a memory overflow because it cannot store the
training data using a dense matrix. The sparse algorithm takes, in average, 48
minutes. The dense algorithm is impractical while our sparse algorithms
support this application. Our runtime could be further reduced using MPC
optimizations (e.g., precomputed comparisons [SM25]).

8.3.3 Matrix-matrix

Fig. 8.3b shows the communication costs for the multiplication X 'X. This
experiment considers a varying number of columns and a fixed number of rows
(100 rows). The sparse algorithm brings a significant communication reductions
compared to the dense multiplication: x100 gain for 99.9% sparsity and a x1000
gain for 99.99% sparsity. The cost reduction is much higher for matrix-matrix
multiplication than for matrix-vector because the matrix-matrix multiplication
complexity has a quadratic dependency on sparsity.

Besides the performance gain, our algorithm supports much larger matrices:
the dense algorithm triggers a memory overflow for matrices with more than 1K,
while our sparse algorithm scales up to 1M columns. Fig. 8.3b shows no memory
overflow for our algorithm because we stopped experiments exceeding 10 hours.

Example use case: Access control This multiplication can be used to build an
ML-based access control system. This example use case trains an ML model
deciding whether an access request is suspicious. Access data can be particularly
privacy-sensitive, e.g., the access log of medical databases can indirectly leak
patient information. As medical access logs are sensitive, there is no publicly
available dataset, so we use use the Amazon access control dataset!; that
should have similar properties as more sensitive datasets.

The Amazon dataset contains 32.7K samples, each containing the user’s properties,
the service properties, and the access decision (granted or not). Each property is a
categorical value that we transform into binary arrays using the one-hot encoding.
This encoded dataset has 15K features with 99.95% sparsity.

Our access control relies on Linear Discriminant Analysis. The training
requires computing: (1) the proportion of each class (i.e., access decision), (2) the

https://github.com/pyduan/amazonaccess/tree/master/data
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mean vector of each class, and (3) the covariance matrix of the whole dataset.
The most expensive operation is, by far, the covariance matrix estimation.

Note that the covariance matrix is necessarily dense. As Cov(X) = % XX 1"z,
we store the covariance in two parts: the sparse product X "X and the dense
mean vector z. This trick provides an efficient storage of the covariance matrix.
This covariance matrix is used at inference time via a matrix-vector multiplication
(e.g., Cov(X) - -y = %XTX -y —Z'Z-y). Thus, this compact representation does
not change the model inference algorithm and avoids a potential memory overflow
due to the high-dimensional dense matrix.

We implement this application using the dense and sparse matrix multiplications.
We use the first 10K samples as training dataset. As expected from our previous
benchmark, the dense algorithm triggers a memory overflow during the covariance
computation. The sparse algorithm completes the training algorithm in 5 hours.
Hence, our sparse algorithm provides a satisfying solution to this problem, while
the dense algorithm is impractical.

8.4 Mitigating the leakage

Chapter 4 highlighted the need for sparsity-related leakage in secure sparse
algorithms. While existing works [CCL*21,SGRP19] do not discuss the leakage,
this section presents three techniques to mitigate it.

8.4.1 Row anonymization

By default, our algorithms assume the per-row sparsity to be public. This
information means that the number of non-zeros from each data owner is public
(but the position and value of the non-zeros remain secret). To enhance their
privacy, the data owner can submit their shares via an anonymization layer
(e.g., Tor network). Machine learning algorithms typically assume that training
instances are independently and identically drawn and don’t extract information
from the order of the instances (rows). Permuting the rows of the input matrix
hence does not substantially change the input.

Thanks to the anonymization layer, the servers would be unable to link a data
owner to a number of non-zeros. This privacy enhancement also reduces the
leakage: instead of the per-row sparsity, the distribution of the per-row sparsity is
public.

This difference is subtle, but it is important for privacy: instead of individual
information, a “collective” information is public. Indeed, this leakage provides
information about the whole population, but not about an individual.

ML practitioners usually need this sparsity distribution information, before per-
forming any ML training. Sparsity is essential information to choose an appropriate
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ML model. Thus, it is realistic to assume that the distribution of the per-row
sparsity is public.

8.4.2 Max-row padding

As motivated above, the per-row sparsity distribution is acceptable in practical
ML applications. However, if needed, we can further reduce the leakage and only
reveal an upper bound on the per-row sparsity.

To only assume this upper bound as leakage, the input sparse matrix must be
padded to this maximum per-row sparsity. To pad a row, the data owner represents
some zero elements as non-zeros anyway (i.e., creating dummy non-zeros), such
that all rows have the pre-specified number of non-zeros. Computing the maximum
per-row sparsity over all rows in MPC requires O(nlogn) communications (in
O(logn) rounds) for a matrix of n rows.

8.4.3 Matrix templating

The main drawback of max-row padding is its sensitivity to the maximum number
of non-zeros per row. Sparse datasets usually contain only a few rows with many
non-zeros. Most rows contain much fewer non-zeros than the maximum. For
example, Fig. 8.4 shows the per-row sparsity distribution on the Bookcrossing
dataset. While the maximum number of non-zeros per row is nearly 10*, 99%
of the rows have less than 100 non-zeros and 90% of the rows have less than 10!
Thus, padding the rows until a global maximum number of non-zeros would add
many unnecessary dummy non-zeros to the dataset.

Up until now, all our techniques and algorithms were oblivious to the number
of rows owned by each data owner: they support all possible settings from data
owners owning a single row to settings with data owners owning a sub-matrix.
Note that the input size (i.e., number of rows) of each data owner is usually public
in MPC. If each data owner owns a sub-matrix, we can propose a more subtle
padding technique avoiding the shortcomings of max-row padding.

Instead of padding each row to a fixed maximum, we propose to build a “matrix
template”, a safe upper bound for the distribution of number of non-zeros per row,
for which we are sure the real data matrix will fit in it. Let us call F(d) = X2, f(4)
the number of rows in the real dataset having d non-zeros or more. Let us describe
what we call a template for a matrix Y: the template divides Y (horizontally)
into K sub-matrices: Yi,..., Yy, with respectively nq,...,ng rows. Each row

in Y, must have nnz; non-zero elements, and we have nnz; < nnz; < ...NNZg.
A matrix template is then defined by T" = {(n;,nnz), ..., (nk,00zg)}. A real
dataset will fit in the template (after a permutation of the rows, see Section 8.4.2)
if Vi € [K]: F(mmz; +1) < 2 n;.

A data owner P owning a dataset Y can fit Y into a template T by padding
Y according to T. First, they sort (increasingly) the rows of Y based on their
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Figure 8.4 / Per-row sparsity distribution in Bookcrossing [ZMKL05]

number of non-zeros. Remember that the order of the rows does not matter in
ML applications. Second, they pad the first n; rows of Y to have nnz; non-zeros.
They repeat this padding process for the next ny rows with nnz; non-zeros, etc.
until the last nyx rows with nmhizx non-zeros. Thanks to the sub-matrices, only
Y is padded to have the maximum number of non-zeros, the rest of the rows
can have much fewer non-zeros. Note that matrix templating with K = 1 has
the same output as max-row padding. Similarly, the higher K is, the smaller the
overhead because the matrix template becomes more accurate.

We envision four privacy-preserving approaches to obtain such matrix templates.
First, one may know the population distribution, i.e., the probability f(d) of
drawing a row with d non-zeros in the process generating the data. Second,
without such domain knowledge one may have seen a public dataset D from which
one could draw statistics and approximate the population distribution by inferring
Fp(d) > F(d), before one has to process the sensitive data. Third, one could
start from the real data provided as input and use differential privacy to release
safe upper bounds Fpp(d) > F(d). Fourth, we can compute it using MPC-based
quantile estimation. Using matrix templating, the leakage is then reduced
to a few quantiles from the per-row sparsity distribution.

For details about the last three approaches, we refer the reader to the appendix
of this chapter [DHPR25d].

8.4.4 Overhead comparison

Row padding and matrix templating induce some overhead due to the dummy
non-zeros they add. Fig. 8.5 compares the memory footprint of several alternatives:
dense multiplication, no knowledge minimization, row anonymization, max-row
padding, and matrix templating (using quantiles as in Section 8.4.3). The memory
footprint is a simple proxy to understand the impact of knowledge minimization
techniques on our algorithms’ related communication and computation costs
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Figure 8.5 / Matrix storage costs for different techniques of leakage minimization on
four real-world datasets

(see also our tables in Section 8.2). We base the comparison on four real-world
datasets: SMS Spam [GBSGO06], Amazon Access Control, Bookcrossing [ZMKLO5],
and MovieLens [HK16]. For the matrix templating, our experiments simulate the
MPC-based estimation with 20 data owners.

On the one hand, (as expected) row anonymization has no effect on the memory
footprint. On the other hand, padding rows to a global maximum induces a
small overhead on the Spam and the Access control datasets, while it induces
significant overhead on the Bookcrossing and MovieLens datasets. The overhead
on Bookcrossing and MovieLens makes the sparse matrix nearly as large as the
dense matrix... in such case, the sparse algorithms would have no interest.

Our matrix templating significantly reduces this overhead. For example, on
MovieLens, adding dummy non-zeros via matrix templating only doubles the
memory footprint (vs. nearly x100 for max-row padding). As mentioned earlier,
the overhead could be even further reduced if we reveal more than 5 quantiles.

Finally, on the Access Control dataset, all knowledge minimization techniques
have an equal memory footprint. In this dataset, all rows have by design the same
number of non-zeros (i.e., naturally padded), so max-row padding and matrix
templating does not need to add any dummy non-zero.

Conclusion

This chapter introduced algorithms based on oblivious sorting to multiply secret-
shared sparse matrices. Our algorithms are compatible with a more generic
MPC setup (i.e., outsourced computations) than existing works on secure
sparse matrix multiplications. They avoid memory issues present in dense
secure multiplications by leveraging the data sparsity. Our experiments show
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communication cost reductions up to x1000 compared to dense matrix
multiplications. We also implemented two real-world ML applications highlighting
that our sparse algorithms support applications impractical with existing
protocols. Finally, we proposed methods to minimize the leakage (mandatory in
any secure sparse algorithm).

Our implementation is publicly available and open-source, so our algorithms can
be transferred into MPC frameworks:

https://github.com/MarcTOK/Secure-sparse-multiplications


https://github.com/MarcT0K/Secure-sparse-multiplications

Part IV

Improving Function Secret Sharing
schemes for sparse aggregation

This fourth part introduces new FSS schemes to support their applications to
sparse data aggregation (detailed in Chapter 2). While existing two- and three-
party F'SS schemes are highly efficient, extending them to an arbitrary number
of parties remains challenging. Some schemes, for example, require keys whose
size grows exponentially with the number of parties. To support applications to
sparse computations, we design new multi-party FSS schemes that overcome such
bottlenecks.

All chapters in this part rely on the notations presented in Table 9.1.
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Eliminating exponential key growth
in PRG-Based Distributed Point
Functions

While 2-party PRG-based schemes with logarithmic key sizes have been known for
a decade, extending these solutions to multi-party settings has proven challenging.
As a first step into multi-party FSS, this chapter optimizes the PRG-based DPF
proposed by [BGI15]. This DPF based on the PRG assumption has an exponential
factor ¢” in its key size, making it impractical for many applications notably to
statistics and ML. This chapter addresses this efficiency bottleneck by eliminating
the exponential factor present in the key size of [BGI15].

Our construction is the first PRG-based multi-party DPF scheme with practical
key sizes, and provides key up to 3x smaller than the best known DPF. Our work
demonstrates that with careful optimization, PRG-based multi-party DPFs can
indeed achieve practical performances.

This chapter is drawn from [DHPR25b].

9.1 Introduction

As explained in Section 2.2.3, statistics applications (such as sparse aggregation)
require efficient schemes with output in prime fields F,. Indeed, shares must be
in prime fields so that shareholders can aggregate them locally. It is naturally
possible to encode and share any I-bit integers using bit fields ((F,)!), but the
addition of two shared values would require communications between shareholders.

Unfortunately, the existing PRG-based multi-party DPF proposed by [BGI15] has
an exponential factor ¢gP present in their key size. This scheme was initially designed
for applications like PIR in which bit field outputs (i.e., ¢ = 2) is acceptable.
However, as statistics applications require larger moduli, we need to eliminate the
factor ¢” to have a scheme compatible notably with sparse aggregation.

Our contribution Our optimization relies on the honest-majority assumption to
obtain a key size of O(y/N - (mil) log q) instead of O(v/ Nq¢= logq) in [BGI15].
In other words, we tolerate fewer corrupted parties than [BGI15] in order to
eliminate the exponential factor. Our benchmark shows that our scheme is the

first multiparty PRG-based scheme with practical key sizes. We even provide keys
up to 3x smaller than the best performing DPF (i.e., the IT DPF by [BK022]).
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Notation Meaning

General notations

& Tuple £ = (Gen, Eval, Decode) defining an FSS scheme
P Number of parties/shareholders

m Number of corrupted parties

17 Security parameter

F, Prime field

Generic Abelian group
[x] i-th share of the secret
s& s Uniform sampling of an element s from the set S

Function specific notations

Function domain size
Function domain

Function co-domain

N xR =2

Function family

Derived notations
= [VN]

- (mﬁ—l)

Table 9.1 / Notations for the chapters on FSS

Q

9.2 Honest-majority PRG-based scheme

9.2.1 PRG-based scheme by [BGI15]

To build their multi-party DPF scheme, [BGI15] represented the function domain
{1,...,N} as a grid of size v x v (with v = [V/N]). Like [BGI15], we use assume
the existence of a PRG G : {0,1}* — G*.

This grid is full of zeros except on the cell (74, d+), with a = 7, + d«. For each

row v € {1,...,v}, the Gen algorithm samples ¢"~! random \-bit random seeds
Sy1-..5y 1. For each seed s, ;, the algorithm generates additive shares of a
coefficient a, ;: [a ]i,...[ay ], (i-e., one share per DPF key). The coefficient

is defined as follows a., ; = 1 if v = 7., 0 otherwise. Finally, it sets a “correction
word” W e (F,)” such that W + Z;’Zl G(s,. ;) = es. - B (with es a unit vector
equal to 1 on index §, 0 otherwise). Each key k; contains the correction word,
their share of the coefficients [a, ;]; (for all rows v and all j € {1,...,¢*"'}), and
it contains all the seeds s, ; for which [a, ;]; # 0. This last condition (on the seed
inclusion in a key) ensures that there is at least one seed unknown to an adversary
composed of p — 1 out of p parties.

The Eval algorithm represents the input z as a tuple (,d), expands the corre-
sponding seeds s, ;, multiplies the expanded seeds with the corresponding shared
coefficient [a, ;];, sums everything with the correction word W, and the share



Chapter 9. Eliminating exponential key growth in PRG-based DPF 135

[ Correction word cw:
cw
one vegctor for all columns
O
Random seeds: v
C per row 7y olololololoM
(with some placeholders)
0|j0|0|0]|O0]|O
o|lo Blo|lo]o / N
Shared coefficients: ojojo|0f|0O]|O
C per row
7 o|jo0|0|0|O0]|O
ojlojojojo|ol

Figure 9.2 / Structure of our DPF keys

[f(x)]; is on the é-th index of the sum vector:

[f(x)]; = v[d] with v =W + Z[[a%j]]i - G(54,)

An element could surprise: the number of random seeds v x ¢°~!. Such a large
number is necessary, so an adversary cannot infer information about the secret
function based on the distribution of the shares [a,;];. These shares can be
structured as matrix shares A, with A,[i,j] = [a,;];- To preserve function
privacy, each matrix must contain all combination of additive shares summing
to 1 (if v = 74) or 0 (if v # ~74). If the matrices do not contain all possible
combinations, an adversary (owning up to p — 1 keys out of p) can recover 7,
based on the share distribution. Since there exists ¢! combinations of p shares
of 0 (resp. of 1) in F,, the key generator must sample ¢?~* random seeds.

As we optimize [BGI15], Algorithm 10 (describing our scheme) follows roughly
the same structure as their scheme. The only difference is the matrix sampling in
Lines 8 and 9. We then refer to Algorithm 10 for more details.

9.2.2 Qur honest-majority scheme

The main scalability bottleneck in [BGI15] lies in the size of the matrices of
shares, we improve their scheme by eliminating its dependence on the field size;
thanks to the honest-majority assumption (m < p/2). Specifically, we redesign
the matrices to be smaller, resulting in more compact keys. Algorithm 10 presents
our multi-party DPF scheme, and Fig. 9.2 an overview of our DPF keys.

Our matrix sampling (described in the function MatrixOfShares of Algorithm 10)
generates a matrix A that distributes shares among all possible combinations of
m + 1 parties out of p. For each combination S; of m + 1 parties, the function
samples m + 1 shares of the secret coefficient a (using additive secret sharing)
and assigns each share to the cell of A; A[i, j] = [a]; if i € S, 0 otherwise. The
secret coefficient a is either set to 0 or 1 depending on whether the value x being
evaluated matches « (the non-zero point).

While in [BGI15], each matrix of shares has p rows and ¢?~! columns, our
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Algorithm 10 Honest-majority DPF scheme adapted from [BGI15]
1: function MATRIXOFSHARES(a)
2 Initialize A an p x C' matrix with zeros and the counter k to 1.
3: for each set of parties S; in the set of all combinations of m + 1 of p do
4
5

Sample m + 1 shares of the value a: {[a]i;...[a]m+1.}

for each i in S; do A[i, j] < [a],; and increment k.
return A

6: function Gen(«, 3, p, m, 1%)

7: Represent « as a pair o = (7., 0+) with 7,0« € {0...v}.

8 Sample Ay,..., A, s.t. for all v # 7., A, < MatrixOfShares(0).

9: Sample A, < MatrixOfShares(1).

10: Choose randomly and independently v - C seeds sy 1,...,s,c € {0,1}*.
11: Set the correction words W € G” s.t. W + chzl G(S,..;) = €s. - 0.

12: forie{l...p},je{l...C},ye{l...v} do

13: if A’Y[Z>]] 7A 0 Oivy,j — (S%j, Afy[’l,]D

14: else 0, ; < (0,0). > Receives no seed and no coefficient share
15: Set 0y <= (Oiry1]| .- ||oigc) foralll <i<p, 1 <~y <w.

16: return (ky,...,k,) with k; = (0;1]] ... ||os,||[W) for all 1 <i <p.

17: function Eval(k;, )

18: Represent = as a pair = (y,0) with v, € {0...v}.

19: Parse k; = ((s11, Av[i, )| - - ||(s1.0 Aul, CDII - - - [|(sw.0, Aui, CT)[|[W).
20: return y;[0] with y; < A, [i, 1] - W + ch:l ALt ] - G(sy ).

21: function Decode([y]s, ..., [y],) return >0 [y]..

construction produces matrices with p rows and (mil) columns. As in [BGI15],
we sample one random seed per column. The i-th key contains the i-th row of the

matrix and includes the j-th seed if the corresponding cell A[z, j] is not null.

As in [BGI15], it is necessary that (for any given +) at least one seed s, ; remains
unknown to the adversary. With all the seeds, they could unmask the correction
word W and recover 5. Our scheme provides each seed to m + 1 parties, so under
honest majority, at least one combination of m + 1 out of p parties contains only
honest agents. Thus, there is at least one seed unknown to an adversary.

Our optimization cannot be extended to dishonest majority. Indeed, with m > p/2,
the adversary would know all the seeds because there would be at least one

corrupted party in each combination of m + 1 out of p parties.

Based on these intuitions, we can consider the following security theorem:
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Theorem 9.3. Let A € N, N,p € N, then the tuple (Gen, Eval, Decode)
as described in Algorithm 10 is an FSS scheme for the family of all point
functions with v € {1,..., N} and any § € F,,.

Assuming that there exists a secure PRG, then this scheme is correct and
private against at most m semi-honest parties with m < p/2.

Proof. As we modified only slightly the scheme of [BGI15] (i.e., we only updated
the definition of the matrix of shares based on the honest-majority assumption),
our proof follows the same structure as theirs. Thus, we only provide a proof
sketch, and refer to [BGI15] for more details.

The correctness can be verified by an easy arithmetic exercise considering succes-
sively three cases: (1) v # Vi, (2) v = 7% and ¢ # d«, and (3) v = 7, and & = J».
Using the VN x /N grid (illustrated in Fig. 9.2), we represent any input z as
(7,6) and « as (s, 0x).

For privacy, we must show that there exists a simulator that outputs samples from
a distribution that is computationally indistinguishable from the distribution of
the real DPF keys. We propose to study separately: the random seeds s, ;, the
correction word W, and the coefficient shares A, [i, j].

The simulation is straightforward: for each (simulated) seed, sample a random
seed s, ;; for the correction word, sample a random vector VT/; for the coefficients,
for each S; combination of m + 1 parties of p, for each ¢ in S}, sample a random
value and store it in A.[i, 5] (the rest of A, is null). The simulator can return
“simulated” keys based on these elements.

Since both the real and simulated seeds are randomly sampled, the simulator’s
output distribution (s, ) is computationally indistinguishable from that induced
by the distribution of a single output of Gen.

The correction word W is a secret vector (i.e., es, - ) masked with the output of
(m’_’H) seeded PRGs. Remember that a key k; contains a seed s, ; only if the ¢
is part of the j-th combination of m out of p parties. So, under honest majority,
there is always at least one seed unknown to the adversary controlling m out p
parties. Hence, the correction word W is computationally indistinguishable from
the randomly sampled W, because it is masked with the output of (at least) one

PRG seeded with a seed unknown to the adversary [CBM15].

Finally, each coefficient is shared between m+1 parties, so an adversary controlling
m parties cannot distinguish real shares from random values A,[i, j] provided by
the simulator. O

Key size optimization: Instead of using a VN x v/N grid, we should use a
grid with /N (C)~! rows and v/ N - C' columns. This “non-square” grid leverages
the fact that each row requires C' seeds, and a unique vector W for all columns.
Thanks to this trick, we obtain a better key size: O(v N - C'logq).
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Extension to comparison functions [BGI15] presented a simple adaptation of
their DPF to support comparison functions; functions such that f(x) = 5 when
r < «, 0 otherwise. These schemes have applications notably in machine learning
[BGI19,KPM24]. We can naively reuse our optimization on this other scheme.

9.3 Key size benchmark

This section compares our optimized scheme to existing schemes in order to
identify asymptotic and practical key size reductions.

We focus our comparison on schemes supporting all possible DPF applications;
excluding schemes based on elliptic curves that support a limited number of
applications due to their non-linear decoding [KPM24] (e.g., do not support PIR).

Asymptotic Our scheme provides a key size of O(y/N - (mz_’H) log q), which is
clearly better than the key size of [BGI15] (i.e., O(\/Nq% logq)).

As [BK022] built an honest-majority scheme with O(v/N) key size upon [BGI15],
we can comment how we distinguish from them. Their paper does not modify
[BGI15], but combine it with replicated secret sharing to reduce the dependency
on N (i.e., O(v/N) instead of O(v/N)). However, their approach worsened the
exponential factors already in [BGI15]; as shown in our benchmark below. On
the contrary, we leverage the honest-majority scheme to avoid exponential factors
present in [BGI15], but we maintained the same dependence on N.

The IT DPF by [BK022] has a key size comparable to ours: O(v/N - (mjjrl) log q).

p

" +1)’ yielding significant key size reduc-

However, our approach saves a factor (

tions in practice.

While these asymptotic comparisons are informative, they are often insufficient
to assess practical performance. [BK022] exemplify this problem: although they
substantially reduced the dependence on the domain size N, they kept exponential
factors without providing any concrete efficiency analysis. Therefore, we present a
detailed comparison based on exact key sizes to offer a more accurate assessment.

Exact As we aimed to remove the exponential factors ¢” (for outputs in F,), we
start by studying the dependency on ¢. Fig. 9.4 compares key sizes for varying
prime moduli. Our benchmark includes a curve “Trivial scheme” corresponding
to the most trivial DPF: sharing the function truth table (i.e., O(N) key size).
This curve serves as baseline to identify impractical solutions. The PRG-based
solutions [BGI15,BK022] have keys orders of magnitude larger than those of this
trivial solution, while the IT DPF of [BK022] and ours are below.

Recently, [BCGI22] showed that, for a composite modulus m = q1qs . . . q;, we can
use the Chinese Remainder Theorem (CRT) to replace ¢? with - ¢7. Fig. 9.4a
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compares key sizes for arbitrary moduli, but the variations make the figure poorly
readable. Instead, Fig. 9.4c compares key sizes for primorial moduli; a primorial
is the product of the first n primes. Primorials is the best case of this CRT trick
as they provide composite moduli with the smallest primes possible.

Even with the CRT trick, the existing PRG-based schemes [BGI15,BK022] pro-
vides key sizes larger than the trivial scheme for any modulus above 210. As their
key sizes are impractical, we exclude these schemes from our other figures to focus
on the comparison of our scheme to practical schemes.

Fig. 9.4c also shows that the key size of the I'T scheme of [BK022] grows faster
with the modulus than ours. This phenomenon is explained by the fact that our
key size is dominated by components conditioned by a security parameter that is
independent of the modulus.

Fig. 9.5a compares the practical schemes for varying function domain sizes. Our
key size is 2.4 X smaller than the best existing scheme. Moreover, Fig. 9.5b
shows that our scheme has a better scaling with the number of parties

thanks to the factor (mﬂ’rl) identified in the asymptotic comparison.

Conclusion Our optimization based on the honest-majority assumption trans-
formed an PRG-based DPF [BGI15] with impractical key sizes into the DPF
with the smallest key sizes. This chapter proves that, like in two- and three-party
schemes, PRG is a promising primitive to build DPF schemes with compact keys.
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DDH-based schemes for multi-party
Function Secret Sharing

Our first F'SS contribution successfully optimized an existing scheme, resulting to
the best performing multi-party DPF. However, the gap between multi-party and
two-party schemes remains unchanged because this optimized scheme matches the

asymptotic key size of [BK022]: O(v' N (mil)) Thus, further work is necessary

to go beyond the O(v/N) asymptotic key size.

Building on this objective, this chapter designs a DDH-based DPF with O(+/N)
key size. Our benchmark highlights key sizes up to 10x smaller (for realistic
problem sizes) than state-of-the-art schemes. Finally, we extend our technique to
schemes supporting comparison functions.

This chapter is drawn from [DHPR25a].

10.1 Introduction

When relying on standard hardness assumptions (which then excludes [KP25]),
the existing literature leaves two choices for multi-party DPF': either an O(W ) key
size with exponential factors [BK022], or an O(v/N) key size without exponential
factors [BK022,CBM15].

Our goal is to provide an intermediary solution, a better trade-off:
O(V/N) key size without exponential factors. Similarly, we want to extend these
results to DCF, and provide the same choice range as in DPF.

We would like to emphasize the important contribution of [KP25] (published
concurrently to our work) which presents a multi-party scheme with logarithmic key
sizes. Unfortunately, it requires the introduction of two new hardness assumptions.
Further research is still necessary to estimate the parameters under which these
assumptions hold. In this chapter, on the other hand, we want to rely on standard,
widely-established assumptions.

Our Contributions

(1) We build a multi-party DDH-based DPF with O(v/N) key size. Our
scheme provides keys up to X 10 smaller than existing works.

(2) We extend our approach to build a DCF with O(/N) key size.

(3) As DDH-based schemes require encoding the secret as a DDH group element,
we present two encodings, discuss their properties and applications.
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Figure 10.1 / High-level structure of our DDH-based DPF

10.2 DDH-based Distributed Point Function

This section introduces a DDH-based approach to build a scheme with O(+v/N)
key size upon the information-theoretic scheme of [BK022] which has an O(v/N)
key size. We call “sub-DPF” or “sub-scheme” the DPF scheme of [BK022] on
which we apply our DDH-based optimization.

As this section focuses on point functions, we use the notation («, 8) to refer to
the parameters of the secret function f (i.e., f(z) = 8 if x = «a, 0 otherwise).

10.2.1 Scheme

We represent the domain as a grid of dimensions: (¢/p)? x ¢/p (see Figure 10.1)
The non-zero value is in cell (7, 0s).

Gen algorithm Let G be a cyclic group of prime order ¢q, with g a generator.
We assume that the DDH assumption holds in G. Let gz = Encodeppn(8) be the
encoding of 5 in G (possible encodings are discussed in Section 10.5). Our Gen
algorithm starts by sampling one random number r & F,, and compute 7,y its
multiplicative inverse. Note that this multiplicative inverse exists because qq is
prime (and large so sampling a 0 is unlikely).

We then use the sub-DPF to share two secret point functions f,, f, such that
fa(xz) =7 and fy(z) =1, if x = ~,, otherwise 0. This step outputs two sets of DPF
keys {k%a), . k;é“)} and {k%b), o ,kz(?b)}, with each key of size O(v/N) thanks to
the sub-DPF. For each column 4, we sample a random generator g; & G. For all
d # 0+, we set the “correction points” hs = g5™ . We set the correction points for
the column 0«: hg, < g5, ™ - gg‘“. Each party ¢ receives a key k; containing two

DPF “sub-keys” k:,fa), kZ(b) and all corrections points.
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Eval algorithm Party i represents z as (7, 9’) and evaluates: L[sa]]i — EvaleF(k;Z(a), )
and [s,]; < Evalppp(k"). Each party obtains [f(z)]; = hﬁ‘;f“ ' -gg,sb]]i.

Algorithm 11 details our DDH-based scheme. Fig. 10.1 provides a high-level
representation of our DPF keys, with an O(v/N - (p;:) - (A +logq)) key size.

Algorithm 11 DDH-based DPF scheme
1: Let G be a cyclic group of prime order ¢y and with g a genertor. We assume
that the DDH assumption holds in G.
2: Let (Gengl))F,Evalgl)DF,DecodeJr) be the information-theoretic proposed by
[BK022] (with output in F,).
3: Let Encodeppy : YV — G and Decodeppy : G — Y be two functions such that

Encodeppn(0) = ¢ and Decodeppy(Encodeppr(y)) = y for any y € ).

4: function Genppr(a, 5, p, m)
Let gg < Encodeppu(5).
Let (7, 6s) be the position of a in a (v)? x v grid, with v = [V/N]

Sample one (non-zero) r il F,, and set 7y, < 1.
Generate two sets of DPF keys:

{ 5“), e k]g“)} — Gengl))F(’y*, Tay D, M)

{kﬁb), . ,/{:I(;b)} — Gen](;%,F(v*, 1,p,m).

9: for o € {1...v},0 # 0« do

10: Sample a point g5 from G and set hs < g5 ™.
11: Sample a gs. from G and set hs, < g5,"™ - g5™.

a b .
122 Set k; = (K ED gullhall - - |lgu]|he), Vi € {1...p}
13: return (ky,..., k).

14: function Evalppr(k;, )

15: Let (7/,0") be the position of x in a (v N)* x ¥/N grid.

16:  Parse k; as k; = (K(|k|g1[| ]| - . ||gv]|w)-

17: Let [sq]; < EV&IS)F(kZ(a), YY), [sv]i < Evalgl);F(k,fb), 7).

18: Let [f(x)]: < hf@f“ ' -gg}g”ﬂi.

19: return [f(z)]; > [f(x)]; € G.

20: function Decodeppr([f(2)]1, ..., [f(2)],) return Decodeppu(IT—:[f(2)]:)

10.2.2 Asymptotic key size

Fig. 10.1 provides a high-level representation of our DPF keys, with an O(\?’/N .
(p 71) - (A +logq)) key size. Let us break down this asymptotic cost.

m—1

First, we have two sub-DPF keys. The previous DPFs are defined over the domain
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{1...(¥/p)*} to “cover all the rows”. We have (y/p)® rows and use [BK022] as
sub-DPF (with an O(\/M(z__ll) log qo) key size for a domain of size M). Each

sub-DPF key is then of size O(/p - (f:;_ﬁ) -log qo) (M = ({/p)* in our case).

Second, for each column 9, we have gs, hs € G. For convenience, assume G = Fy.
As we have ¢/p columns, the total size of these elements is O(/p - logq).

In our scheme, A is implicitly present because DDH is assumed to be hard in
cyclic group G. As G is of order gy, we have A = O(log qp).

Supporting other sub-DPFs  We use a grid of size (v/N)? x ¥/N because the
sub-DPF we use has an O(v/ M) key size (for a domain size of M). However, using
our DDH-based approach, we can replace [BK022] with any scheme that outputs

additive shares in IF,. Specifically, for any sub-scheme with key size O(¥/N), our
method yields a DDH-based variant with key size O( *V/N).

In particular, our approach can be applied to the dishonest-majority scheme
proposed in [GWW25]. The resulting scheme (combining [GWW25] with our DDH-
based approach) is secure against a dishonest majority and has key size O(3/N -
p3A% - (logq + A)). As shown in Section 10.3, the scheme of [GWW25] already has
larger keys than sharing the function’s truth table. Therefore, extending our
scheme using [GWW25] would result in an impractical solution, because [GWW25]
is impractical.

Given this, we do not further develop this extension in our work. Instead, we
focus our discussions solely on our honest-majority scheme, which, in contrast,
provides substantial key size reductions for practical problem sizes.

Since we can reduce key sizes from O(v/N) to O( *V/N), our result raises a key
question: can we build a multi-party scheme with logarithmic key size via a recur-
sive application of our scheme? Our DDH-based scheme outputs multiplicative
shares (in a DDH group), so it cannot be used recursively.

10.2.3 Security

In our scheme, the DDH assumption prevents an adversary from distinguishing
the correction points, and then prevents them from recovering the column J«
containing the non-zero from the key. To prove this intuition, we propose to
consider the following theorem:

Theorem 10.2. Let A € N, N, p € N, then (Genppr, Evalppr, Decodeppr) as
described in Algorithm 11 is an FSS scheme for the family of point functions.

Assuming that the DDH assumption holds in G and that the information-
theoretic scheme (Geng%F, Evalgl);F, Decode, ) from [BK022] is a correct and
private DPF scheme, then this scheme is correct and private against at most
m semi-honest parties with m < p/2.
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Proof. Correctness: We represent any input « as (7,0) and « as (7, d«). We
need to study the F'SS output in three cases: (1) v # 7, (2) v = 7« and § # x,
and (3) v = 7. and 6 = J«.

If v # 7, each party i holds [s,];, [sp]: (obtained using their sub-DPF keys), such
that > [s.]; = > [ss]i = 0 (because the sub-DPF is correct by assumption and
outputs additive shares). For any o:

H[[f(ﬂf)]]z _ H(hgsaﬂi .ggsb]]i) _ hézi[[s‘lﬂi .gazz‘[[sb]]i _ hg . gg _ gO

%

= Decodeppr(Evalppr(ki1, ), . .., Evalppr(ky, x)) = Decodeppr(g°) = 0

If v =7, and § # d«, each party i holds [s.];, [s]i, such that >;[s.]; = r and
>i[se]: = 1. The parties obtain:

Sali Sbli i[s‘lﬂi Z.[[S ]]7«
[T @)l = T ) = hi 0 g

=0, g5 =05 g5 =4"
= Decodeppr(Evalppr(k1, ), ..., Evalppr(ky, ) = Decodeppr(g°) = 0

inv'T

If v =7, and § = d«, we also have 3 ;[s,]; = r and Y ;[sp]; = 1, but hs is now
equal to (g5 "™ - g5™). It implies:

Sali Splls iﬁsaﬂi ilIS ]]z
[T1F @)L = TIEe - gl = ng=itete ggte

%
—Tinv'T

= 05 95" g5 = gp
= Decodeppr (Evalppr(k1, ), ..., Evalppr(k,, ) = Decodeppu(gs) = 3

Privacy: This proof will rely on a construction also used in [CBM15] to prove the
security of their DDH-based DPF: Seed-Homomorphic PseudoRandom Generators
(SH-PRG). A PRG G is seed-homomorphic if it satisfies the following property:
for any seeds sy, 59, G(s1 + s2) = G(s1) ® G(s2). In particular, [CBM15] rely
on DDH-based SH-PRG Gppn: given L randomly sampled public parameters
(g1,...,91) € GL, Gppu(s) = (¢5,...,9;) for any seed s. SH-PRGs naturally
inherit all properties of a PRG, notably the fact that the output is computationally
indistinguishable from true randomness if the seed is unknown to the adversary.

Recall the two assumptions of Theorem 10.2: (1) the DDH is hard, and (2) the
sub-DPF scheme is private and correct. To prove the privacy (see Definition 2.5),
we must show that (for every set of corrupted parties S C {1...p} of size m)
there exists an efficient simulator that, for any input functions, outputs samples
from a distribution that is computationally indistinguishable from the distribution
of the DPF keys.
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Remind that each key k; contains the following elements: two sub-DPF keys
(K, k) and pairs of “correction points” (A1, ¢1), ..., (hu, gy)

By assumption, the sub-DPF scheme (Genl()*%F, Eval](;l)pF, Decode, ) is secure, so
there exists an efficient simulator to simulate (kz(a), I{;gb)) (foralli e {1...p}).
To simulate the correction points, for each 6 € {1...v}, the simulator samples
a random generator gs € G and another random element hs € G. Note that gs
is also sampled randomly during the key generation, so the distribution of gs is
indistinguishable from the distribution of gs.

Finally, we have to prove that the adversary cannot distinguish hs from hs. To
prove this statement, we will consider successively two scenarios: (1) the adversary
knows (s, 3) and (2) the adversary does not know the pair.

Let us first assume that the adversary knows (d«, 3). Note that we can rewrite the
tuple (A, ..., hso, .. hy) as (g7 )", ..., (g5 g8) ™, ... (g5 )™). As g1,..., 9,
and gs are known to the attacker ((gi'), ..., (95.'95),--- (g, ")), these values can
be interpreted as the public parameters of a DDH-based SH-PRG. The only
condition on the public parameters is that they must be independently sampled
generators. This condition is trivially satisfied for all g5 with § # d«, and we can
observe that gs, is independent of gs so (g;.'gs) is indistinguishable from random.

Let G%pp then be a DDH-based SH-PRG with ((g7%), ..., (g5."98),---(g;%)) as
public parameters. We have:

(ha - ) = ((gr )™ (9. 98)™ - (9,)™) = Ghpp (Tinv)

In other words, (hq,...h,) is the output of G%,,5 on the seed ry,,. The seed 7,y
is unknown to the adversary, so they cannot distinguish the real (hi,...h,) from
the randomly sampled (hq, ... h,) outputted by the simulator.

Let us now assume that the adversary does not know (d«, #). If the adversary were
able to distinguish hs from hs without this knowledge, we could trivially build a
distinguisher for an adversary knowing (dx, 3). Since the hs can be formulated as
the output of a DDH-based SH-PRG, this hypothetical distinguisher would break
the DDH assumption (upon which the SH-PRG is built). By assumption, DDH is
hard, so this adversary cannot distinguish real hs from the simulator output hN(;. O

10.2.4 Comparison with existing works

Table 10.3 compares existing schemes to ours. We achieve two goals: (1) having
a practical scheme (i.e., avoids exponential factors contrary to [BGI15,BK022]),
and (2) improving the dependency on the function domain size N (compared
to other practical schemes [BK022,CBM15,GWW25]). In other words, our O(W )
key size is a nice intermediary solution between an O(v/N) key size with ex-
ponential factors [BK022] and O(v/N) key sizes without exponential factors
[BK022,CBM15, GWW25] .
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Scheme Majority Assumptions ‘ Key size ‘
[BGI15] Dishonest PRG O(V/N - ¢'T - (log g+
N)
[CBM15,KPM24] | Dishonest DDH O(VN - (A +1logq))
PRG-based Honest PRG O(VN - /g™ -
[BK022] (%) - (A +1logq))
Info.-Th. Honest None O(V'N - (p;l) -logq)
[BK022]
[GWW25] Dishonest PRG O(VN - p?\3 -
(logg + X))
[KP25] Dishonest | DDH 4 2 new | O(log N - (logq + A))
hardness
assumpt.
Our scheme Honest DDH O(¥/N - (p;D (A +
log q))

Table 10.3 / Comparison of the multi-party DPF schemes

The scheme of [KP25] achieves the best known asymptotic key size, namely
O(log N). However, this improvement comes at the cost of relying on two new
hardness assumptions whose concrete security is not yet well understood. The
work of [KP25] represents an exciting theoretical advancement, but the lack of
concrete security hinders its implementation for now. Further research is needed
to determine parameter sets that achieve standard security levels (e.g., 128-bit or
256-bit). In contrast, our scheme has O(s/N) key sizes, but is based solely on the
DDH assumption; a standard and extensively studied cryptographic assumption.

10.2.5 Pseudo-random secret sharing

Pseudo-random secret sharing (PRSS) [CDIO5] is a protocol reducing the commu-
nication cost of secret sharing protocols thanks to pseudo-random seed expansion.
As most multi-party schemes [BGI15,BK022,CBM15] (including ours) output DPF
keys containing secret shares, we can reduce their size thanks to PRSS.

In particular, we rely on the simplest form of PRSS applied to additive secret shares.
Additive secret sharing on a secret s normally outputs p shares {[s]i...[s],},
such that > ;[s]; = s. With PRSS, the secret holder generates p — 1 random seeds
r1,...,7p_1 and a share [s],, such that [s], + >%-} G(r;) = s (with G a PRG).

One shareholder receives [s], and the other p — 1 parties receive a random seed r;.

The random seeds can be reused to share multiple values. To share a vector of
n values, the secret holder sends p — 1 seeds and a single vector of n shares (vs.
p vector of n shares in classic secret sharing). If the MPC protocol allows the
secret holder to be a shareholder, they can keep the vector of shares and send
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only random seeds to the other shareholders.

This technique amortizes the communication costs (i.e., key size) when the proto-
cols require sharing large vectors. Since all practical schemes [BK022,CBM15] are
compatible with PRSS, Section 10.3 compares the key sizes using PRSS.

10.3 Key size benchmark

We compare the exact key size of our DPF scheme to those of existing schemes.
Our experiments report the total key size instead of the individual key size. This
metric takes into account the key size amortization provided by PRSS. For this
benchmark, we implement our scheme using elliptic curves E(F,), as they provide
prime-order cyclic groups in which the DDH is known to be hard. More specifically,
we use the curve P-256.

While the scheme of [KP25] has the best asymptotic key sizes, it relies on two
new hardness assumptions whose concrete security is not yet well understood.
As a result, it remains unclear what parameter choices would yield 128-bit or
256-bit security. Without this information, the scheme cannot yet be implemented
securely, and thus remains theoretical. Therefore, we cannot include it in our
benchmark. Nevertheless, because of its low asymptotic key size, the scheme from
[KP25] is a promising direction for future deployments; once its concrete security
has been studied more thoroughly.

Exponential factors in existing works Fig. 10.4 illustrates the exponential
factor of the PRG-based multi-party DPF [BGI15,BK022]. Fig. 10.4a represents
their key size in function of the output bit length (i.e., log, ¢ for an output in
[F,). While this problem was barely discussed in existing works [BGI15,BK022],
Fig. 10.4 shows that it makes these techniques purely unusable. For only 12-bit
moduli, the DPF of [BGI15] has a key size of 10'® bits and the PRG-based DPF
of [[BK022] has a key size of 10%.

Fig. 10.4 includes a curve “Trivial scheme”, corresponding to the most trivial DPF
implementation: sharing the truth table of the function. This trivial baseline is
much better than these PRG-based solutions for prime fields other than Fy. While
other works [BCGI22,KPM24] warned about this potential scalability issue, this
chapter provides the first experimental proof of their impracticality in IF,.

In comparison, we can barely see on Fig. 10.4a the key size difference between
the rest of the DPF schemes [Ours BK022,CBM15]. Note that Fig. 10.4 includes
curves for the DDH-based schemes [Ours CBM15]. Such schemes are implemented
with a fixed elliptic curve P-256, so the output is of fixed size (256 bits). Thus,
their key sizes are constant on this figure.

Recently, [BCGI22] proposed an optimization based on the Chinese Remainder
Theorem (CRT) to optimize the key sizes of PRG-based schemes [BGI15,BK022]
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Figure 10.4 / DPF key sizes for varying moduli. Parameters: p = 5 parties, N = 10°

for composite moduli. Thanks to this CRT trick, we can replace the exponential
factor ¢* with a sum of smaller factors Y, ¢¥ (with ¢; the prime factors of the
composite modulus).

Fig. 10.4b represents the key sizes for varying composite moduli, but the figure
is hard to read, because this trick is sensitive to the prime decomposition. Two
numbers m and m + 1 can have completely different prime factors. To provide
more readable results, Fig. 10.4c represents the key sizes for varying priomorial
moduli. A primorial is a composite number whose prime factors are the n smallest
primes. Such numbers are the best case scenario for the CRT trick because they
provide the smallest factors possible. On Fig. 10.4c, we observe that the trick
significantly improves the key size of the PRG-based schemes, but they remain
way above the trivial scheme for any modulus above 210.

Finally, Fig. 10.4 provides a key insight into [GWW25]. Note that their key size
may seem constant in ¢ on Fig. 10.4, but it is not; their key size is simply
dominated by factors independent of q. While their work replaces the exponential
factor present in [BGI15] with a polynomial factor of p3\3, we demonstrate
that, for realistic problem sizes, this polynomial term actually exceeds ¢P. As a
result, the asymptotic improvement offered by [GWW25] does not translate into
practical efficiency: the key size remains significantly larger than that of the trivial
scheme. In other words, although [GWW25] presents a notable theoretical advance
by eliminating the exponential term of [BGI15], the resulting scheme remains
impractical; performing worse than the trivial DPF scheme.
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Figure 10.5 / Key sizes for varying domain sizes and number of parties

Since PRG-based schemes [BGI15,BK022,GWW25] are impractical for moduli
larger than 210 (even with the CRT optimization of [BCGI22]), we exclude them
from our other experiments. This allows us to observe precisely the key size
improvements achieved by our scheme when compared to practical DPF schemes
[BK022,CBM15] .

Varying function domain Fig. 10.5a compares the key sizes in function of the
domain sizes; varying from 10% to 10'°. [ZYP24] used the same problem sizes to
benchmark three-party DPF schemes.

Our key size is the smallest for any domain size above 10>. When N = 10°, our
key size is 3 times smaller. When N = 10°, our key size is 10 times smaller.

Our key size is higher than those of [BK022,CBM15] only when N is below 103.
To put this into perspective, Fig. 10.5a also shows that the trivial DPF scheme
becomes the most efficient for smaller domain sizes (below 10%). Thus, the
advantage provided [BK022,CBM15] only holds for particularly small function
domains and the trivial DPF could even be preferable in such cases.

Varying number of parties Fig. 10.5b compares the key sizes in function of the
number of parties; varying from 3 to 10. We observe that [CBM15] has a better
scaling than our scheme, but our key size remains smaller.

The growth of our key size is not as smooth as the growth of the scheme by
[CBM15]. For example, the growth between 3 and 4 parties is steeper than
between 4 and 5. This phenomenon is caused by the honest-majority assumption:
(contrary to [CBM15]) our total key size is correlated to the number of honest
parties. Under the honest-majority assumption, 4-party and 5-party setups have
exactly the same number of honest parties (i.e., 3). The same phenomenon is
present for [BK022].
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Figure 10.6 / High-level structure of our adapted DCF based on [BK022]

10.4 DDH-based Distributed Comparison Function

This section adapts our DPF scheme to comparison functions. First, we introduce
an adaptation of [BK022] to comparison functions. Then, we build our DDH-based
DCF upon this adapted scheme.

10.4.1 Adapting [BK022] to DCF

[BK022] presented a generic technique to build more efficient honest-majority
DPF schemes from dishonest-majority schemes. They applied their technique on
two existing schemes: the trivial DPF (i.e., a secret-shared truth table) and on
the PRG-based scheme from [BGI15].

While their constructions provides some of the best solutions in DPF (see Ta-
ble 10.3), they did not adapt them to comparison functions. This leaves the
literature with only weak DCF baselines [BGI15,KPM24]. Thus, we propose to
extend their work and build a DCF following the same intuition as their DPF.
Moreover, our DCF scheme will also reused this adapted scheme as foundation.

Their DPF schemes To understand our adaptation, it is first important to
understand their initial DPF. Their main intuition is to represent a point function
f as the product of two point functions f, and f; (defined over small domains):
f(z) = fo(7v) x £5(8) (with (v, 0) the representation of z in a (VN x v/N) grid).
Each function is shared using an existing DPF scheme. However, additive secret
shares cannot be multiplied without communications.

Instead of using additive secret sharing, [BK022] used replicated secret sharing:
each party receives multiple DPF keys. Under the honest-majority assumption, the
shareholders can perform one offline multiplication on values shared via replicated
secret sharing.

To sum up, [BK022] used replicated secret-sharing and the honest-majority
assumption to build a technique reducing the key size of existing dishonest-majority
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Algorithm 12 DCF adapted from the DPF of [BK022] (changes are in blue)

1: Let (Geng%F, Evalgl))F, Decode;) be a (p — 1,p)-secure DPF scheme
with O(¥/M) key size for a function domain of size M and
(Geng();F, EvalS%F, Decode, ) be a (p — 1, p)-secure DCF scheme with O(¥/M)
key size.

2: Let S be the sorted list of all possible combinations of (p —m) elements from
{1...p}; it contains C = ( P ) sets.

p—m

3: function Genpcr(a, 5,p, m)

4: Let (74, 0+) be the position of v in an (VN x +/N) grid.
5: {k;;a),.. F“)} + Gen| PF(%,B C,C—1).

6: {k:(b) . GenDCF(é*, 1,0,C —1)

. k9 ?)} — Genllp(y —1,8,C,C — 1)

8: for i € {1,...p} do initialize k; to an empty bit string.
9: forie{l...p},je{l.. C}do

10: if i € S[j] then k; < k[|(k\", K" k).

11: else k; + k;||(L, L, L).

12: return (ky,...,k,)

13: function Evalpcg(k;, x)
14: Let (7/,4") be the posmon of a: ina vN x \/_ N grid.

15 Parse k; as k; = (K\, kP B ||, k8 K.

16: Initialize res < 0.

17: for je{1...C} do

18: if i == min S[y] > Ensures that each share is only added once.
19: res <— res + EV&IDCF(k(C )

20: for je{l...C},j’€{1...C} do

21: if i == min(S[j] N S[j']) > Same as Line 18.
22: res <— res + Evall()PF(kja ') X Evall()CF(k ).

23: return res

24: function Decodepcr([f(2)]1, ..., [f(x)],) return 37 [f(x)];




Chapter 10. DDH-based schemes for multi-party Function Secret Sharing 152

schemes from O({/N) to O( ¥/N). As reported in Table 10.3, this technique leads
to a PRG-based DPF with O(v/N) key size and an information-theoretic DPF
with O(vV/N) key size.

Our adapted DCF While point functions are the product of two point functions,
we can decompose comparison functions using three sub-functions (defined over
smaller domains): one point function f, and two comparison functions f, f.. A
comparison function f can be expressed as f(z) = fu(v) X fo(0) + fo(v) with

o f(z) =4 if 2 < a, 0 otherwise; with = € {1... N} and a =7, x [V/N] + 6.
o fu(y) = B if ¥ = 7., 0 otherwise; with v € {1...[V/N]}.

e f4(6) =1if § <., 0 otherwise; with 6 € {1...[v/N]}.

o f.(y) = B if v < v, 0 otherwise;with v € {1...[v/N]}.

As illustrated in Fig. 10.6, the multiplication of f, and f, enables to represent the
row 7, containing a segment of 3 values and a segment of 0 values. Furthermore,
fe covers all the rows before ~, full of 3 values.

Like in [BK022], we rely on honest-majority and replicated secret sharing to
perform the multiplication of f, and f,. Due to space limitations, we cannot
include the detailed algorithms. Algorithm 12 details the algorithms for this DCF
scheme adapted from [BK022].

Similarly to [BK022], we can apply this technique either on the PRG-based
schemes of [BGI15] or on the trivial FSS schemes (i.e., sharing a truth table).
The PRG-based DCF has O(v/'N - \/gP™ - (p;l) - (A +logq)) key size, while the

information-theoretic DCF has O(v/N - (p ;Ll> -log q) key size.

Since our adapted DCF only adds a sub-DCF (assumed to be secure) compared
to the initial DPF, the security proofs can be easily adapted from [BK022].

10.4.2 Our Scheme

We build our DDH-based DCF upon the information-theoretic DPF of [BK022]
and the DCF adapted from [BK022]. The main change compared to our DPF
scheme is that we require both a sub-DCF and a sub-DPF.

To understand their respective roles, let us represent the function domain as a grid.
On the one hand, the DCF covers all rows containing only non-zeros values (i.e.,
B). On the other hand, the DPF enables to select the row 7, containing a segment
of f and a segment of 0. To complete our extension, we update the definition of
the “correction points”, so that the v, row contains § until the column 4« and 0
after.

Algorithm 13 details our scheme (with the changes compared to our DPF in blue).
Fig. 10.1 provides a high-level representation of our DCF key.
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Algorithm 13 DDH-based DCF scheme (changes compared to our DPF in blue)
1: Let G be a cyclic group of prime order ¢y and with ¢g a genertor.
2: Let (Geng%F, Evall()*}))F, Decode, ) be the information-theoretic DPF of [BK022]
and (Geng()jF, Evall()’%F, Decode; ) be the DCF adapted from it.
3: Let Encodeppy : Y — G and Decodeppy : G — Y be two functions such that
Encodeppn(0) = ¢ and Decodeppy(Encodeppr(y)) = y for any y € ).

4: function Genppr(«, 3, p, m)
Let gg < Encodeppu(5).
Let (7., 6s) be the position of a in a (v)* x v grid, with v = [/N].
Sample two (non-zero) r, s il F,, and set 7y < 771 and siyy < s
Generate two sets of DPF keys and one of DCF keys:
(kB Gen{hp (Y, Tay pym)
{k%b), - k;}(,b)} — Geng%F(%, 1,p,m)
{k:%c), . k:z(f)} «— Geng();F(% —1,7¢,p,m).

9: for 6 > . do Sample a point gs from G and set hs < g5 ™.
10: for § < d. do Sample a gs from G and set hs < g; "™ - g5™.
11: Let u < gz™.

120 Set ki = (I llgnllhul |- lgullholu). ¥i € {1....p}
13: return (ky,..., k).

14: function Evalppr(k;, )

15: Let (7/,0") be the position of x in a (v/N)? x v/N grid.

16: Parse ki = (7|1l llon| [l - gul 1o [).

17: Let [so]i < Evallp (K, ~), [ss]i  Evalldp (", ~)

18: Let [s.]; « Evalpn (k9 +)

19: Let [f(x)]: hQ[{fa ' -ggfbﬂi-u[[s‘fﬂi.

20: return [f(2)]; > [f(2)]: € G.

21: function Decodeppr([f(2)]i, ..., [f(2)],) return Decodeppu(IT—:[f(2)]:)
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Correction points:
S two points per column
2 | - (to cover the columns of the y row)
one special correction point 5
(for the non-zero rows) v
A
£© B B|B|B
one sub-DCF key BB BB
(to cover the non-zero rows) . 3
V> 0 / 2
phs — N rows
k@ ojlofofo
[ £® ] olofo]o
two sub-DPF keys 01000y
(to cover the 7y row) —>
o/ N columns

Figure 10.7 / High-level structure of our DDH-based DCF

Scheme ‘ Majority ‘ Assump. ‘ Key size ‘
[BGI15] Dishonest PRG O(WN -¢"= - (A+logq))
[KPM24] Dishonest DDH + O(\/N(Q*% A+ 28 .
Trusted log q))
decoder
Our adaptation | Honest PRG O(VN - /g7 - (p;l) :
PRG-based (A +logq))
[BK022]
Our adaptation Honest None O(V'N - (pn—;) -log q)
Info.-Th. [BK022]
Our scheme Honest DDH O(¥/N - (p;ll) -(A+logq))

Table 10.8 / Comparison of the multi-party DCF schemes

This scheme is a simple adaptation of our DPF; adding a (secure) sub-DCF
and updating the correction points. Thus, its security proof relies on the same
arguments as our DPF scheme.

10.4.3 Comparison

Table 10.8 compares our DCF schemes to the existing schemes. The DCF schemes
adapted from |[BK022] have respectively O(v/N - /qP" - (p;f) (A +logq)) key size

for the PRG-based and O(v/N - (p;l) -log q) key size for the information-theoretic.
Finally, our DDH-based scheme has a key size of O(v/N - (m’_’H) -log q).

We obtain the same conclusions as in multi-party DPF: our scheme provides an
intermediary solution between efficient schemes [KPM24,BK022] with O(v/ N) key
size and an impractical PRG-based scheme [BK022] with O(v/ NgF) key size.
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10.5 DDH-based secret encodings and their applica-
tions

Our schemes (as well as other DDH-based schemes) need to encode/decode the
secret value [ in the cyclic group G. This encoding and decoding steps are
essential as F'SS applications usually involve real-valued or integer secrets that
must be mapped to G. Existing papers [CBM15,KPM24] have been vague on the
exact way to encode and handle secret in DDH-based schemes.

To have a discussion as concrete as possible, this section uses elliptic curves as
cyclic group; G = E(F,). Elliptic curves provide (DDH-hard) cyclic group with
prime orders. They were notably used by [CBM15] as they provide smaller key
sizes than other DDH-hard cyclic groups.

Contrary to other DPF schemes [BGI15,BK022], DDH-based schemes use multi-
plication to decode the secret shares. However, using elliptic curves, the multi-
plication in the cyclic group corresponds to an addition of elliptic curve points.
Even though elliptic curves provide a form of additive decoding, this decoding
does not provide the same properties as linear share decoding in F,.

Thus, this section presents two possible DDH-based secret encoding. For each
encoding, we present its properties and use cases.

10.5.1 Share compressibility

[BGI15] identified some desirable share properties, in particular: compressibility.
According to them, a scheme has compressible shares if we can combine the shares
“in a meaningful way” without communication between the shareholders. They
focused on the aggregation of multiple shares: [f(z1)]® [f(z2)] = [f(z1) + f(x2)].
Many FSS applications (e.g., PIR [GI14] or private histograms [BBC*21]) require
a form of compressibility.

Works like [BGI15,BK022] satisfy this property thanks to their additive secret-
sharing in F,. However, “DDH-based” encoding can require a non-linear share
decoding, that does not necessarily guarantee compressibility. The next subsections
present two DDH-based secret encodings, discuss their relation to compressibility,
and list some applications.

10.5.2 Point-based secret encoding

An elliptic curve point P is defined using the coordinates (z,y). Using the curve
formula, we can recover y for any given .

Point encoding consists in finding P3 = (f,ys), with yg > 0. The shares are
randomly sampled points P, ..., P, € E(F,) such that }; P, = P3. The share
decoding requires summing the p points and then extracting the first coordinate
of the sum result.
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However, this encoding prevents a general share compressibility because we cannot
sum two encoded secrets. This constraint comes from the properties of the elliptic
curve addition. Consider two secrets 31, 32 € I, and their respective point-based
encodings Pg,, Ps,, let P, = Ps + Ps, = (x4,y.). In the general case, we have

T # B1 + Po.

Nevertheless, there is an exception to this impossible addition: if one of the shared
values is 0. By convention, we encode zero values using the point at infinity O.
Hence, we have Pz + Py = Ps + O = Ps. Thus, point-based encoding provides a
limited compressibility: we can sum multiple function shares only if, at most one
of them is not null.

DPF Use case Anonymous broadcasters enable several parties to broadcast a
message without revealing the message origin. These systems often take the form
of public bulletin board in which the writers are anonymous. In recent years,
DPFs have become valuable primitives to build efficient anonymous broadcasters
like in Riposte [CBM15] and Spectrum [NSD22].

Their DPF-based protocols have the following structure: (1) the servers initialize
a large shared bulletin board, (2) each sender i picks at random position «; in
the bulletin board, (3) each sender ¢ uses their message m; to share a secret point
function f; such that f;(z) = m; if = a;, 0 otherwise, (4) for each shared function
[f:], the servers obtain a shared vector [v;] such that [v;[j]] = [f:(7)], (5) they
sum all the vectors v; with the bulletin board, and reveal the final bulletin board.
In other words, the DPF is used as an oblivious write operation on a secret-shared
bulletin board.

If at most one sender picks an index, the limited compressibility is sufficient.
Spectrum and Riposte proposed solutions to avoid two senders from choosing the
same index.

DCF Use case Many recent works [JGB*24,KPM24 ,RTPB22] considered FSS to
optimize non-linear operations in privacy-preserving machine learning. For in-
stance, [KPM24] used DCF to perform efficient and secure ReL U operations. This
last protocol does not require aggregating multiple shared secrets, so compressibil-
ity is not necessary; which makes point-based encoding perfectly acceptable.

10.56.3 Exponent-based secret encoding

This second encoding represents the secret value as an exponent: Pz = (- P,
with P, a generator of the curve. The shares are randomly sampled points
Py,...,P, € E(F,) such that >, P, = Pj3; it requires sampling p exponents
(81,...,8p) such that > s; = 5. The share decoding consists in summing p elliptic
curve points and then computing the discrete logarithm. While this operation
is hard in a general case, it is possible if we assume a bounded 3 (e.g., 8 < 10°).
This assumption is realistic in some applications such as private statistics.
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This encoding provides compressibility because we can sum two encoded secrets:
Pg, +Pg, =p1-P+ Py P = (14 P2)- P = Ps s, However, it has one drawback:
the secret must be small, otherwise the decoding is impractical.

DPF Use case Some works [BBC*21,MST24] have used two-party DPFs to build
private histograms. In this application, a group of data owners wants to compute
the histogram of a certain property (e.g., salary), but each individual wants to
keep their value private.

DPF schemes provides a straightforward solution: (1) each individual uses their
private value a; € {1... N} to share a secret point function f; with f;(a;) = 1,
(2) from each shared function [f;], the servers can deduce a shared vector [v;]
such that [v;[j]] = [f:(4)], (3) The servers aggregate the shared vectors [v;] and
decode the resulting histogram.

This private histogram protocol requires share compressibility because each bin
of the histogram usually contains the sum of multiple inputs. Exponent-based
encoding is then our only option. The main drawback of exponent-based encoding
is that the secret value must be small enough to compute a discrete logarithm,
but this assumption is realistic in histogram-making because histogram values
number are usually bounded.

DCF Use case [BMR25] recently proposed using DCF to estimate empirical
cumulative distribution functions (EDCF) on sensitive data. These statistics are
essential notably to evaluate the performances of ML models or to perform some
statistical tests [BMR25]. As ECDF are related to histograms, they require the
same share compressibility properties. Thus, exponent-based encoding is necessary
for such applications, assuming the secret is sufficiently small. Like in private
histograms, such a bound usually exists in practice.

Conclusion

This chapter presented a DDH-based approach to build optimized multi-party FSS
schemes from existing schemes. In particular, it results into schemes with O(¥/N)
key sizes instead of O(v/N). We applied our technique both on DPF (i.e., FSS
for point functions) and DCF (i.e., F'SS for comparison functions). Finally, our
benchmark highlighted key size reductions up to a factor 10 on realistic problem
sizes.
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Noisy Function Secret Sharing and
its applications to Differential
Privacy

Although several approaches have been proposed to improve multi-party FSS, a
significant efficiency gap remains between the two-party and multi-party settings.
The previous chapter successfully improved the DPF state-of-the-art with O(3/N)
key sizes, but the resulting schemes require bounded secret values, which is not
always possible in ML applications.

This chapter introduces noisy FSS: a relaxation of F'SS preserving the standard
privacy guarantees but relaxing the correctness definition by allowing a small
amount of noise in the output. We formally define noisy F'SS and show how the
noise introduced by the scheme can be leveraged to provide differential private
outputs in statistics applications.

To demonstrate the benefits of this relaxation, we adapt a scheme proposed by
[CBM15]. While their scheme provides the smallest key sizes among multi-party
schemes, they do not support some applications notably in statistics due to their
non-linear share decoding. On the contrary, recent works such as [GWW25] have
larger keys, but support all FSS applications. Our noisy adapted scheme offers the
best of both worlds by matching the best key sizes, while providing the properties
necessary to statistics applications.

This chapter is drawn from [DMH'25].

11.1 Introduction

All existing papers in multi-party DPF have managed to provide asymptotic and/or
concrete performance improvements, but there remains a significant gap to obtain
key sizes comparable to two- and three-party schemes. This literature overview
also shows that there is no single approach providing the best schemes. Ten years
after the introduction of F'SS, the two most noticeable multi-party schemes are
the DDH-based DPF of [CBM15] and the DPF with relaxed privacy of [GWW25].
The former provides the best key size (O(v/N) for [CBM15] vs. O(v/Np?) for
[GWw25] ), but has limited applications due to its non-linear decoding.

Applications to statistics DPF has been invented initially to build PIR protocols
[GI14]. While DPF has found applications in various domains, recent works have
proven its benefits for private statistics protocols such as histograms [BBC*21],
statistical testing [BMR25], and sparse vector aggregation [AFK*25].
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While such applications are simple, they cannot be supported by DDH-based
schemes due to their non-linear decoding. Indeed, the FSS correctness definition re-
quires that Decode([f(x)]i,...,[f(z)],) = f(x). However, statistics applications
as described above require aggregating shares locally; i.e., we need an additional
property: Decode(3 ;[ fi()]1, ..., >l fi(x)],) = X fi(z). Unfortunately, the
non-linear decoding does not provide this property, contrary to the linear share
decoding used in [BGI15,GWW25].

Works in FSS [CBM15,KPM24] have rarely discussed consequences of this non-
linear decoding. On the contrary, we argue that linear decoding is essential for
applications that have emerged in privacy-preserving statistics. This observation
puts a new light on the literature: even though DDH-based schemes provide the
best key size, they are limited to specific applications (contrary to schemes like
[GWW25]).

Desirable share properties This perspective based on statistics applications em-
phasizes an important gap: we should compare FSS schemes on more factors than
just the key size. In their seminal work, [BGI15] had introduced informally three
share properties that would be “desirable” to support as many FSS applications
as possible. Unfortunately, no work has ever reused these terms.

A first property is “compressibility”: the ability to combine shares “in a meaningful
way.” This concept directly relates to the property necessary to statistics appli-
cations, share aggregation being one method to combine shares. This property
enables to pinpoint the shortcoming of DDH-based schemes: their evaluation
shares are not compressible.

Second, they coined the notion of “function-private output.” While the standard
FSS privacy definition prevents information leakage from the FSS keys, the
function private output prevents leakage from the evaluation shares themselves.
For example, let us consider a point function f for which zy is not the non-zero
point (i.e., f(xg) = 0). The set of shares {[f(xo)]1,. .., [f(x)],} should not reveal
information about the non-zero point f(«) = . From the adversary perspective,
« should be (with equal probability) any point other than z,. The absence of this
property has an important impact in practice because it requires a trusted party
to decode the share as in [KPM24], otherwise the decoding could leak information.

Finally, [BGI15] proposed the concept of “succinctness:” the evaluation shares
[f(x)] should have a size “comparable” to the function output f(z).

Even though they are essential to analyze the benefits and drawbacks of schemes
such as [GWW25,KPM24], recent works have not reused these properties introduced
10 years ago. An element limiting their use is surely the lack of formalism: [BGI15]
have only given informal definitions which prevents formal proof or analysis of
these additional properties.
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Our contributions To build better schemes, we propose a novel approach:
relaxing the correctness definition. While [GWW25] relaxed the privacy definition
to optimize [BGI15], we instead allow some noise in the output. Specifically, we
introduce the notion of ¢-correctness, a new FSS correctness definition based on
stochastic dominance, which bounds the output noise using a distribution .

We call this relaxed variant: noisy FSS. We formalize the definitions, study its
properties, and demonstrate its benefits by adapting the DPF from [CBM15] to
the noisy setting. The resulting scheme combines the small key size of [CBM15]
(O(vV/Nlogq)) with the linear decoding of [GWW25]}; offering a wide application
range. In short, the relaxation scheme leads to a multi-party scheme with the
best key size and functionalities.

Finally, we show how to leverage the FSS noise to provide Differential Privacy
(DP) guarantees in statistics applications. Thus, noisy F'SS provides by design
stronger privacy guarantees than classic F'SS. Indeed, the classic FSS privacy
property guarantees that the function remains private during the MPC protocol,
but the protocol output (e.g., a histogram) can still leak information about the
input data. Thanks to the noise of our scheme, the leakage is inherently mitigated,
and this privacy gain is quantified using DP.

Concretely, this chapter contains four main contributions:

(1) Introduce noisy Function Secret Sharing by relaxing the standard FSS
correctness definition.

(2) Demonstrate the benefits of noisy FSS by adapting the DPF of [CBM15]
to the noisy setting; transforming an efficient scheme incompatible with
statistics applications into a noisy scheme compatible with them.

(3) Detail how to leverage the FSS noise to provide differential privacy
guarantees in FSS applications to privacy-preserving statistics.

(4) Formalize the three FSS share properties informally introduced in [BGI15]:
succinctness, function-private output, and compressibility.

11.2 Formalizing the desirable share properties

[BGI15] have mentioned some desirable share properties: compressibility,
function-private output, and succinctness. These properties were only
informally presented, because their presence was trivially proven thanks to the
linear secret sharing used in [BGI15].

However, in noisy FSS (defined in Section 11.3), their presence is not straightfor-
ward (notably function-private output). Thus, this section formalizes these share
properties, so we can formally prove them for our scheme.
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11.2.1 Succinctness

This first “desirable” property was presented by [BGI15] as follows: a share output
by the Eval algorithm is “succinct” if it is “comparable in size to the function
output” This property should not be confused with “compact key sizes:” while
F'SS works usually want to minimize key size (the Gen output), succinctness refers
to the size of the function output shares (the Eval output). For example, sharing
a function truth table is a trivial FSS implementation. This trivial scheme has
F'SS keys as large as the function domain, but the evaluation shares are succinct
because they have (individually) the same size as the function output.

We propose to formalize succinctness as follows:

Definition 11.1 (A-succinctness). A scheme has A-succinct shares if

logy (#G) < logy(#Y) + A
with G the “share space” and ) the function output space.

The value A is the bit-length difference between a function output share and the
function output f(x). Existing schemes [BGI15,BGI16,BK022,CBM15] provide
0-succinctness.

Definition 11.1 gives an “additive” formulation to this notion of succinctness. Other
formulations based on multiplicative relationships or polynomial dependencies
could be possible. However, we prefer this additive formulation because it makes
the added cost visible (i.e., the bit-size difference). Moreover, these additional
bits have a precise role in noisy FSS: they store the noise. Thus, this additive
definition resonates with Fully Homomorphic Encryption schemes [CLT14] in
which low-order bits are also dedicated to noise handling.

Note that any scheme (even poorly efficient) can satisfy A-succinctness for a
sufficiently large A. A scheme is considered succinct if it satisfies it for a “suf-
ficiently” small A. For instance, Garbled Circuits can be used to construct a
simple two-party F'SS scheme [BGI15]: given a function f, the first key consists of
the garbled circuit representing x, while the second key contains the information
needed to map each input = to the corresponding garbled input labels. However,
this scheme is not considered succinct by [BGI15] because its output shares have
a size of O(L) for a function with a circuit size of L.

Remark 11.2 (Quantized functions). Certain FSS applications involve real values
(e.g., privacy-preserving ML [KPM24,RTPB22] ), but the use of cryptographic tools
in such protocols commonly require quantizing these values. Our definitions
consider Y to be the output space of the quantized function. a

11.2.2 Function-Private Output (FPO)

While the FSS privacy definition (Definition 2.5) prevents information leakage
from the keys, the shares obtained using Eval can also reveal unintended in-
formation. During FSS-based protocols (like Algorithm 1), parties sometimes
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exchange evaluation shares, but these shares may leak information. To pre-
vent this leakage, [BGI15] introduced the term function-private output. Infor-
mally, a scheme provides a function-private output if, given the evaluation shares
{lf(@)]1,-..,[f(®)],}, an adversary learns no more information than the value

().

To formalize this concept, we extend Definition 2.5. The idea is to secretly evaluate
a function f at an arbitrary number of points x4, ..., x, in the function domain X.
The scheme has function-private output if the evaluation shares for these points
can be simulated using only the x1, ..., z,, their evaluations f(z1),..., f(x,), the
function family F, and .

This expresses the intuition that the evaluation shares reveal no additional in-
formation about f beyond what can already be inferred from its evaluations on
the chosen points f(x1),..., f(x,), and the general structure of F. In particular,
they do not reveal any information about f(x) for any = ¢ {z1,...,2,}. It is
important that the simulator has access to the function family F: for example, if
F is the class of point functions and « € {x,...,x,}, then it is trivial to deduce
that f(z) = 0 for all the remaining elements z of the domain.

Definition 11.3 (Function-Private Output). Let F be a set of functions with

a common domain X. An FSS scheme £ = (Gen, Eval, Decode) for F has
function-private output (FPO) if the evaluation shares of any subset of X" are
simulatable.

More formally, given a semi-honest adversary who corrupts a subset of the
parties A C {1,...,p}, there exists a PPTA S such that for all PPTA D, there
exists a negligible function negl, such that for all functions f € F (and their
corresponding descriptions f € Pr), for all subsets X = {z1,...,2,} C X,
and for all security parameters A € N, we execute the generation algorithm
(k1, ..., ky) < Gen(1*, f,p), and the evaluation and decoding for each point
in z; € X, namely

Yi,j < Eval(k;,z;) Vie{l,... ,p}
yj < Decode(y14,- -, Ypj)
and require that

| Pr[D((realView, realOutput), f,{z1,...,2,}) = 1]
— Pr[D((simView, idealOutput), f, {z1,...,z,}) = 1|
< negl(\)
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where

realView := {ki}iez‘b {yz‘,j}z‘eA,je{l,...,n};
{(z1,91), - (Tayn)}
realOutput := {(z1,21), ..., (Tn¥n)}
simView := S\, F, {(x1, f(x1)), ..., (zn f(zn))})
idealOutput := {(x1, f(z1)),..., (x, f(zn))} -

When n = 0, Definition 11.3 corresponds to Definition 2.5. Indeed, the classic
privacy definition of Definition 2.5 only prevents the leakage at key generation
time, while the function-private output of Definition 11.3 also prevents leakage
during the function evaluation. Thus, function-private output can be interpreted
as an “ultimate” form of privacy in FSS.

Function-private output is important in practice because F'SS applications such
as in privacy-preserving ML [KPM24] require revealing specific points of the
function. However, the adversary should not discover more than the expected
points. Recently, [KPM24] introduced an FSS scheme requiring a trusted decoder
in order to guarantee the function privacy. Other existing schemes verify naturally
this concept, notably thanks to the use of linear secret sharing [BGI15].

11.2.3 Compressibility

Finally, [BGI15] mentioned a last share property: compressibility. They defined it
as the possibility to combine shares “in a meaningful way.” This informal definition
captures many possible scenarios from the simple aggregation of multiple shares
to complicated non-linear functions of the shares. However, this informality
complicates the analysis and comparison of FSS schemes.

We propose to specify this compressibility definition. Our formal definition focuses
on “linear compressibility” because all existing works required summing function
output shares. We can then formalize this property as follows:

Definition 11.4 (Linear Compressibility). Let € = (Gen, Eval, Decode) be
an FSS scheme for the function family F. The scheme &£ provides linear
compressibility if for any number of functions fi, ..., f,, € F (and their cor-
responding descriptions fl, ceey f:n € Pr), corresponding number of elements
M 2 € X, and A € N, the following condition holds

ns o ns o ny ‘
Pr [Decode (Z Eval(k, 20, ... > Eval(k, xm)> =Y fj(xm)} =1

J=1 J=1 J=1

where (k7). k) < Gen(f;,1*) for all j € {1,...,ns}.
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Informally, if [f(z)]; = Eval(k), z) is a share of f(z) and [g(z/)]; = Eval(k\?, 2),
we have [f(x)]; + [g(z")]; = [f(x) + g(2')]; (i-e., a share of f(z)+ g(z')).

Moreover, we can comment a few details from Definition 11.4. First, this definition
assumes that the functions fi,..., f,, come from the same function family F.
This definition could be generalized to multiple function families (possibly with
different domains) if the FSS schemes use the same decoding algorithms. For
example, with additive secret shares, we can trivially aggregate additive shares
yz(f ) from a point function f with additive shares yZ(g) from a comparison function
g. Second, two functions f;, f; from fi,..., f,, can be equal. Such equality would
cover applications in which we want to aggregate points from the same function.
For example, DPF-based PIR [GI14] usually evaluates a function on its whole
function domain and then aggregate all the shares.

Schemes based on linear secret sharing naturally satisfy this property [BGI15].
However, DDH-based schemes only have a constrained homomorphism as explained
in Section 10.5.

11.3 Noisy Function Secret Sharing

11.3.1 Core noisy definitions

Noisy FSS schemes have exactly the same algorithms as classic FSS schemes:
Gen, Eval, Decode. The privacy definition remains also unchanged: the adversary
should not be able to extract information from m out of p keys. The only difference
is the correctness definition: Decode outputs f(z) + err (with err a noise) instead

of f(x).

Noisy definitions in cryptography Noisy F'SS is not the first noisy cryptographic
primitive [BLMR13,ZAS24]. For instance, [BLMR13] introduced the notion of
“almost” seed-homomorphic Pseudo-Random Generators (PRG):

Definition 11.5. A PRG G is ~-almost seed-homomorphic if

G(s1) + G(s2) = G(s1 + s2) + err with err € [—v,~| a small bounded error.

Towards general definitions Fixing bounds like in [BLMR13] provides an easily
understandable definition, but it is limiting. For example, Gaussian noises are
unbounded. For our definitions, we want to adopt a more generic approach.

To build our noisy correctness definition, we then rely on “stochastic dominance”
[HR69,SS07], a partial order between random variables. Let %= refer to this
partial order:

Definition 11.6 (Stochastic dominance). Given two random variables A, B,
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we say that A has first-order stochastic dominance over B if
Pr[A > t] > Pr[B > t] \%

and we denote it by A = B or equivalently B < A.

To better understand this stochastic order =, we can observe a consequence of
stochastic dominance: A = B = E[f(A)] > E[f(B)], for all monotone function f.
In particular, if f is the identity function, A = B = E[A] > E[B]; i.e., A takes in
average higher values than B.

Based on this order, we propose the following “noisy correctness” definition:

Definition 11.7 (4-noisy correctness). Let £ = (Gen, Eval, Decode) be an FSS
scheme for the function family F, with common domain &X'. For any function
f € F (and its corresponding description fe Pr), z € X, and A € N, we
define the random variable
D}, := Decode(Eval(ky, z), ..., Eval(k,, z))
with (ky,...kp) < Gen(f,1%).

Let ¥ be an error distribution. We say that £ satisfies 1)-noisy correctness
(or simply is ¢-noisy) if for all f € F, x € X, and A € N:

(DJ)C\,:E - f(ZL'))2 < 1/}2 .

Thanks to the square exponent, this definition bounds symmetrically the distribu-
tion of D}‘@ based on an error distribution ). We could rephrase this definition
as follows: the distribution D}, is more “concentrated” (i.e., less noisy) than the
error distribution ).

The stochastic dominance used in Definition 11.7 provides a more holistic definition
than fixed bounds because we bound the error based on the error distribution
1. On the one hand, if the error distribution is naturally bounded, we can
naively consider these bounds for our error term. On the other hand, if the error
distribution is unbounded (or loosely bounded), we can deduce bounds holding
with high probability. For example, a Gaussian noise is unbounded, but we can
set bounds that a Gaussian noise will not exceed (with high probability).

Moreover, we can consider the influence of the number of parties, p, on the noise
distribution 1. Ideally, one may like to make this dependence explicit; such as by
including a linear factor in p directly in the Definition 11.7. However, we use a more
generic formulation to ensure compatibility with a broad range of noisy schemes.
While the noise distribution is typically influenced by p, the relationship is not
necessarily linear. For instance, in our construction (described in Section 11.4),
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the noise variance includes a factor of (p + 1). Defining ¢ generically provides
greater flexibility, enabling researchers to develop schemes that rely on a wide
variety of (potentially unforeseen) noise distributions.

Remark 11.8 (Fixed distribution). An FSS scheme & for the function family F
(with domain X) is 1-noisy correct if

(D’\vx—f(x))ww (Vf € FVz € X). N

This remark provides an intuitive understanding of noisy correctness: the decoding
output follows a reference probability distribution. While this version is easier to
understand, it is not as general as Definition 11.7. Definition 11.7 only bounds
the noise distribution, so the noise distribution can be “smaller” than ) on some
specific points x € X or functions f € F; which is the case in our schemes.
Remark 11.8 is more rigid and imposes the noise distribution to be exactly the
same for all functions and points.

For any arbitrary algorithm, we could find a random variable ) such that the
algorithm satisfies Definition 11.7. This “tautological” satisfaction was also present
in the y-almost seed-homomorphic PRGs [BLMR13] as their correctness definition
could be satisfied by any algorithm if ~ is large. However, the goal of such noisy
definitions is to be satisfied for “useful” noise distributions. In our case, we can
notably deduce a remark for Gaussian error distributions:

Remark 11.9 (Gaussian noise). An FSS scheme £ for the function family F (with
domain X) is ¢-noisy with ¢ ~ N(0, 0?) if
t
Pr((D}, — f(z)* > 1] <2- @(‘[> -1, Vt>0

o

where ® is the Gaussian cumulative distribution function. J
Remark 11.8 leads us to another interesting observation:

Remark 11.10. “Classic” FSS schemes satisfy ¢-noisy FSS schemes for any error
distribution . g

Indeed, FSS schemes satisfying Definition 2.3 also satisfy Definition 11.7 because
their corresponding variable “(D}, — f(z))?” follows a Dirac distribution on 0.
In other words, noisy correctness generalizes the correctness definition commonly
used in existing works.

Noisy secret sharing Based on our noisy FSS definitions, we can naturally define
the notion of noisy secret sharing. However, we have not identified any specific
applications or efficiency gain provided by noisy secret sharing, contrary to noisy
F'SS for which this chapter present schemes improving the state of the art.

Talwar [Tal22] has proposed “differential” secret shares enabling to share secret
real numbers based on differential privacy noise. Even though Talwar uses noise
in their secret sharing scheme, our noisy definitions take a completely orthogonal
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approach. Talwar’s “differential” shares rely on a relaxed privacy definition
compared to traditional secret shares (and maintain the correctness definition).
On the contrary, our noisy secret sharing relax the correctness definition and keep
the same privacy definition as classic F'SS.

To frame our difference with [Tal22], we must look at the motivations behind
each construction. On the one hand, differential secret sharing generalizes the
notion of secret sharing to real values. On the other hand, noisy secret sharing
tolerates noise to scale existing (function) secret sharing schemes. Like classic
secret sharing schemes, our definitions rely on finite fields. Thus, noisy FSS is a
new concept in the literature.

11.3.2 Noisy share properties

Noisy F'SS schemes do not require relaxing the succinctness definition. However, we
need to generalize the notion of function-private output (given in Definition 11.3).
In the “classic” FPO definition, the ideal functionality is deterministic: it returns
exact evaluations of the function f at the points x1,...,x,. This deterministic
functionality is incompatible with noisy FSS, so we transform it into a probabilistic
functionality: it now outputs random variables whose distributions are centered
around the expected value f(z) + e, where e ~ v for some error distribution :

Definition 11.11 (1)-Noisy Function-Private Output). Let F be a set of func-
tions with a common domain X and ¥ = {1, }nen be a probability ensemble,
where each 1), has zero mean. An FSS scheme £ = (Gen, Eval, Decode) for F
has ¥-noisy FPO if the evaluation shares of any subset of X are simulatable,
up to an error ¥, (depending on the security parameter \).

The formalization is the same as in Definition 11.3, but now

idealOutput := {(z1, f(z1) + €1),. .., (X, f(z,) +€4)}

with ey, ..., e, ~ .

Remark 11.12 (Definition 11.3 = Definition 11.11). The deterministic FPO def-
inition is an instantiation of the noisy FPO definition for 1) ~ do, the Dirac
distribution on 0. J

While classic F'SS schemes based on linear secret sharing inherently satisfy the
FPO property [BGI15], noisy schemes do not necessarily offer the same guarantee.
If the noise distribution is correlated with the secret function, the output may
leak information. Section 11.4 shows how to use “noise flooding” [DDE*23] to
guarantee FPO in our scheme adapted from [CBM15].

Finally, the noisy correctness requires relaxing the linear compressibility. To do so,
we can combine noisy correctness (Definition 11.7) with the linear compressibility
(Definition 11.4):



Chapter 11. Noisy Function Secret Sharing 168

Definition 11.13 (4.-noisy linear compressibility). Let £ = (Gen, Eval, Decode)
be an FSS scheme for the function family F, with common domain &X’. For
fi,---, fu, € F (and their descriptions f € Pg), 2 ... 2 ¢ X, and
A € N, we define the random variable

20 (np) 1= Decode(ZEval(k;?)w(J))’
) nf,l'

J=1

ny
. Eval(kz(?j), x(j))>
i=1

where (k{), ... k0)) ¢ Gen(f;,1%) for all j € {1,...,ns}.

Let ¥ be an error distribution over X. We say that £ provides 1,-noisy linear

compressibility if for any number of functions fi,..., f,, € F, corresponding
number of elements (M, ..., 2(") € X, and X € N, the following condition
holds

.....

ng ‘ 2
(D}\l () . f, 2 Z fj (ZE(J))> S wf :
b nf7 j:1

We can also prove that noisy correctness implies noisy linear compressibility if a
scheme has a linear share decoding;:

Theorem 11.14. (Linear decoding + noisy correctness = noisy compressibil-
ity)
Let £ = (Gen, Eval, Decode) be an FSS scheme for the function family F.

If Decode(yi,...,¥yp) = >b_yy; and & is ¢-noisy correct, then £ provides
Y,-noisy linear compressibility,

with ¢, s.t. Pr[¢)? > ¢] = min{1, ny Pr[¢* > t/ns?}, Vt.
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Proof. First, observe that: D?1 D, f a8 = 5L fi(aD)

— Decode (Z Eval(kt”, 29),..., 3" Eval (k{7 x(]))>

J=1 J=1

— % fj(:c(”

— i(Z Eval /{:(] / )) zf: fj(x(j))
= S (SoEmin29) - 100

Reusing the notation from Definition 11.7:

f 20) "= ZEval k;(j),x(j))
= D])”\hx(l ..... o, 2 ij (J
— Z(D;M(j) — fj(a:(j))>
j=1

For convenience, we define the random variable D} = (D]’} o — fi(@U ))> Thus,
2

ne N2
we want to prove that (Zjil D; ) < (Pa)? .

Note that we have:

For any sequence {d; ..., d,,},

<z:1dj> < (nf-mjax|dj|> = n;” mjax(dj)
AERRRAANE

By the union bound:

Pr (Zq) >t <> Pr (Dj> Zt/nf2] (11.15)
=1 =1
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By assumption, the scheme is 1-noisy

2
=i, (27) < r (11.16)
2
< Vj,Vt,Pr (D;) >t < Pr[(v)* >t (11.17)
By combining Equations (11.15) and (11.17):

n 2

Pr{(iD]) > t| < npPr[(v)? > t/n;] (11.18)
j=1

By definition, 1, is such that Pr[¢)? > ] = min{1,n; Pr[¢* > t/ns?|},Vt. By
injecting this into Equation (11.18), we obtain:

The scheme £ is then 1,-noisy linear compressible. O

Theorem 11.14 illustrates that the noise amplitude naturally increases when we
aggregate multiple noisy shares. The theorem provides a first bound for the noise
distribution induced by the aggregation of multiple noisy function shares. Tighter
bounds could be possible by taking into account the property of ¢ (for a given
y-correct scheme). We leave the analysis of tighter bounds for future work.

Similarly to our noisy correctness definition, we use a generic noise distribution
1, in Definition 11.13, without explicitly specifying the influence of p and ny. As
in the case of noisy correctness, these parameters naturally affect the noise, but
their impact is not necessarily linear or immediately apparent. Theorem 11.14
illustrates this well, presenting a non-linear relationship. Therefore, we once again
choose a generic form for v, to preserve flexibility for potential future schemes.

11.3.3 Handling the noise in statistics applications

This relaxed definition of F'SS naturally raises the question: how to handle the
noise in FSS applications? We identify two main strategies for handling the noise:
mitigating its impact through a scale-and-truncate approach, or leveraging it as a
source of differential privacy.
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Scale-and-truncate Noise truncation/rounding is a straightforward solution:
we scale the secret function such that f(z) > err, so the noise can be truncated
from the final result. In other words, we reserve the low-order bits to the error
(which is classic in applications of noisy cryptographic primitives [BLMR13]).

While this approach is unusable on historical F'SS applications such as PIR (because
the noise order would be proportional to the database size), it is compatible with
the applications to statistics. Such applications usually require the aggregation of
n functions fi, ..., f,, so we would encode these functions such that f;(x) > n-err.

This approach has one main advantage: the output will not be noised (i.e., same
correctness as classic FSS). However, the values must be scaled significantly to
ensure that the noise remains much smaller than the secrets. This scaling will
degrade the evaluation share succinctness because the bit size must be increased
to enable the scaling.

Differential privacy (DP) The second option is to keep the noise and use it to
provide DP guarantees. The FSS privacy definitions (Definitions 2.5 and 11.3)
only protect the information leakage from the Eval and Gen outputs. However,
the output of Decode can still leak information about the inputs of an FSS-based
protocol (e.g., a private histogram-making). DP has emerged to mitigate such
information leakage from public outputs.

By keeping the noise, we provide better privacy guarantees than classic FSS: the
public output of FSS-based protocols also offers significant privacy guarantees.
Such privacy guarantees are particularly valuable in statistics applications for
which DP has become an essential privacy-enhancing technique [SU21]. Thus,
Section 11.5 shows how to integrate the FSS noise into the DP analysis of such
applications.

11.4 Noisy DPF scheme

This section adapts the DDH-based scheme described in [CBM15] to the noisy
setting. This adaption relies on the Learning with Error (LWE) hardness as-
sumption in order to replace the DDH-based components present in [CBM15].
This adapted schemes provides the state-of-the-art key size of [CBM15], while
also offering the compressibility property absent from [CBM15] but necessary to
statistics applications.

11.4.1 LWE-based pseudo-random generator (PRG)

First, let us introduce the LWE (decision) problem [Reg09]:

Definition 11.19 (Decision Learning with Errors). Let ¢ > 2 be a modulus,
npwe be the dimension, mpwg be the number of samples, and x be an error
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distribution (typically Gaussian) over F,. Let A € FytweX™WE he a random

. . R
public matrix. Let s € F{""WE be a secret vector, and e <= x"™WE be an error
vector.

An adversary solves the Decision-LWE problem if they can distinguish with
non-negligible probability (A, As + e) from (A, u), with u a vector uniformly
sampled from Fjmwe.

From LWE, we can build a PRG Grwg : F'"We — F/we st Grwp(s) = As +e,
for any seed s € Fy"™we, and A a public matrix (randomly sampled). Note
that this LWE-based PRG [BLMR13] is “almost” seed-homomorphic because
Grwe(s1) + Gowe(s2) = Grwe(s: + s2) + err, with err an error term.

For simplicity, our scheme relies solely on the basic LWE-based PRG Grwg, but
other almost seed-homomorphic PRGs are also good foundations to build noisy
F'SS schemes.

11.4.2 Scheme

To build a first noisy DPF, we modify the scheme of [CBM15]. As their scheme is
built upon a DDH-based PRG (i.e., another form of seed-homomorphic PRG),
the main change is to replace this PRG with an LWE-based PRG. We present
our adapted scheme in Algorithm 14.

Note that the LWE-based PRG Gpwr is an essential component of our scheme.
On the one hand, it provides the pseudorandomness necessary to prove the scheme
privacy (Theorem 11.20). On the other hand, it provides the seed homomorphism
necessary to the scheme correctness (Theorem 11.22).

To build their scheme, [CBM15] relied on elliptic curves because they provide the
only known exact seed-homomorphic PRG. The other known seed-homomorphic
PRGs are all based on LWE (or LWE variants) [BLMR13], but they are almost
seed-homomorphic (i.e., noisy). In [CBM15], the authors could not consider noisy
PRGs because they were no definitions or applications allowing for noise in FSS
schemes. As this chapter formalizes noisy FSS and provides guidelines for its use
in concrete applications, the adaptation of [CBM15] to the noisy setting is now
possible.

Besides the LWE-based PRG, our scheme has another key difference compared
to [CBM15]: Line 20 of Algorithm 14. At the end of the Eval,, the evaluator
adds a noise drawn from the distribution y. This noise is sampled using fresh
randomness at each evaluation (i.e., not deterministically from a PRG with a

fixed seed contained in the key). Thus, the evaluation has two noise sources: the
LWE-based PRG, and the y noise.

At this stage, this additional noise could seem artificial and useless. Indeed, one
may think that the LWE-based PRG would be sufficient to satisty all privacy
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Algorithm 14 Dishonest-majority noisy DPF scheme

1: Let v « (\/N 1
2: Represent the function domain {1... N} as a (v X v) grid.
3: Let Grwr : IE'ZlLWE — IFZ be an LWE-based PRG using the Gaussian distribu-

4:
5:
6:
7
8
9

10:
11:
12:

13:

tion \pwg(0, 0%, ;) as error distribution.

> NB: miwe = O()\)

function Gen(\, (o, 8),p)

Parse v as («y, o) (i.e., position in the v x v grid)
Sample random vectors by, . .., b,—1 from (F,)”
Sample vectors of seeds s1,...,s,_1 from (IF;”LWE)V
Sample a single seed s, from [F;"We
Set b, € (F,)” such that >¥_, b; = e,
> e, is a vector equal to 1 on index z and 0 otherwise

Set s, € (Fywe " such that SP 8= Sk ey
Let v = 3+ ea, — Grwr(s«)
Build the DPF keys k4, ..., k, as follows:

ki = (bz, Si, 'U)
return (ky,...,k,)

14: function Eval, (k;, z)

15:
16:
17:
18:
19:

20:
21:

Parse k; as (b;, s;,v)
Parse x as (2, z,) (i.e., position in the v x v grid)
Expand the z;-th seed: g; + Grwg(si[xi])
Let yi < gilz,] + bi[x]v[a,]
Sample an error err € F, using the distribution x
> The error err is sampled using fresh randomness.
Let y; + y; +err > To have a function-private output
return y;

22: function Decode(yi, ..., yp)

23:

return >0, y;
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properties, but this is untrue. The LWE noise is sufficient to satisfy the standard
FSS privacy. However, the supplementary x noise is necessary to also satisfy
function-private output (see Theorem 11.24).

Our key size is O(v/N (2 + \) log ). Algorithm 14 represents the function domain
{1,...,N} as a VN x v/N grid, but we can slightly optimize the key size with
an asymmetric grid Ny x Ny, with Ny = v/ N(1 4+ X)~"/2 and N, = vV N(1 + \)V/2.
The resulting key size is {/ N(1 + X\)2log . [BGI15] used a similar approach to
optimize their key size.

Setting the LWE parameter Our key size is proportional to the security pa-
rameter A. However, this parameter is not directly visible in the LWE definition
(Definition 11.19). LWE security depends on npwg, miwe, ¢, X- The parameters
niwe and ¢ are fixed by the application: nywg is the size of the PRG output
([V/N] in our case), and F, is the function output space.

We must tune mywg and x to ensure security. However, we commonly pick the
error distribution xy minimizing the error amplitude, so the noise can be handled
by the downstream applications. In this chapter, we use Gaussian distributions as
error distributions, with oy, their variance.

Thus, our security is conditioned by mywg: the larger mywg, the harder LWE is.
The parameter mywg is then correlated to A.

To find exact values for the LWE parameters, we refer to existing parameter
selection tools [APS15,BKMR24].

11.4.3 Standard security properties

Theorem 11.20 (Privacy). Let A € N, N,p € N. For any noise distribution Y,
the scheme £ = (Gen, Eval,, Decode) as described in Algorithm 14 is an FSS
scheme for the family of all point functions with o € {1,..., N} and g € F,,.

Assuming that the LWE assumption holds, then the scheme £ is private
against at most m semi-honest parties with m < p.

Proof. As our noisy DPF is a variant of the DPF proposed by [CBM15], we adapt
their proof easily.

To prove the privacy (Definition 2.5), we must show that (for every set of m
corrupted parties) there exists an efficient simulator that, for any input functions,
outputs samples from a distribution that is computationally indistinguishable
from the distribution of the DPF keys.

The simulator Sim returns the following: b; <~ (F 0)’s S & Fwe g & Fy.

Since the vectors b; and s; vectors outputted by Gen are also random, the simula-
tor’s output distributions b; and §; are computationally indistinguishable from
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that induced by the distribution of a single output of Gen.

By assumption, Grwg is a PRG because LWE is hard. The v vector output by
Gen is computationally indistinguishable from random, since it is masked with the
output of the PRG Grwg seeded with a seed unknown to the adversary (i.e., s,).
As highlighted by [CBM15], an efficient algorithm to distinguish v from random
can also distinguish the PRG output from random. O

Remark 11.21. The privacy of the noisy DPF described in Algorithm 14 holds
for any distribution x used in the Eval,; including the Dirac distribution on 0
(i.e., no added noise). 3

While the privacy hold for any y, Section 11.4.4 shows that the function-private
output only holds for some distributions.

Theorem 11.22 (Correctness). Let £ = (Gen, Eval,, Decode) be the DPF
scheme described in Algorithm 14, with x ~ A(0,03,,4). Let the noise used
for the LWE-based PRG and for flooding have Gaussian distributions with
standard deviation opwg and oqe0q, respectively. Then £ is 1-noisy correct
with 1 ~ N(0, (p + 1)otwe + Poood)-

Proof. Given the key k; = (b;, s;, v) of party i and a point © € X, the corresponding
share is
Eval((b;, s:,v), z) = gi[x,] + bi[x]v]z,] + err;

where g; < Grwr(si[z)]),err; < N(0,03,.4) and (x;, z,.) is the representation of
x in the v X v grid. Direct calculation shows that

D¢, =Decode(Eval(ky, z), ..., Eval(k,, z))

p

=3 ((Guvntsla o) + bl + e

p

p p
> Grwe(silz] > [,] + vlz] Y bilw] + > err;
i=1 i=1 i=1

Il
/\s

p p
= GLwe(S« « o [T1])[2r] + v]X,] - eq, 2] + Z err; + Z err’
i=1 i=1

where ert; < N (0, o%g) captures the noise from Grwg(s;[z;]). Now, by cases:

o If ; = oy, namely we are in the row encoding «, recalling that v = fe,, —
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Grwr(S«), we have

p p
Df,:): = GLWE(S*)['TT] + ﬁear [xr} - GLWE<S*)[Q;T] + Z err; + Z eI'I';
=1 =1

p p
= fBeq, [z, + Z err; + Z err; + err, |

i=1 i=1

with err], < N(0, ofywg) -

e Else, we have Dy, = >0, err; + Y>0_ err.

So we have that Dy, — f(x) = Y0, err; + Y0_; err} + err!, - e,,[2;], which behaves
as N(0, (p+1)odwg +Poi.oq) When z; = a; and as N (0, podyg + poi.eq) otherwise.
So, Dy, — f(z) is stochastically dominated in absolute value by the distribution
with the largest variance, that is ¢ ~ N(0, (p+1)0fwg +P03.0q), hence the scheme
is 1-noisy. O

In the description and proofs, we chose to use the (continuous) Gaussian dis-
tribution to simplify the analysis and keep it more readable. In practice, since
computations are carried out over finite fields, a discrete version should be used
instead. The proofs would carry over with minimal changes, with only some care
needed since the sum of two discrete Gaussians is not itself a discrete Gaussian,
existing works [CKS22,KLS21] provided bounds on the approximation error. Ob-
serve that the approximation error induced by the use of continuous Gaussians
is tiny [KLS21]. For example, for two discrete Gaussians X ~ Nz(0,0?) and
Y ~ Nz(0,72), the Réyni divergence between X + Y and W ~ N7z(0, 7% + 0?) is
only 107'2 when o2 = 72 = 3 |[KLS21].

This theorem highlights a quite intuitive results: the scheme is 1-noisy with
1 being the convolution of the different noise distributions added during the
generation and evaluation algorithms. As we use Gaussian distributions, we are
particularly interested in the variance of Var(¢) = (p + 1)odywg + POhooq-

Let us dissect this variance. Remember that this variance corresponds to the
variance of the decoded output Decode(Eval(ky, z),...,Eval(k,,x)). Observe
that each evaluation Eval(k;,z) induces an LWE noise and a flooding noise.
These evaluations are then responsible for p(owg + 02,0q) (i-€., OBwE + Taceq PET
evaluation). After considering these evaluation-induced noises, there remains an
extra unexplained oy in Var(y). This last term comes from the LWE-based
PRG evaluation performed during the generation. Indeed, the vector v contained
in each FSS key is masked using an LWE-based PRG. This “noisy masked vector”
v is then responsible for this part of the scheme noise. For a detailed analysis, we
refer to the proof of 11.22.
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Without noise flooding With noise flooding
Y Y
p-err p-err p-err prerty T D~ erry + D~ erry +
Lwe LWE LWE P €T LWE P-errLwy P-errLwy
. . + p - err,, + p - err,, + B+ p-err, +
Q> |p+1) ermawe | (p+1) et (p+1)-errpws (p+1) - errws | (p+1) - errzws (p+ 5 Z;Ir)EWE
p-err, + p-erry, + p-erry, +
b ettws B ettws P ettLws p- EH'EWE p- EH'EWE p- EH'EWE
VN VN

Figure 11.23 / Output of Decode([f(z)]1,...,[f(x)]p) (for all  in the domain repre-
sented as a grid) using our noisy scheme with and without noise flooding

11.4.4 Share properties

Succinctness As the decoding is linear, we can share any secret function with
output in F, with 0-succinct shares as the shares outputted by Eval are in F,,.

However, we may reserve the low-order to the noise (and scale the secret accord-
ingly). Thus, our scheme is theoretically 0-succinct, but practitioners may pick
slightly larger prime fields in order to accommodate the noise. The secret scaling
based on the noise is dependent on the application (and the expected accuracy),
so we refer to Section 11.5 that explains how to leverage the FSS noise in DP
computations.

Function-private output As mentioned before, while the addition of x might
seem arbitrary and useless, it is mandatory to preserve function-private output.
To understand it, let us consider Algorithm 14 without the x noise addition.

Let us analyze the protocol output for a point function f (with f(«) = ) and an
evaluation of f(z) with x # . Without this x noise, Decode([f(2)]1, ..., [f(2)],)
would include p LWE noises if 2; # oy; i.e., Decode([f(x)]1,-..,[f(z)],) =p-
errpwg. On the contrary, if x; = oy, we would have Decode([f(x)]1, ..., [f(x)],) =
(p+1)-errpwe. The extra errpy g in the second case come from the vector v
because it was masked during Gen using the noisy PRG Gpwg. The proof of
Theorem 11.22 further details the phenomenon.

Using this difference in noise distribution, an adversary can partially learn the
value a from the evaluation and decoding of f(x), even if we do not evaluate f(«).
This leakage is exactly what function-private output aims to prevent!

To avoid this leakage, Eval, adds a noise term errgooq <= X to mask the LWE noise,
a technique known as noise flooding [DDE*23], also used in Fully Homomorphic
Encryption. This x noise (sampled on Line 20 of Algorithm 14) “floods” the
LWE noise and ensure that the noise distribution is the same on all points
(from a PPT adversary perspective). Fig. 11.23 sketches this solution. However,
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function privacy is only preserved if x is chosen such that a PPT adversary cannot
distinguish errgooq + errpwg from errgyoq alone. We formalize this requirement in
the following theorem, which specifies the necessary conditions on y to ensure
FPO in our scheme:

Theorem 11.24 (Function-private output). Let £ be the F'SS scheme described
in Algorithm 14. Let the noise used for the PRG and for flooding have
Gaussian distribution with standard deviation opwg and oge0q, respectively.

If 0hooq > \/2’\_1‘5/(]) —m) — 1 opwg, with m being the number of corrupted
parties, then £ has ¥-noisy FPO with ¢ ~ N(0, (p + 1)ofwg + POhced)-

Before proving this theorem, we recall some results on statistical indistinguisha-
bility:

Lemma 11.25. Let A, B be two centered Gaussian random variables A ~
N(0,0%) and B ~ N(0,0%). The advantage of any binary distinguisher D
(not necessarily polynomially-bounded) is bounded by:

|Pr[D(A) = 1] — Pr[D(B) = 1]| < N"?“ In 02

Proof. For any two random variables A, B, we have that
| Pr[D(A) = 1] — Pr{D(B) = 1| < A(A, B)
where A(A, B) is the statistical distance between A and B, defined as

A(A Z|Pr —Pr[B=1xz]| .

By the Pinsker’s inequality we know that

A(A,B) < \/; DxL(A || B)

where Dkp,(A || B) is the Kullback-Leibler (KL) divergence of A and B, defined

as
Pr[A = x]

Pr[B =]
For A ~ N(0,0%) and B ~ N(0,0%) direct calculations show that their KL

divergence is
1 ai o4
DxiL(A || B) = 3 —In .
o UB

A distinguisher advantage is then upper-bounded by

DKLAHB ZPI‘

|Pr[D(A) = 1] — Pr[D(B) = 1]| < N"E‘ In 02
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Using this result, we can prove Theorem 11.24:

Proof. Without loss of generality, let us assume that the corrupted subset of
parties is A = {1,...,m}. We build a simulator S for Definition 11.11

S=S\FAl@m), -, (@nyn)})

as follows. The simulator samples random quantities by, ..., b, € F 7> S1y--58m €
(IF;”LWE)”, and v € Fy. The shares of the corrupted parties can be computed
following the protocol: §i; = Grwe (5[] [29)] + bi[z?)5[2z)] 4 err;; where
err; j ~ N(0,08,,4). The shares of the honest parties, which still belong to the
view of the adversary, are all sampled uniformly at random, but the last share,
which is computed as

p
Upg = —(F15+ +8p-15) +y;+ Y ERRy;
i=1
where ERR, ; is the sum of the previously sampled flooding and LWE errors
for i < m, while it is freshly sampled from N(0, 03w + 03.0q) for i > m. The
simulated view is then

({(bi, 56, 0) Yoea {F1s - Tpn b L@, 91), - (T0 yn) 1)

Note that even if we do not mention it explicitly (for the sake of having lighter
notation), all randomness of the corrupted parties is also part of the adversary’s
view. The keys (b;, 3;, ) are clearly indistinguishable for the same reason as in
the proof of Theorem 11.20. For any j € {1,...,n}, each share g, ; is individually
indistinguishable from its real equivalent due to the first term Grwg($; [:cl(] )])[x,(ﬂ )]
acting as a uniform mask. Moreover, it can be shown that no subset of these
shares provide any useful information to the distinguisher, but when all shares for
a specific x; are considered, which is the only interesting case. In this case, their
sum leads to
Yrj+ -+ Ppy = y; + ERR;

with ERR; := > ERR;; ~ N(0,p(0fwg + 0hooa))- As we have seen in the
proof of Theorem 11.22, the decoding of the real shares leads to two slightly
different error distributions depending on whether we are on the row encoding
« or not. In particular, we either get a variance 04 = (p + 1)0%wg + POhoeq OF
0% = POtwe + POfood-

The distinguisher can potentially remove the randomness of the dishonest parties
to make its job easier. We hence consider the worst case of

ERR; ~ N (0, (p — m)(0twe + Thood))
o4 =(p—m+Dotwe + (p—m)0700a
o = (p—m)opwe + (p — M)0fho0q
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and show that if oge0q > \/2’\—1-5/(]7 —m) — 1 opwe, it is not possible to distinguish
the simulated shares’ decoding in the first case o4 better than < 27 (the second
case op is trivial as the error distribution coincides with the one of err;). Let z =
0% /0%. Thanks to Lemma 11.25, we just need to prove that 1/2v/z —Inxz — 1 <
272, Since 04 > 0% we have that x > 1. By taking a Taylor expansion of order 1
of t—Inz—1, we get (x—1)?/2, in particular we have that r—Inz—1 < (z—1)?/2
for all z > 1. Hence,

1 1 r—1
ix/x—lna:—1<§\/(x—1)2/2: NG

Now,
- oA _ (p —m + Dotwg + (P — M)0f0a
0]23’ (p - m)O-IQJWE + (p - m)o-{%ood
2
o
_ . LWE S
(p —m)otwe + (P — M)030q
So,
r—1 A O-%WE 1.5-\
<27 & <200

(p— m)(U%WE + O%ood)

) 2)\71.5 )
& Oflgod = (p—m - 1> OLWE -

Compressibility As our scheme provides noisy correctness and has a linear share
decoding, according to Theorem 11.14, our scheme also provides noisy linear
compressibility.

11.4.5 Comparison with state-of-the-art

Table 11.26 compares our noisy DPF to existing schemes, based on their key size
and share compressibility. We also include the “trivial scheme”: sharing the secret
function truth table.

Based on key sizes, we can categorize existing schemes in three categories. First, the
PRG-based schemes with an exponential factor [BGI15,BK022], that makes them
impractical. Second, the DDH-based schemes [CBM15,KPM24] with no dependency
on the number of parties: O(v/N (X +logq)) key size. Third, the schemes with a
polynomial dependency on p: O(v/N - (p 71) -log q) for the information-theoretic

m

scheme of [BK022] and O(v/N - p?A® - (log g + \)) for the PRG-based of [GWW25] .

While DDH-based schemes [CBM15,KPM24] have the best key size, they lack an
essential property: compressibility. Thus, contrary to other schemes, they cannot
support statistics applications described in Section 2.2.3.
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Notations: p parties, m dishonest parties, N domain size, output in F,.

Scheme | Hard-ness | Compress- | FPO Key size
ibility

Dishonest-majority schemes

Trivial None v v N -logq

[BCI15]/ | PRG v v | O(WN-¢"> - (logq +
A))

[cBMi5] | DDH X v | OWN-(A+logq))

[KPM24] | DDH X X | OWN-(A+logq))

[GWW25] PRG v v | O(N - p*)° - (logq +

A)
Ours LWE v (noisy) v O(VN - /(14 \) -
)

log q

Honest-majority schemes

[BK022] | PRG v v L OWN - (P 1)
(A+logq))
[BK022] | None v v | OWN- (") logq)

Table 11.26 / Comparison of the multi-party DPF schemes

Finally, our adaptation of [CBM15] provides the best of both worlds: the best

asymptotic key size with no dependence on p (i.e., O(vV'N - /(1 + X) -logq))
and all desirable share properties. In other words, we improved the initial
scheme by providing an essential share property absent from [CBM15].

11.4.6 Extension to comparison functions

The full version of this chapter [DMH*25] also extends our DPF scheme to com-
parison function.

11.5 Leveraging FSS noise in DP computations

Several works [0gi24,SZS*23,SSV'22] have studied the interactions between
“cryptographic noise” and DP. On the one hand, [0gi24,SZS*23] have shown
how to leverage the noise introduced by homomorphic encryption schemes. On
the other hand, [SSV*22] designed an LWE-based protocol to securely aggregate
dense vectors; using the LWE noise to provide DP guarantees.

Similarly, we want to show how to leverage the noise induced by our noisy schemes
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for DP guarantees in statistics applications. We demonstrate this approach for
private histograms and highlight promising future directions to design FSS-based
differentially private computations.

Thus, noisy FSS provides by design stronger privacy guarantees than classic FSS.
Indeed, the classic FSS privacy property guarantees that the function remain
private during the MPC protocol, but the MPC output (e.g., a histogram) can
still leak information about the input data. As we can leverage the FSS noise to
build DP guarantees, the leakage is mitigated in statistics applications based on
noisy schemes.

Note that classic F'SS protocols (e.g., [GWW25]) can be updated to add a DP noise
on their shares at the end of their Eval algorithm. Such a modification would
transform them directly into a noisy scheme as they would no longer satisfy the
classic F'SS correctness. Hence, adapting classic FSS to provide DP guarantees
naturally leads to (trivial) noisy schemes.

11.5.1 Differentially private histogram with FSS noise

As detailed in Algorithm 1, to compute the histogram of n data inputs =1, ..., z, €
{1...N}, we need to aggregate n secret point functions f,..., f, such that
fi(z;) = 1, 0 otherwise. In Algorithm 1, if the DPF scheme &£ is a noisy scheme,
the protocol would output a histogram noised with a sum of discrete Gaussians.
This subsection analyses this noise and the DP guarantees that it provides.

Theorem 11.22 provides a stochastic dominance on our DPF noise distribution.
However, DP guarantees require knowing what is the minimum noise added to a
single point. The Eval, of Algorithm 14 systematically adds a noise drawn from
a distribution y to the evaluation results.

As explained in Theorem 11.24, we use y ~ Nz(0,03,,4) to guarantee FPO (see
the corresponding proof for a lower bound on o2 .4). Thus, each noisy function
output (i.e., >0, Eval, (k;,x) & fi(x)) integrates a noise drawn from the sum of
p discrete Gaussians with variance o3, 4.

A private histogram requires aggregating n (noisy) point functions, so the total
noise distribution added to the histogram is the sum of n x p discrete Gaussians with
variance o3,,4. We can trivially apply the results from [KLS21] (Proposition 1.10)
for o = Oflood -

For basic histograms in which each data owner contributes to a single bin with
a value 0 or 1, the sensitivity is A; = Ay = 1. Based on this sensitivity and
our discrete Gaussian variance 03,4, we can deduce the privacy level using
Proposition 1.10.

We could very slightly lower the € by also taking into account the LWE noise.

However, the LWE noise and the flooding noise have different variances (0%, and

03,04). Thus, we cannot apply naively Proposition 1.10 because it requires discrete
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Gaussians with identical variance; we would need to redevelop this complex bound
for a sum of discrete Gaussians with different variances.

Integrating the LWE noise would not significantly improve the . As explained in
Theorem 11.24, the flooding noise is set to hide the influence of the LWE noise
(i.e., to guarantee function-private output). The amplitude of the LWE noise is
multiple orders of magnitude smaller than the flooding noise. Thus, the LWE
noise would have a negligible impact on e.

Note that Theorem 11.24 provides a lower bound on the noise variance to guarantee
function-private output. We can naturally increase the variance o34 (above the
lower bound defined in Theorem 11.24) to lower &; enhancing then the privacy
guarantees.

11.5.2 Potential extensions

Our goal in this section was to highlight the essential DP results necessary to
incorporate F'SS noise in differentially private computations. We demonstrated
these results on a simple example, but several extensions are possible.

First, we could combine the F'SS noise with other DP mechanisms. Noisy FSS
provides “DP for free” as the noise is inherently present in the scheme. However,
this noise could be combined with other noises in the DP computation (e.g.,
sharing secret functions f; such that f;(z; + e) = 1 instead of f;(x;) = 1) to have
the best accuracy-privacy trade-off.

Second, we have only presented noisy schemes based on Gaussian noises, but
LWE variants (e.g., Learning with Rounding [BLMR13]) can output other noise
distributions. Thus, future research could also study noisy FSS schemes with
non-Gaussian noise. Such research could require new DP results compatible with
these noise distributions.

Conclusion

First, this chapter formalized FSS properties that had been introduced informally
in existing works. Then, we proposed a relaxed form of F'SS allowing for some noise
in the function output: noisy FSS. We adapted an existing scheme of [CBM15] in
order to build a noisy DPF providing both the best key size, and all desirable share
properties. Finally, we showed how to leverage this noise to provide differential
privacy guarantees in F'SS applications to statistics.



Part V
Towards Real-World Deployments

This final part explores two auxiliary contributions that address practical aspects
of PET real-world deployment. On the one hand, we curate a new graph dataset
called Fedivertex, which models interactions between servers in decentralized social
media platforms. Because decentralized social media is a naturally well-suited for
decentralized PPML deployments, our dataset challenges existing assumptions
and enables new applications in this domain.

On the other hand, we analyze the energy consumption of three cryptographic
PETs. While privacy is often seen as a value to protect at all costs, cryptographic
techniques can incur significant performance overheads conflicting with carbon
footprint reduction goals. We measure the energy consumption overhead induced
by TLS, SSE, and FHE, and discuss orthogonal questions to outline promising
directions toward sustainable PETs.

We conclude this part and the entire thesis with a final chapter summarizing the
takeaways of this manuscript and presenting several directions for future work.
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Fedivertex: a graph dataset based
on decentralized social networks for
trustworthy Machine Learning

Decentralized machine learning is increasingly popular, as it enables better scala-
bility and control over the data. A major challenge in this setting is that learning
dynamics depend on the topology of the communication graph, which motivates
the use of real graph datasets for benchmarking decentralized algorithms. Unfortu-
nately, existing graph datasets usually focus on user interactions, which provides
unrealistic communication graphs to benchmark decentralized learning algorithms
that commonly involve interactions between servers.

This chapter introduces Fedivertex, a new dataset of more than 350 graphs,
covering seven decentralized social networks, crawled weekly over more than 6
months. Our graphs model interactions between servers on these decentralized
social networks. These decentralized platforms being a great application area for
PPML algorithms (notably in moderation or recommendation), our dataset is
particularly relevant for benchmarking decentralized PPML algorithms. Fedivertex
challenges existing works as its properties significantly differs from existing graph
datasets used in decentralized ML literature.

This chapter is drawn from [DC25b].

12.1 Introduction

Decentralized machine learning [HRS*24] has gained significant popularity in
the past years. In this paradigm, each node possesses a local dataset and some
computational resources, and collaborates with other participants by exchanging
messages through peer-to-peer communication during the training of a global,
potentially personalized, machine learning model. In comparison to federated
learning [KMA*21], which keeps data local but orchestrates training through a
central server, decentralized learning offers additional flexibility as it avoids the
bottlenecks and single points of failure that arise from centralized supervision.
The shift towards decentralized learning can also be motivated by trust, as the
communication graph can reflect users’ chosen collaborations; often referred to as
nodes, instances, clients, or participants in this context. The network topology has
an impact on the learning dynamics [KCD*21], particularly in the presence of data
heterogeneity [HPMG20,VHK*21] and in terms of privacy guarantees [MCB24].

Decentralized learning has numerous real-world use cases [HRS*24], as nodes can
represent healthcare institutions or sensors distributed across installations. One
of the most compelling applications is for decentralized social networks [BRC*22].
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In such cases, the graph often captures complex and diverse relationships, which
explains its popularity in machine learning. In particular, this motivates various
graph learning tasks [TL10], including community detection, node classification,
and edge prediction. Social network dynamics also raise interesting questions
related to polarization and time-evolving properties of the graph [TKK*09]. Ad-
dressing these questions requires access to relevant social network datasets that
allow studying these properties.

The Fediverse (a contraction of “federation” and “universe”) provides decentralized
and interoperable online social services. It is often seen as an alternative [AM22]
to major social networks operated by for-profit companies, and it promotes a
very different culture. The Fediverse is decentralized across many servers, called
instances. Anyone can run an instance, which operates independently under the
moderation of its owner, and instances collaborate with each other: a user of a
given instance can interact with and follow users from other instances. Since 2018,
the Fediverse has adopted ActivityPub [LTS*18], a protocol and open standard
that provides a client-to-server API for creating and modifying content, as well as
a federated server-to-server protocol for delivering notifications and content across
servers. This enables interoperability between different instances and software.
The diversity of platforms, the growing number of users, and the international
impact of the Fediverse make it an interesting object of study for the machine
learning community. In particular, agents in the Fediverse tend to be more aware
of the potential ethical issues of machine learning than traditional users of social
networks [SSAG23], and more interested in new features and improvements. This
aligns closely with the goals of Trustworthy Machine Learning and the paradigm
of collaborative learning, where agents are expected to monitor their participation
based on expected benefits.

Importance of real-world graph datasets Decentralized learning is increas-
ingly studied [KMA*21,LSTS20,MMR*17], with various algorithms based on gossip
[BGPS06,Hen23,HBM20,KLB*20,LZZ*17 ,MR16 ,NXTC20] or random walks [Eve23]
[JRJ10,Hen23,MYH"20]. These results highlight the importance of communica-
tion graphs for the quality of the final model, the speed of convergence in the
presence of heterogeneous data [LBT*23], personalization and privacy guaran-
tees [CBU24,CEBM22,DEC25,MCB24], which motivates the use of recent real-world
social networks.

Machine learning frequently relies on small social networks, such as the Karate
Club [Zac76] or citation networks [GBL98,MNRS00]. Several larger digital social
networks are also available via platforms like SNAP [LK14], in particular Face-
book and Twitter graphs. It has been shown that for-profit platforms influence
user graphs, as their recommendations about whom to follow accelerate the triadic
closure process and exacerbate inequality in popularity [SSG16,ZGR18]. This
motivates the study of social networks that do not follow this trend. In particular,
the Fediverse enables analysis at the level of servers rather than at the level of
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individual users, an approach that captures entities more likely to develop consis-
tent collaboration policies. Existing work on the Fediverse remains limited, often
focusing on a single network or on interactions between a fixed pair of networks,
and typically does not provide reusable datasets [ARS'24,HYS24,ZGR18].

Our contributions This chapter presents the first dataset, called Fedivertex,
covering multiple software platforms in the Fediverse to enable researchers to easily
run experiments on decentralized machine learning tasks and to benchmark several
graph learning tasks. By surveying seven different platforms and constructing
different types of graphs, we are able to capture the diverse dynamics at play in
the Fediverse. Our contributions are as follows:

(1) Fedivertex, a large and diverse graph dataset based on the Fediverse. More
precisely, our dataset encompasses seven Fediverse platforms, resulting in
more than 350 graphs!: 13 different graphs each with, at least, 24 weekly
snapshots obtained through web crawls.

(2) A Python package, fedivertex, available through PyPI, to easily access
and use our dataset. The package includes built-in preprocessing tools to
download and prepare the graphs for machine learning tasks.

(3) A novel graph analysis task: defederation prediction, which aims to predict
which edges or nodes will be removed from the graph at the next iteration,
and we propose baselines for this task.

12.2 Dataset presentation

12.2.1 Fediverse software and graphs

In the Fediverse, software is run by servers referred to as instances, without any
centralized control or coordination. Each instance hosts a subset of users and has
its own internal rules and moderation. Despite maintaining sovereignty over their
rules and storing data locally, instances are not isolated from each other, as they
all use the same protocol and standard: ActivityPub [LTS*18]. This protocol
enables communication between instances and even across services. For instance,
a video from PeerTube can be shared on Mastodon; unlike traditional social
network silos, where a Facebook user cannot use their account to read tweets or
watch YouTube videos. One can think of this interoperability similarly to email,
where a user from one provider (e.g., Gmail) can send a message to another (e.g.,
Outlook). When two users communicate, only their respective instances (and
possibly a third instance hosting the interaction) are aware of the message. As a
result, data permanence, confidentiality, and moderation depend on the instance.

'The current snapshots are only a starting point as we continue to update the dataset to
cover the temporal evolution for the longest period possible.
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Peertube Mastodon  Pleroma Misskey Friendica  Bookwyrm Lemmy
Type Video Micro Micro Micro Micro Book Social news
streaming  blogging blogging blogging blogging cataloging
1st release 2018 2016 2017 2014 2010 2022 2019
# instances 1333 9652 616 1206 101 95 564
# users 583k 8 102k 76k 1071k 12k 51k 520k
Graphs follow federation federation federation federation federation federation
active user active user active user fed. w/ blocks
intra-inst.
cross-inst.

Table 12.1 / Overview of the social networks included in Fedivertex. The number of
instances and users has been extracted on May 13, 2025 from FediDB, a reference
database for the Fediverse communities. These numbers are indicative as the networks
evolve over time

Fedivertex focuses on interactions between instances within a given software
platform. This focus on instance-level graphs is unique in the literature as typical
social network graphs focus on user-level graphs (see Fig. 12.2). The instance-
level granularity is much more realistic in the context of decentralized ML. For
instance, it would be the right granularity for federated spam detection or content
recommendation.

In particular, for each social network (except Peertube), the federation graph
models the undirected communication graph between instances within that net-
work. Federation graphs are naturally dense, because two instances are connected
with an edge if they have interacted at least once.

We selected seven of the most popular software platforms in the Fediverse to
ensure sufficient activity for graph-based analysis. Our selection covers diverse
types of social network to reflect a range of communication dynamics. We provide
statistics about each social media in Table 12.1.

Note that this leads to smaller graphs than user-level graphs, because each instance
(i.e., graph in the node) hosts hundreds or thousands of users. For example, the
Mastodon graphs contain more than 8K instances that host a total of 8M users.
Thus, instance-level graphs are smaller, but they can still model interactions from
a large user base.

12.2.2 Fediverse social networks

Peertube provides an alternative to YouTube. Users can watch, bookmark,
and comment on videos, subscribe to channels, and create private and public
playlists. Video search was added in 2020 with SepiaSearch but remains limited;
recommendation features are also a limitation compared to Youtube. An instance
u can follow an instance v to let its users see all the videos posted on v. We report
this follow graph as a directed graph with edges of weight 1 for following.

Mastodon was created as an alternative to Twitter in 2016 and is supported by
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the German non-profit organization Mastodon gGmbH. Users post short-form
status messages of up to 500 characters, known as “toots.” It has experienced
several surges in popularity, often in reaction to changes on Twitter, and is
sometimes adopted in parallel with it [JST*24]. In addition to the federation
graphs, introduced above, we also build a weighted, directed active user graph,
with one node per instance. For each instance u, we take its 10k most recently
active users. Whenever one of those users follows someone on instance v, we
increase the edge weight by 1. Thus weight of the edge from u to v measures how
much content seen on u originates from v. The graph thus contains self-loop as
users follow others on the same instance.

Pleroma is a microblogging software similar to Mastodon, and we thus also report
active user graph. Principal difference is allowing longer posts by default, up to
5000 characters, and offering a lightweight implementation that can potentially
run on a Raspberry Pi.

Misskey is a microblogging platform as well, on which we report the active user
graph. It was created in 2014 by Japanese software engineer Eiji "syuilo” Shinoda
and allows posts of up to 3000 characters.

Friendica emerged in 2010 as an alternative to Google+ and Facebook, making it
the oldest social network in our study, and does not support metadata for active
users graph with our crawler.

Bookwyrm allows users to track their reading activity, write book reviews, and
follow friends. Launched in 2022 by Mouse Reeve, it can be seen as an alternative
to Goodreads.

Lemmy is organized into communities dedicated to specific topics, where users
share links and discuss their content. Although communities are local to an
instance, users can subscribe to those hosted by other instances and participate
in discussions across instances. In addition to the federation graph, we report two
other graphs. Firstly, the intra-instance graph where the instance u is linked
to v if an user of u has published a message on instance v. This graph is directed
and very sparse. Then, in cross-instance graph, two instances are connected as
soon as there exists a pair of users who published a message in the same thread,
but possibly on a third instance. This is an undirected graph, denser that the
previous one.

12.2.3 Fedivertex package and availability

Our dataset can be directly downloaded from Kaggle [DC25a]. To facilitate
its use, we also provide a Python package, Fedivertex, which allows users to
directly load the graphs in NetworkX format through an easy-to-use interface. We
facilitate interaction with Fedivertex package by releasing several notebooks to
analyze the graphs. Finally, we follow the Gephi convention for graph encoding,
allowing the graph CSV files to be opened directly in this software [BHJ09].
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Figure 12.2 / Comparison between user-level and instance-level graphs

12.2.4 Construction via Web crawling

For each of the 13 graphs introduced above, we produce a new version every
week. To identify all available servers for a given software, we query the Fediverse
Observer?, which provides a curated list of Fediverse instances commonly accepted
by the community. We then query each of these instances to compute the edges
of the graph. Relying on the Fediverse Observer list helps minimize server load
and allows us to benefit from existing curation. Notably, the Fediverse Observer’s
crawler runs daily and is also open-source. We release the code of our crawler for
reproducibility and to allow extensions to other social media or other scraping
parameters.

12.2.5 Ethical concerns

This chapter aims to bring more attention to the Fediverse social networks, who
could benefit from Trustworthy Machine Learning applications, for instance to
assist in moderation task [BRC*22] or with user experience and recommendation
systems. However, Fediverse software has often been developed to avoid various
downsides of hastily deployed machine learning models, from toxicity to invisible
filter bubbles, and dark patterns to poor accuracy [CDW'23,MTT17]. It is thus
part of the challenge and the motivation to focus on tasks where the improvement
for the user overcomes the possible drawbacks. Hence, we decide to illustrate our
datasets only on tasks that could respect the Fediverse mindset.

The collection of the dataset raises two major problems, the privacy and the
possible disturbance for the service. Concerning the impact of the crawling, we
designed our crawler to minimize the impact on the servers, by limiting the size

Zhttps://fediverse.observer
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(b) Misskey Active User graph after removal
(a) Peertube Follow graph on April 28th 2025 of Misskey.io on May 7th 2025

Figure 12.3 / Examples of graphs communities based on the official languages in
Fedivertex dataset. Colors encode the official language of each instance, with green for
French, blue for English, black for German, red for Italian, Chinese in yellow, Japanese
in purple, Korean in brown, and orange when there is no official language

of the queries, using a delay of 0.4 second between requests on a given instance
to avoid disturbing their operations. We do not disguise our requests into real
users’ ones and we use a clearly identifiable user agent providing a direct contact
to us. We respect the policy of the instances by following the instructions given
by robots.txt files.

In order to respect the privacy of the users, we did several design choices. First,
our dataset represents instance-level interactions and not user-level (see differences
in Fig. 12.2), which is a better granularity for privacy. Second, we only report
general metadata but never store actual messages or content from the social
networks. Third, we only use public API endpoints, which do not require accounts
on this platform: we do not try to circumvent these privacy practices by creating
accounts to access more information. Fourth, we also respect informal privacy
practices. For instance, we ignore all users using the hashtag #NOBO'T in their
profile as it is an informal anti-bot policy on Mastodon. Finally, we limit the
access by post-processing instances names to avoid direct clicking links. The
whole scraping process was supervised by the legal department of our institutes
to ensure compliance with GDPR.
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Graph Directed Avg. Avg. Cluster. Small-
Deg. Path Coef. world
Length o

Bookwyrm Federation No 55 1.23 0.89 1.14
Friendica Federation No 156 1.41 0.85 1.41
Lemmy Federation No 355 1.18 0.94 1.15
Lemmy Intra-instance Yes 13 2.03 0.69 3.80
Lemmy Cross-instance Yes 42 1.60 0.82 1.89
Mastodon Active user Yes 125 2.09 0.73 21.95
Misskey Federation No 317 1.66 0.76 2.21
Misskey Active user Yes 19 2.36 0.62 20.78
Peertube Follow Yes 23 2.82 0.53 4.45
Pleroma Federation No 269 1.64 0.82 2.26
Pleroma Active user Yes 7 3.95 0.30 2.53

Comparison with SNAP Social graphs

Facebook Ego No 47 3.7 0.61 39.44
Github No 29 3.25 0.14 31.49
Wikipedia Vote No 15 3.25 0.17 519.64

Table 12.4 / Small world properties of the Fedivertex graphs and SNAP Social graphs

12.3 Dataset analysis

12.3.1 Dataset properties

The Fedivertex dataset presents different characteristics depending on both the
graph and the software considered. We share in this section a few observations.
First, all graphs are provided with their temporal evolution, with new nodes and
edges appearing or disappearing each week. For readability, we present only a
subset of the graphs and refer the reader to our Kaggle notebooks for a more
systematic review.

Communities. Fedivertex contains language labels for Peertube, Lemmy, Book-
wyrm, and Misskey. For Peertube, the labels are directly extracted from the
instance descriptions. For the others, we infer the label from the language of
the instance description. We report on Fig. 12.3a the labels for the Peertube
graph, which exhibits a clear French-speaking community and Misskey, which
is dominated by the Japanese community but also exhibits smaller Korean and
Chinese communities, and we refer to Section 12.4.3 for the associated prediction
task.

Graph statistics. We report few metrics in Table 12.4 that are usually applied
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Figure 12.5 / Complementary Cumulative Distribution Function (CCDF) of the degree
for several Fedivertex graphs and other widely-used social network graphs

for social networks. All the reported graphs exhibit small-world properties to a
certain extent, as they satisfy o > 1, which means that a node is more likely to
connect to the neighbors of its neighbors and the average path length is small.
However, the strength of the small world properties depends on the software.

12.3.2 Comparison with existing graph datasets

We compare our graph with the most popular social network graphs from
SNAP [LK14]. We include the Wikipedia Vote graph [LHK10] (which encodes all
Wikipedia voting data up to January 2008) as well as the Twitter and Facebook
Ego graphs [LM12], corresponding respectively to the Follow and Friend relation-
ships. We also include the GitHub graph [RAS21], where nodes are developers
who have starred at least 10 repositories and edges represent mutual follower rela-
tionships. On Fig. 12.5, while GitHub and Twitter exhibit the classical power-law
decay over much of the support of the distribution, consistently with preferential
attachment networks [BP16], the degree distribution of Fedivertex is more diverse.
We note some similarities between the Facebook Ego graph and the Peertube
follow graph, with a smooth concave decay followed by a short power-law tail
for the most popular users. Most of the graphs, however, exhibit only a concave
curve, which suggests that the attachment dynamics in Fedivertex differ from
those in traditional social networks, allowing for a smoother distribution of node
importance. This difference with Fedivertex is confirmed by the statistics of
Table 12.4: Fedivertex has a wider range of average path length (from 1.18 to
3.95 versus from 3.25 to 3.7) and of degree (from 7 to 355 versus 15 to 47) and
have smaller small-world o.
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12.4 Applications

12.4.1 Decentralized machine learning and statistics

Fedivertex graphs are particularly well adapted to experiments testing fully
decentralized machine learning, as they provide a credible use-case scenario. We
illustrate this by reproducing the main figures of [CBU24]. They propose training
a global model with differential privacy by performing a random walk on the
communication graph: at each step, the stochastic gradient is computed on the
local dataset of the current node and sanitized by adding Gaussian noise. They
derives privacy guarantees in the Pairwise Network Differential Privacy setting,
where each pair of nodes has a specific privacy budget depending on their relative
position, a high budget corresponds to a greater risk of leaking information. In
particular, [CBU24] establishes a connection between the structure of these privacy
budgets and the communicability of the graph, showing that nodes close to each
other have higher privacy budget than far apart ones. Using graphs with different
topologies is interesting to verify that similar patterns appear for privacy losses
and known graph quantities such as centrality or communicability.

On Fig. 12.6, we see that the link between communicability and privacy budgets
is clear on Fedivertex graphs, with the same patterns visible in Fig. 12.6a and
Fig. 12.6b. However, it also shows that real-world graphs can be more challenging
in terms of convergence, as Fig. 12.6¢ exhibits slower convergence on the Mastodon
active-user graph than on a synthetic graph with the same number of nodes. This
could be explained by the presence of nodes with low centrality, typically connected
by only a single edge, which makes it harder for the random walk to visit them
frequently enough within the chosen number of steps compared with the more
regular graph tested in the original paper.

12.4.2 New links and defederation prediction

A key feature of Fedivertex is its support for temporal graph analysis, as we
release weekly snapshots for each graph. Understanding temporal changes in
graphs is seen as a major challenge in graph learning [MPG22,RCF*20]. This is
particularly relevant in social networks, where the creation of links often speeds
up the triadic closure of the graph, as friends of friends tend to become friends
over time [DKA11,ZGR18], especially when platforms actively recommend new
connections [SSG16]. We refer to Table 12.4 for Fedivertex graphs’ clustering
coefficients.

An interesting behavior observed in the Fediverse is that edges between instances
are sometimes deleted, a phenomenon that has received little attention so far, likely
because edge deletions are uncommon in other social networks. However, in the
context of Fedivertex, predicting deletions is interesting for several reasons. First,
in some platforms, deletions are as important and can dominate the change in the
number of edges and nodes, as seen in Fig. 12.8. Secondly, avoiding centralization
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Figure 12.6 / Experiments reproducing the results of [CBU24] with Fedivertex graphs

around a single central server is a key challenge in the Fediverse, and understanding
defederation [LRK*25] could help maintain a sufficiently decentralized structure.
Finally, new link prediction and edge deletion are complementary tasks that may
benefit from being studied jointly.

From Fig. 12.8, we observe that federation graphs are the most stable over time,
as one could expect from their construction in comparison to active users or
cross-instance graphs, where activity can fluctuate. However, while some networks
grow during the studied period (Friendica federation and Lemmy cross-instance),
others show variations dominated by the loss of edges (such as the Pleroma
federation or Misskey active users). More precisely, by restricting our analysis to
the subgraph of the nodes present at all 14 dates, most federation graphs have an
increasing number of edges, with sometimes sharp drops as we can see for Misskey
and Lemmy in Fig. 12.8a. Overall, the network is thus growing, but also shows
defederation peaks that are quicker than our weekly crawling. In Fig. 12.8b, we
can see that the other graphs do not share this clear increasing trend, but tend
to alternate between more edge creation and more edge deletion. Finally, the
number of nodes itself varies over time, with new servers appearing and others
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Graph AA CN Jaccard Random

Add Del Add Del Add Del Add Del
Mastodon AU 38 10 40 9 14 10 0.7+£05 6414
(Top 1000)

Misskey AU 43 13 43 1.7 07 2 02£02 2408
(Top 200)

Misskey Fed. 494 62 491 63 396 60 42+6 51E£3.7
(Top 1000)

Table 12.7 / Comparison of Adamic-Adar (AA), Common Neighbors (CN), Jaccard
and Random method to predict new edge (Add) and edge deletion (Del) on different
graphs by reporting the number of correct predictions in Top-K scores (the higher the
better). We report the average of three runs over disjoint periods of time

being deleted, leading to the complex evolution reported in Fig. 12.8c.

We formally introduce the defederation prediction task. Let G, = (V;, &) be the
graph collected at time ¢ and compare it to the graph G, = (Vy, &) collected at
t' > t. Let G. be the subgraph induced by V. = V; N Vy; the goal is to predict all
edges either created (e € (V. x V) N (Ex\&)) or deleted (e € (Ve x V) N (E\EY))
between ¢t and ¢'. The possible new edges lie in the set (V. x V.)\&;, whereas the
deleted ones are in &, a set significantly smaller if the graph is sparse. Similarly,
one could predict nodes that drop from the graph. In particular, reliable prediction
could help detect instances which stopped running because of technical problems
despite being active in the graph, and possibly provide technical help to such
instances. More formally, the goal would be to predict V,\ V41 given G;.

New link prediction can be done based on the topology [LKO7], by using the fact
that similar nodes are more likely to connect. Methods are thus often based on
computing scores for each possible pair of nodes, and then return as prediction
the edges with the highest scores. Common scores include the number of common
neighbors, the Jaccard score, and the Adamic-Adar score. These scores are then
evaluated by looking among the top- K predictions how many are indeed new edges,
as we report in Table 12.7. Intuitively, deletion could be seen as the opposite of
edge creation, so we propose as a baseline, to return the edges with the lowest
scores. However, this approach has limited success for federation graphs. We
believe this might be due to defederation being extremely quick, and thus the
granularity of our current dataset does not seem sufficient to achieve better than
random. An interesting future work could be to use our crawler with higher
frequency during defederation periods. It might also indicate that other methods
should be developed for this task, opening interesting questions for future work.
We refer the reader to the appendix of the complete paper [DC25b] for more
analysis.
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Figure 12.8 / Temporal evolution of Fedivertex graphs

12.4.3 Community detection

The Fediverse social networks are used by many communities that might overlap.
The same communities might also use several of the Fediverse software platforms.
To illustrate the feasibility of community detection with our dataset, we use the
official languages of each instance as ground truth labels, as shown in Fig. 12.3,
and test three algorithms: Louvain [BGLL08], Greedy Modularity [CNMO04], and
Label Propagation [CG10] on the Peertube follow graph and the Misskey active
user graph. To avoid many unique labels, we keep only the 5 most represented
languages in each graph and ignore the other nodes using other languages. Results
are in Table 12.9. We assess the quality of this detection using the Adjusted
Rand Index (ARI) and the Adjusted Mutual Information (AMI). The Rand index
corresponds to the proportion of node pairs belonging to the same cluster that
are classified as such (i.e., the sum of true positives for all classes) over all node
pairs, and the adjusted version corresponds to normalization with respect to a
random clustering. Similarly, the AMI score corresponds to the mutual information
between the ground truth and predicted labels, adjusted for chance. Finally, for
each clustering, we report modularity: a metric for unsupervised clustering that
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assesses the inherent quality of the partitioning. This suggests that other labels
might be suitable as well for clustering the graphs. No method dominates in this
benchmark, highlighting that our graphs exhibit diverse structures which may
challenge algorithms in different ways.

Other Fedivertex graphs can be used for community detection, and additional
labels could be derived from the data, for example, based on the names of the
instances or their official descriptions. It is also possible to track the evolution of
communities over time.

Graph Algorithm ARI AMI Modularity
Louvain 0.055 0.123 0.2168

Peertube follow Greedy Modularity 0.061 0.110 0.209
Label Propagation  0.008 0.029 0.003
Louvain 0.097  0.250 0.611

Misskey active user Greedy Modularity 0.014  0.165 0.513
Label Propagation 0.229 0.255 0.027

Table 12.9 / Performance of several community detection algorithms (average of 100
runs for Louvain)

Conclusion

This chapter introduced Fedivertex, a dataset modeling interactions between
instances across several software platforms of the Fediverse. This is the first dataset
publicly released to enable reproducible experiments on graphs from the Fediverse,
and it allows the study of more diverse graph dynamics than existing social network
datasets. We hope that these graphs can foster machine learning research on this
topic and contribute to the development of trustworthy decentralized machine
learning, notably on the Fediverse. Among possible applications, this dataset could
support the development of decentralized spam detection, the prediction of new
or deleted links, the prevention of instance shutdowns through early prediction,
and many other tasks related to time-evolving graphs.
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Energy Consumption of TLS,
Searchable Encryption and Fully
Homomorphic Encryption

Privacy-enhancing technologies (PETS) have attracted significant attention in
response to privacy regulations, driving the development of applications that
prioritize user data protection. At the same time, the information and communi-
cation technology (ICT) sector faces growing pressure to reduce its environmental
footprint, particularly its energy consumption. While numerous studies have
assessed the energy consumption of ICT applications, the environmental impact
of cryptographic PETs remains largely unexplored.

This chapter investigates this question by measuring the energy consumption
increase induced by three PETs compared to their non-private equivalents: TLS,
Searchable Encryption, and Fully Homomorphic Encryption (FHE). Our results
reveal highly variable energy consumption increases, ranging from 2x for TLS
to 10x for Searchable Encryption and 100,000x for FHE. Our experiments
demonstrate a simple and reproducible methodology, based on existing open-
source software, to quantify the energy consumption of PETs. Finally, we discuss
orthogonal research directions, such as hardware acceleration, to outline promising
directions toward sustainable PETs.

This chapter is drawn from [DPP25]

13.1 Introduction

Over the last ten years, awareness about privacy issues has significantly increased.
Legislations such as the European GDPR (General Data Protection Regulation)
marked a turning point by incentivizing practitioners to develop applications
considered as “private by design.” Pushed by these legal incentives, the research
community has proposed many novel privacy-enhancing technologies (PETS);
enabling to implement existing applications without requiring the user to reveal
their private data.

However, information and communication technologies (ICTs) are also coping with
another major challenge: reducing their environmental footprint; in particular
their carbon emissions. In their fight against climate change, many governments
are willing to reduce their carbon footprint, and all industries (including ICTs)
attempt to contribute to the carbon emission reductions.

Several existing works started exploring this problem either by estimating the
carbon footprint of the ICT industry [GKL*22] or by measuring the footprint
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of specific applications. Measurements are essential to identify the most energy-
efficient technologies in order to fulfil carbon emission reduction goals.

Related works Existing works have measured the environmental footprint of
various ICTs: online advertising [ANPG14], network communications [FBL*21],
video streaming [AMO*24], Machine Learning (ML) [GKS*22,HHR*20], video calls
[BF22], and blockchain [BDAK21,SBFK20]. However, there has been limited
research on the impact of PETs.

On the one hand, several works [MSW11,NFL*14] have studied the energy con-
sumption of the TLS protocol used to secure various web protocols (including
HTTP). This represents important related works as TLS is a form of “soft” PET
(i.e., a PET providing data security and processing data with consent [DWS*11]).

On the other hand, various ML paradigms have been studied under the lens of
energy consumption, including differentially private ML [NDM*21,dROvE23] and
Federated ML [GWMD23,SRKB22]; two paradigms related to privacy-preserving ML.
Our work is complementary to these research works because we notably measure
the consumption of cryptographic techniques applied to privacy-preserving ML.

Gap in the literature Despite these preliminary works, the debate about environ-
mental sustainability is absent from the cryptography community. This absence
is particularly problematic because cryptographic PETs induce computation and
communication overheads compared to their “non-private” equivalents. While
privacy could be seen as a value to protect at all costs, the emission reduction
goals may require to design PETs offering the best trade-off between privacy and
carbon emissions.

Unfortunately, the literature provides no evaluation of the environmental footprint
of cryptographic PETs. Such measurements have become essential to find the
best trade-off between privacy and carbon emissions.

Our contributions We present a simple and reproducible methodology (used no-
tably in ML) to measure the energy consumption of PETs. Using this methodology,
we measure the energy consumption of three PETs: TLS, Searchable Encryption,
and Fully Homomorphic Encryption. These three PETs were selected because they
combine practical relevance with different maturity levels. On the one hand, they
have well-identified industrial applications: web browsing, encrypted databases,
and privacy-preserving ML. On the other hand, they have different maturity
levels from the widely deployed TLS protocol to the emerging FHE schemes. Our
experiments highlight the relative increase between the PET and its non-private
equivalent. We observe increases ranging from a twofold overhead with TLS to a
100,000-fold overhead with FHE. Finally, we discuss several orthogonal questions
(including hardware acceleration) to identify promising directions for sustainable
PET design.
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Our goal is not to categorize PETs between environmentally acceptable and
unacceptable. To fulfil carbon emission goals, it is not mandatory to reduce the
carbon emissions of all technologies: some highly energy-consuming technologies
can be considered “worth the emissions” because their service is essential. Our
work simply provides orders of magnitude enabling decision makers to assess the
privacy-efficiency trade-offs of specific services. Such figures have become essential
in the public debate as press articles rely on estimations and measurements from
the scientific literature to provide high-level perspectives on sustainability issues
[Gri20].

13.2 Methodology

Our work adopts a methodology commonly used in scientific studies (notably in
ML research [dROVE23,SGJ*24]) to measure the energy consumption of various
algorithms. This section presents the methodology, its underlying assumptions,
and the general philosophy guiding its use in our study.

13.2.1 Life-Cycle Assessment

Life-Cycle Assessment (LCA) is a standard methodology [HR017] to measure the
environmental footprint associated with all stages of a product’s life. Such stages
can include anything from the manufacturing to the recycling. This approach
enables to estimate the energy consumption, carbon emissions, and resource
consumption in a comprehensive manner.

An LCA requires defining a scope based on an analysis goal; this will specify
what is included in and excluded from the analysis. Let us assume that we want to
compare the footprint of two objects. If the two objects use the same materials and
end-of-life processes, the material extraction and the end of life are not necessary
in the analysis. Indeed, these stages affect equally the two objects, so they will
not change the comparison (i.e., our objective).

The analysis goal also defines an analysis metric which quantifies the impact of a
product. The two most common metrics are the energy consumption (in kWh)
and the carbon emissions (in kg eq. CO2) [SGJ*24]. However, some analyses also
quantify other variables such as water consumption [BF10].

LCA and digital services While LCA initially focused on physical objects, it
is possible to extend this approach to digital services. However, LCA on such
services focuses mostly on the service usage. For example, for an ML service,
an LCA studies the impacts of the model training [HHR*20,LVL23,SGJ*24] and
inference [FKW'24].

One may wonder why the hardware is not always included in the setup. Even
though hardware is a significant part of the ICT footprint [GKL*22], the hardware-
related costs are irrelevant in the scope of these works [HHR'20,8GJ*24]. These
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works (like ours) want to identify the most energy-efficient services and execute
them on a standard hardware. In other words, the hardware-related footprint is
excluded because they want to minimize the footprint of the service usage.

Like most related works on the environmental footprint of ICTs [GKS'22,HHR*20]
[MSW11,NDM*21,NFL"14,dR0OvE23,SRKB22,5GJ*24], our LCA focuses on the ser-
vice usage (especially the energy consumption). Therefore, our experiments
quantify the environmental impact in terms of energy consumption.

13.2.2 Software-based measurement

Our scope requires measuring the energy consumption induced by a software. A
natural approach is to use a power meter. While reliable, such hardware-based
approaches are inconvenient as they limit the reproduction.

On the contrary, recent works [JOL*23,KHN"18,SGJ*24] have promoted software-
based approaches to measure the energy consumption. Software-based measure-
ments are valuable as they simplify the reproduction of an experiment: they
simply require a package installation. In particular, [KHN"18] showed that Intel’s
Running Average Power Limit (RAPL) was a powerful tool to measure the power
consumption of a machine. RAPL-based measurement consists in polling the
RAPL interface every x seconds and extrapolate the consumption based on these
discrete measurements. Such measurements were notably used in ML research
[SGJ*24]. Recently, [JOL*23] highlighted that RAPL induces a low overhead.

Considering the advantages of RAPL, like related ML works [SGJ*24], we rely on
this software-based approach to measure energy consumption. [SGJ*24] extended
this approach to include GPU and RAM consumption.

From the energy consumption, note that it is possible to estimate the carbon
emission. To compute the carbon emissions, one needs to multiply the energy
consumption to the “carbon intensity” of the country in which the server/client
is located. The carbon intensity corresponds to the amount of greenhouse gas
emitted per kWh of electricity produced. This information is directly available in
some public databases (such as those of the Ember and Energy Institute). In other
words, the energy consumption and the energy emissions are perfectly correlated,
so we do not provide it.

Indirect communication-related energy consumption Our experiments exclude
the energy consumption indirectly induced by network communications. While
it is straightforward to measure the energy consumption of a server or client,
estimating the total energy required to transmit information between two devices
is more challenging. To the best of our knowledge, no study has yet estimated
the complete footprint of client-server communications, as this would require
computing the amortized energy consumption of all network devices involved
(e.g., routers, switches, antennas, wires) for transmitting a bit of information.
[FBL*21] made an initial contribution by studying communication between two
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servers within the same network backbone, but their work does not provide a
generalizable result.

Anyway, the technologies studied in our work induce only minor communication
overheads. For example, in HT'TPS web browsing, the size of the ciphertext sent
to the server is comparable to the plaintext, apart from a one-time secret-key
exchange. Thus, their communication overhead is negligible compared to that of
“communication-intensive PETS,” such as multiparty computations.

13.2.3 Is the runtime a good proxy for the energy consumption?

As research papers typically benchmark the runtime of their algorithms, one may
want to extrapolate the energy consumption based on such measurements. While
runtime is correlated to energy consumption, other parameters influence it. Thus,
we cannot trivially deduce the energy consumption based on the runtime.

To reduce their runtime, research works (including in PETs [K023,MEHP25] )
parallelize their computation across multiple cores. When parallelized, the energy
consumption of an algorithm is proportional to the number of cores in use. Thus,
a runtime can be divided by 4, 16, or even 32 via parallelization, but the energy
consumption would remain similar because spread over several cores. Similarly,
powerful CPUs and GPUs can also reduce the runtime, but induce a higher energy
consumption than smaller chips.

This observation shows that specialized energy measurement techniques (such
as RAPL [KHN"18]) are essential to quantify the consumption and cannot be
obtained using simpler methods such as runtime measurement. For example,
RAPL-based measurements account for the energy consumption of all cores.

In conclusion, we provide a complementary perspective to existing PET papers
because we report energy measurements that cannot be precisely extrapolated from
existing experimental results. Our work echoes with recent ML work [HHR"20]
that promoted a systematic reporting of carbon footprint and energy consumption
in ML papers (in addition to existing runtime measurements).

13.3 Results

This section measures the relative difference between the energy consumption of
three PETs and their non-private equivalents. Since it is not feasible to benchmark
all PETs in a single study, we focus on three representative technologies selected
for their maturity and industrial relevance: FHE, Searchable Encryption, and
TLS. On the one hand, these technologies cover different maturity levels: TLS is
widely deployed, Searchable Encryption has been actively studied for two decades,
and FHE has grown rapidly since the introduction of more efficient schemes
[CKKS17,CGGI20] less than ten years ago. On the other hand, they each have
well-identified applications: encrypted machine learning, encrypted databases,
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and secure web browsing. With this scope, our goal is both to initiate research
on the environmental footprint of PETs and to demonstrate an accessible and
reproducible methodology.

This scope naturally leaves room for future studies on other PETs, such as
multiparty computation (MPC), functional encryption, or trusted execution en-
vironments (TEE). These technologies raise distinct challenges —ranging from
massive communication overheads in MPC to indirect hardware-related costs in
TEE (see Section 13.4.1)— that call for dedicated investigation.

13.3.1 Experimental setup

We execute our experiments on a dedicated server with 32 GB, an Intel Xeon-E3
1245 v5, and no GPU. We run the client and the server on the same machine.

As the hardware can slightly change the energy consumption of an algorithm, one
may wonder whether we should execute our experiment on different devices. How-
ever, remember that we mainly want to measure the relative footprint difference
between private and non-private deployments. A standard hardware change would
influence the absolute values, but the relative difference should not be significantly
changed. This measurement on a single hardware platform aligns with common
practices in similar studies on ML algorithms [dROvE23,GWMD23] .

The only hardware that could significantly influence a PET benchmark is crypto-
graphic accelerators. We leave them out-of-scope because a dedicated analysis is
necessary to estimate the production cost of this hardware. Section 13.4.1 further
discusses the use of such hardware.

We use the software CodeCarbon [SGJ*24] to measure the energy consumption.
This software uses a RAPL-based measurement, and measures RAM, CPU, and
GPU consumption. We configured CodeCarbon to poll the energy consumption
every 1 ms (like in [JOL*23]). Our measurement aggregates the computational
costs of the client and the server.

Our experiments systematically use the default configuration proposed in the
documentation of the tested software. Thus, the measurements reported in our
paper correspond to the expected default behavior. For implementation details,
we refer to our publicly available codebase:

https://github.com/MarcTOK/privacy-carbon-experiments

13.3.2 Fully Homomorphic Encryption (FHE)

FHE is a type of cryptographic scheme [CKKS17,CGGI20] allowing to perform
arithmetic operations on encrypted data. With the increasing use of ML, there is
a growing concern regarding the use of personal data in these systems. To address
this problem, FHE has appeared as a nice solution to execute traditional ML
pipelines under encryption.
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Software libraries Our goal is to measure the energy consumption of an encrypted
ML operations compared to the equivalent plaintext operations. We use the
software library Concrete ML developed by the company Zama. This library is
stable and promoted by the company for real-world use cases. We compare the
encrypted operations provided by Concrete ML to the plaintext ML performed by
Scikit Learn (a popular ML framework). Note that Scikit Learn is also used as
baseline by Zama in their accuracy benchmarks.

Note that Concrete ML only supports TFHE [CGGI20], but there exists another
popular FHE scheme in the literature, namely CKKS [CKKS17]. Unfortunately,
existing CKKS implementations are much more basic than Concrete ML, and
do not support high-level operations like ML. While Concrete ML is designed
for industrial applications and maintained by a company, other FHE implemen-
tations are not as mature. Thus, we only experiment on TFHE, because other
implementations either provide insufficient functionalities, or are too immature
(i.e., providing an unfair comparison to an industrial software like Concrete ML).

Anyway, our work does not aim to identify the best FHE implementation, or even
the best privacy-preserving ML framework in general. We want to estimate an
order of magnitude of the energy consumption increase induced by an FHE-based
application compared to its plaintext equivalent. Moreover, the FHE literature is
particularly active, so reproducibility studies would be needed in the upcoming
years to measure the evolution.

Data We use Scikit Learn to generate synthetic datasets with varying number of
features. In ML, a sample is a data point included in a dataset, and the features
are the dimensions/characteristics of a data point.

Encrypted Machine Learning inference

Among all ML operations, ML inference (i.e., evaluating data on a trained ML
model) is a particularly important operation for practitioners. Indeed, many
companies have trained a powerful model (e.g., a Large Language Model) and
provide “Inference as a Service”: customers send input data and the company
returns the model output. To enhance privacy, researchers have designed encrypted
ML frameworks [CGGI20].

Results Fig. 13.1 presents measurements for various classification and regression
models. These results are average measurements over 100 samples; each sample
having 30 features. On linear models (e.g., Logistic regression), the encrypted
inference is 100x more expensive than the plaintext inference. On tree models
(Decision Tree, Random Forest, and XGB), the encrypted inference is at least
100, 000 x more expensive than the plaintext inference. Encrypted inference on
neural networks is also 100, 000x more expensive than plaintext.

To better understand this overhead, Fig. 13.2a studies the influence of the number
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Figure 13.1 / Average energy consumption of encrypted and plaintext ML inference
using various classification models (100 samples, 30 features)

of features on the consumption of three popular classification models: logistic
regression, random forest, and neural networks. We observe that the scaling of the
encrypted inferences does not match perfectly the scaling of the plaintext inferences.
First, the encrypted logistic regression consumption increases relatively faster than
the cost of the plaintext inference. Second, the encrypted neural network seems to
have the same scaling pattern as the encrypted logistic regression. The encrypted
neural network does not have results for more than 200 features because we stopped
inferences taking more than several hours (to limit the energy consumption of our
experiments). Third, the encrypted random forest consumption is approximately
constant. This behavior seems to be an artifact coming from the fact that Concrete
ML transforms decision trees into matrix multiplications (inducing significant
constant costs).

Fig. 13.2b illustrates the consumption in function of the number of samples. On
the one hand, we see that plaintext algorithms are optimized to process batches
of data points: the average cost is amortized when the number of samples grows.
On the other hand, we observe on the logistic regression that the encrypted
inference does not provide a similar amortization. Like on Fig. 13.2a, we stopped
experiments requiring several hours (which explains the smaller number of results
for the random forest and neural network).

Discussions Our experiments show that encrypted ML inference induces sig-
nificant overheads. However, this PET is still relatively recent, so there is room
for optimization. For example, [KMY'24] recently presented an encrypted XGB
100x more efficient than Concrete ML’s XGB. This improvement resonates with
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Figure 13.3 / Energy consumption of encrypted and plaintext ML training of a logistic
regression for varying numbers of features and samples

Fig. 13.2a that identified a major constant factor for encrypted Random Forest
(i.e., a tree-based model related to XGB). Our benchmark could be re-executed
once Concrete ML integrates improved algorithms.

Encrypted Machine Learning training

Next to inference, ML training is the other operation attracting a lot of privacy
concerns.

Results Fig. 13.3a compares the encrypted and plaintext training (of a logistic
regression) for a varying number of features. The encrypted training is at least
100,000x more expensive and its energy consumption increases faster with the
number of features.

Contrary to inference, the logistic regression training is not influenced by the
number of samples. Its training algorithm is iterative and process a fixed-sized
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batch during each iteration. Thus, its cost only depends on the batch size and
number of iterations. Fig. 13.3b confirms this behavior experimentally.

Discussions Like encrypted ML inference, secure training induces a massive
consumption increase. Similarly, there is room for optimizations.

However, other (non-cryptographic) approaches to privacy-preserving ML training
exist. For example, [dROVE23] studied the energy consumption of synthetic data
generation in ML context. Synthetic data generation is a pre-processing step
used in privacy-preserving statistics and ML: instead of encrypting its private
data, the data owner generates synthetic data based on its data and can transmit
the synthetic data in plaintext. In this paradigm, the server can then process
plaintext data without privacy issues as it has only access to synthetic data (and
not the initial private data). Some techniques such as [JYS18] ensure that the
synthetic data does not leak private information.

[dROVE23] showed that their studied synthetic data generation requires 1 Wh
to generate a synthetic dataset based on the adult dataset (14 features), and
0.01 Wh to train the logistic regression. They also used a RAPL-based energy
measurement, so our results are comparable. In comparison, Fig. 13.3a shows that
the encrypted ML training requires 10x more energy for a training on a similar
dataset.

This comparison emphasizes that the PET choice has a major impact on the
energy consumption. It also highlights an interesting future work: comparing all
privacy-preserving ML paradigms to identify the most energy-efficient one.

13.3.3 Searchable Encryption

With the rise of cloud services, vast amounts of personal data are stored on out-
sourced databases, raising privacy concerns since providers may not be fully trusted.
To solve this issue, researchers introduced searchable encryption [CGKOO6], a
database model that enables encrypted data storage and querying while prevent-
ing the provider from accessing data or query content.

Software libraries This experiment! uses SWiSSSE [GPPW24] as baseline for
encrypted database. SWiSSSE is an encrypted database system comparable to
Redis (a traditional database specialized in key-value storage).

[GPPW24] already compared the runtime of SWiSSSE to Redis. We reproduce
their benchmark using new metrics: energy.

Data Like in [GPPW24], we populate the database using the Enron email dataset.

!Due to hardware issues (unrelated to the experiment), we executed this experiment on a
MacOS machine while the other experiments are executed on a Debian server.
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Results Fig. 13.4 shows the results of this benchmark for varying database sizes.
We observe that the consumption of the encrypted database is nearly 10x higher
than the consumption of the plaintext database. Moreover, the consumption of
the encrypted database increases slightly faster in function of the database size.

Discussions Our benchmark relies on SWiSSSE, which is a research prototype.
Ideally, we would like to reproduce the results on professional products such as the
“Queryable Encryption” plugin available in MongoDB. Unfortunately, part of this
plugin requires a premium license; limiting its access and hindering reproducibility.
We demonstrated our methodology on SWiSSSE, and leave for future work the
evaluation of MongoDB Queryable Encryption.

13.3.4 TLS

HTTP (HyperText Transfer Protocol) is the foundational protocol used for data
exchanges on the web. It operates as a plaintext protocol; making the transmitted
data susceptible to eavesdropping and tampering. In contrast, HT'TPS integrates
HTTP with the Transport Layer Security (TLS), encrypting data to ensure confi-
dentiality and integrity. HT'TPS protects sensitive data, such as login credentials
and payment information, from being intercepted or altered.

Software libraries We use NGinx as web server with TLS 1.3 and implemented
a basic Python web client using the requests library. We compute the average
energy consumption and carbon emissions over 1000 Web requests.

Data We run this experiment on five different websites: Wikipedia (Simplified
English), New York Times, MDN, Mastodon Technical Blog, and xkcd. These
websites are quite diverse: Wikipedia is an encyclopedia, New York Times a
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media, MDN a web developer documentation, Mastodon Blog is a blog, and xked
is a minimal website publishing amusing comic strips. Wikipedia source files are
publicly available, so we downloaded the “simplified English” archive from April
2007. We use the tool HTTrack to automatically download the static files (i.e.,
HTML, CSS, JS, and images) of the other websites.

Results Fig. 13.5 represents the average energy consumption over 1000 requests.
The relative increase ranges from 152% for NYTimes to 182% for xked.

Unfortunately, we cannot compare our results to existing works on the energy
consumption of TLS [MSW11,NFL*14]. While we analyze the energy consumption
to estimate the energy consumption of HT'TPS, these works had a completely
different goal: estimating the impact of HI'TPS on a smartphone battery life.
Thus, these works have only measured client-side energy consumption.

Moreover, [MSW11] focused on the energy consumption of TLS only; they do not
provide a relative difference between HTTP and HT'TPS. Finally, [NFL*14] focused
on specific Web applications (e.g., YouTube); contrary to our experiments that
considered an easily reproducible setup: Python web client and static HTML files.
[NFL*14] also integrated some network-related costs (e.g., Wi-Fi communications).
These differences in the experimental setups prevent any naive comparison.

Discussions Our experiments only simulate static websites, and exclude any
possible back-end operations (e.g., database interactions), even though such
operations are common in Web applications. To assess the consumption of a Web
application, an experiment would include both the cost related to HTTP(S) and
the back-end costs. However, this is not our goal: we only want to compare HT'TP
to HT'TPS. Hence, we exclude any backend work to focus solely on the footprint
of HT'TP data transfer.
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13.4 Orthogonal discussions

13.4.1 The hidden footprint of cryptographic hardware

Energy consumption can be significantly reduced by using cryptographic accel-
erators [BAM21]. These chips can perform cryptographic operations much more
efficiently than standard CPUs and GPUs.

However, the LCA must include the manufacturing impact, as this specialized
hardware requires the production of additional hardware (in addition to the
standard CPU). Since manufacturing accounts for most of the ICT sector’s carbon
footprint [GKL*22], using cryptographic accelerators does not necessarily reduce
the overall carbon footprint.

Trusted Execution Environments (TEEs) [SAB15] are another example of cryp-
tographic hardware with an indirect environmental footprint that should not be
ignored. TEEs are now widely used in efficient secure protocols because they
allow operations on confidential data without relying on expensive primitives like
homomorphic encryption. For example, Signal uses TEEs in its Contact Discovery
protocol.

As their use grows, more manufacturers now include TEEs by default in their
products. However, the added manufacturing cost still represents an overhead
that needs to be estimated. Like cryptographic accelerators, estimating this cost
is difficult, as the necessary data is rarely made public by production facilities.
This gap then represents a promising and interesting future work.

13.4.2 Privacy-Energy-Functionality trilemma

Our work initially examined the relationship between privacy and energy emissions
in an isolated manner. However, our experiments indirectly revealed a broader
trilemma involving privacy, energy emissions, and functionality.

The energy consumption of cryptographic PETs is tied to their functionality;
more complex functionalities generally require more computationally expensive
cryptographic primitives, leading to higher emissions. This phenomenon is evident
in Fig. 13.1. While encryption always increases the consumption, the extent of this
increase varies significantly across ML models. For instance, logistic regression
exhibits a 100-fold increase, whereas encrypted neural networks result in a 100,000-
fold increase. Consequently, simpler models like logistic regression lead to a smaller
consumption.

Reducing functionality can therefore serve as an effective strategy to mitigate the
overhead induced by the privacy enhancement.
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13.4.3 Mitigating overhead via decentralization

Besides functionality, trust is another powerful leverage to optimize the privacy-
energy trade-off. The PET literature usually considers two edge cases: (1) a
party trusted by all users requiring no PET and (2) a zero-trust world requiring
(potentially) expensive PETS.

However, decentralized social media such as Mastodon introduced a new kind of
trust assumption: decentralized and personalized trust. In these social media,
each user can pick a specific server (that they trust to process their personal data),
and then they can interact with any user (even from other servers) thanks to the
protocol ActivityPub. Such decentralization is comparable to the decentralization
of the email protocol.

We can formulate the Mastodon threat model as follows: each user trusts one
specific server (among all possible servers), and they do not trust anyone else.
Such decentralized trust avoids expensive cryptographic operations because each
server can perform plaintext operations on the personal data of its users. For
instance, on Peertube (a “decentralized Youtube”), each server can offer ML-based
video recommendations to its users without relying on encrypted ML.

Decentralization “a la Mastodon” is then a promising direction to enhance privacy
while avoiding significant energy consumption overheads.

[MR20] presented this decentralized trust as “social approach of privacy”, opposed
to the technical approach adopted by cryptographic PETs. While this “social”
approach provides weaker privacy guarantees, [LW23] showed that privacy was a
key factor driving the adoption of Mastodon. Thus, the weaker guarantees are
not necessarily an issue for user acceptability (even among privacy-aware users).

However, one may argue that decentralized protocols require infrastructure redun-
dancy as it requires many servers. For example, Mastodon is a decentralized social
media composed of 8K servers (in September 2025). But, it does not imply that
Mastodon requires 10K times more servers than a centralized social media. Indeed,
centralized social media commonly rely on a global network of servers. Thus, both
decentralized and centralized social media rely on a network of servers; the only
difference is in the server ownership. Thus, the subtle question of infrastructure
and communication overheads in decentralized protocols must be careful studied
because even large-scale centralized services rely on distributed systems creating
redundancies and overheads. This calls for dedicated future work (e.g., comparing
Matrix and Signal protocols in secure messaging).

13.5 Conclusion

Our work studied the energy consumption of three cryptographic PETs with
different levels of maturity. Our results highlight PET-induced energy consumption
increases ranging from 2x (for TLS) to 100,000x (for FHE). This wide range
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also suggests a relationship between maturity and efficiency: the most mature
technology is the most energy-efficient.

However, this correlation should not hide the fact that FHE remains several orders
of magnitude more expensive than its plaintext equivalent. While performance
optimization is a central goal in cryptography research, this raises a key question:
what is the optimal performance? Modern FHE schemes rely on inherently
expensive primitives, unlike TLS, which makes reaching comparable efficiency
difficult, if not impossible. This observation should not discourage research on
FHE, but it illustrates a potential broader debate for the cryptography community
about the trade-off between privacy and environmental footprint.
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Conclusion

14.1 Summary of the Contributions

This thesis has explored the challenges of processing sparse data in privacy-
preserving computations, investigating the question from multiple complementary
angles. Our contributions advanced both the theoretical foundations and the
practical applicability of privacy-enhancing technologies. We have shown that
several cryptographic primitives, including oblivious sorting, secure shuffling, and
Function Secret Sharing, can be leveraged to build efficient secure operations on
sparse data. Importantly, there is no single universally optimal primitive: each
offers distinct advantages depending on the use case, data size, sparsity, and threat
model.

First, we revisited a common assumption underlying most protocols optimized for
sparse data: that access-pattern leakage must always be avoided. While leakage
is necessary to sparsity-optimized protocols, the real risks associated with it had
not been clearly assessed. To shed light on this issue, we turned to searchable
encryption, a cryptographic scheme for which access-pattern leakage is well studied.
We contributed both a new attack exploiting this leakage and statistical methods
to better represent the real-world risk induced by such attacks.

Second, we proposed sorting-based protocols for secure sparse matrix multipli-
cation. These algorithms, which naturally support an outsourced MPC setting,
outperform existing solutions by several orders of magnitude. In addition, we in-
troduced smart padding techniques to minimize volume-pattern leakage necessary
to (efficient) secure sparse multiplications.

Third, we advanced the state of multi-party Function Secret Sharing, a primitive
that has emerged as highly promising for private sparse data aggregation. By
relying on different cryptographic assumptions (honest-majority, DDH, and LWE),
we constructed schemes with more compact key sizes, making them better suited
for applications in statistics and machine learning.

Finally, we broadened the scope of the thesis with two contributions address-
ing practical aspects of deploying privacy-enhancing technologies (beyond data
sparsity). On the one hand, we introduced Fedivertex, a new graph dataset
supporting better benchmarks of decentralized protocols for privacy-preserving
machine learning. On the other hand, we measured the energy consumption
increase by three cryptographic privacy-enhancing technologies.
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14.2 Promising Future Works

Throughout this thesis, we have identified several promising directions for extend-
ing our results. This subsection highlights four of the most notable ones.

Sparse-dense multiplications Our sorting-based protocols are highly efficient
for multiplying two sparse matrices or vectors. However, many ML workloads
rely instead on sparse-dense multiplications, for instance when training a neural
network on sparse input data. While our current protocols can be applied in this
setting, their performance gains vanish, since efficiency is inverse correlated to the
number of zeros; dense matrices containing none. As in plaintext computation,
separating algorithms for sparse-sparse and sparse-dense operations becomes a
natural necessity in the secure setting.

Designing optimized protocols for sparse-dense multiplication thus represents an
important next step. This challenge goes beyond a straightforward adaptation of
sparse-sparse methods. New protocols (potentially not based on oblivious sorting)
are required to perform these secure operations efficiently. This would align with
plaintext algorithms that rely on fairly different approaches for sparse-sparse and
sparse-dense operations [BGS11,Duf77].

Systematic comparison of FSS schemes Over the past decade, FSS has
emerged as a powerful primitive with many applications. Since [BGI15], extending
the efficiency of the two-party DPF to the multi-party setting has been an
evident goal. The past two years have seen active research in this direction, with
several concurrent works, including ours and [CKY25,KPM24,GWW25,KP25]. Our
benchmarks already revealed that some recent schemes, such as [GWW25], perform
poorly in practice, while others, like the information-theoretic scheme of [BK022],
are surprisingly competitive. Yet systematic comparisons are lacking.

The field now needs a comprehensive, standardized evaluation that considers not
only key sizes but also generation and evaluation costs. Such a study should include
the latest two- and three-party schemes, in order to quantify the remaining perfor-
mance gap between two-party and multi-party schemes. Although [CKY25,KP25]
have matched the asymptotic key size of two-party schemes, practical overheads
may still hinder efficiency.

Decentralized ML for decentralized social media With Fedivertex, we high-
lighted decentralized social media as an almost unexplored but highly promising
application area for decentralized ML. While existing papers have often been
motivated with hypothetical applications involving smartphones, decentralized
social media like Mastodon is naturally adequate for decentralized ML because the
servers are already connected via the ActivityPub protocol. Unlike smartphone-
based scenarios, such use cases do not require setting up complicated peer-to-peer
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communications. Moreover, decentralized social media may need ML to automatize
and optimize operations like moderation or recommendation.

Fedivertex offers a realistic graph dataset for benchmarking decentralized ML
tasks such as spam detection or hate-speech moderation in these networks. We
hope this contribution will stimulate further research related to decentralized
social media within the ML and PETs communities.

14.3 Broader Perspectives

While the previous section presented direct follow-up works of our contributions,
we conclude with broader open problems related to our work.

Supporting real-world SSE deployments With the release of enterprise-grade
implementations such as MongoDB Queryable Encryption, the conditions are now
favorable for real-world SSE deployment. As with any secure protocol, the existence
of potential attacks naturally raises concerns among practitioners. However, recent
works (including ours and [BGW24 ,KM23,WXC*25] ) have introduced statistical tools
that enable a more rigorous assessment and control of these risks in practice.
It is worth emphasizing that, even in the presence of possible leakage-abuse
attacks, SSE still provides substantially stronger privacy guarantees than plaintext
database systems.

While many remaining challenges are engineering-related and fall to industry, the
scientific community still plays a crucial role in transferring cryptographic research
into practice. One important direction is supporting more expressive queries.
Historically, most research focused on simplified database models such as single-
keyword search or one-dimensional range queries. These abstractions have been
valuable to explore efficiency-privacy trade-offs, but practitioners typically need
far richer queries. Recent works have started addressing this gap, for instance with
conjunctive queries [WSW*24] and graph queries [FGPT24], but further progress
is needed to support the variety of queries required in practice.

Another key task for researchers is auditing real-world implementations. As
research prototypes transition into production systems, new attack surfaces can
emerge. Works such as the security analysis of MongoDB Queryable Encryption
by [GPT23] illustrate the importance of such efforts. Ensuring that encrypted
databases are secure both in theory and in practice will remain a critical responsi-
bility for the community.

Practical Oblivious RAM ORAM has been studied by cryptographers for already
three decades [GO96]. Its ability to emulate arbitrary data-dependent memory
access make it theoretically very appealing as it offers the possibility to build
MPC protocols for any plaintext algorithm. As discussed in Chapter 4, ORAM
can in particular be used to implement sparse operations.
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Despite recent advances [DS17,F0SZ23], existing schemes remain expensive.
While modern ORAM protocols are far more efficient than early proposals, they
are not yet practical for most real-world use cases. The cryptographic community
continues relying on other primitives (such as oblivious sorting in Chapter 8) to
build secure MPC protocols for plaintext algorithms that require data-dependent
Memory accesses.

For ORAM to become practical and widely used in MPC, especially on sparse
data, its efficiency must be improved significantly. This is a challenging research
direction, as ORAM has already been extensively studied. Nonetheless, progress
here would have a massive impact (far beyond sparse computations), enabling
secure and general-purpose computations.

Privacy-Carbon-Footprint trade-off Finally, Chapter 13 opened a long-avoided
discussion in the PETs and cryptography communities: is stronger privacy always
worth the environmental cost? This question goes beyond the focus of the thesis
on cryptographic protocols for sparse data. Indeed, it concerns all PETs; protocols
on sparse data being one of the many PETs described in the scientific literature.

Traditionally, cryptographers have designed increasingly sophisticated schemes
to hide ever more information. Yet, with growing pressure to reduce carbon
emissions, the overheads of such schemes cannot be ignored. For example, our
comparison with [dROvVE23] showed that training a logistic regression with state-of-
the-art FHE was 10X more energy-intensive than with synthetic data generation.
Although these techniques offer different privacy guarantees, such disparities
demand a broader reflection: how should we balance privacy guarantees against
sustainability concerns?

Our results provide only a preliminary step, but they call for an interdisciplinary
dialogue involving not only cryptographers, but also social scientists, policymakers,
and civil society. Similar discussions have already emerged in other scientific
domains (including in computer science), and it is both timely and necessary that
they reach the cryptography community:.
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Acronyms

DC: Dining Cryptographers [problem]

DDH: Decisional Diffie-Hellman [assumption]
DP: Differential Privacy

ECC: Elliptic Curve Cryptography

FHE: Fully Homomorphic Encryption

FL: Federated Learning

FSS: Function Secret sharing

ICT: Information and Communication Technology
LCA: Life-Cycle Assessment

LWE: Learning With Error [assumption]
LWR: Learning With Rounding [assumption]
ML: Machine Learning

MPC: Multi-Party Computation

ORAM: Oblivious RAM

PET: Privacy-Enhancing Technology

PIR: Private Information Retrieval

PPC: Privacy-Preserving Computations
PR(N)G: PseudoRandom (Number) Generator
PPML: Privacy-Preserving Machine Learning
S(S)E: Searchable (Symmetric) Encryption
TEE: Trusted Execution Environment

TLS: Transport Layer Security

ZKP: Zero-Knowledge Proof
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LLM Usage Disclosure

As in many other fields of work, my thesis has also been influenced by the advent
of Large Language Models (LLMs). Following practices that have emerged in the
ML community, I consider it important to disclose this usage and to explicitly
state the use cases.

I have only used LLMs to polish my writing. In other words, when needed, 1
provided an LLM with a draft paragraph in order to check grammar and possibly
improve the flow. I want to emphasize that I have never asked an LLM to generate
a paragraph from scratch for my thesis; I have always provided draft text which
the LLM was meant to polish.

Thus, the arguments and ideas presented in my chapters are entirely my own. I
have often felt the need to use LLMs because, as a non-native English speaker, my
style can sometimes be “clumsy”. I mainly used these tools to refine introductions,
as they are essential to capture the reader’s attention and spark interest in the
chapter or paper. Other sections, such as experimental results or algorithm
descriptions, were rarely polished with LLMs, since these paragraphs follow a
more fixed and straightforward structure.

As the polished paragraphs remain, at most, slight reformulations of my original
drafts, I take full responsibility for all the content of this thesis. Even when using
LLMs, I have systematically reviewed and reworked the polished texts; LLMs
often adopt a non-academic tone that requires simplification or adjustment.

In addition to text polishing, I also used LLMs to generate basic scripts, for
example for figure generation, since software libraries such as Matplotlib can
sometimes be cryptic.

Naturally, I have not used LLMs to design new algorithms or provide proofs on
my behalf. All chapters are based on my own ideas, developed and improved with
the help of my collaborators (the contributions are specified in Introduction).

Over the course of my Ph.D., I experimented with different models, in particular
those released by OpenAl, DeepSeek, and Mistral.
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